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ABSTRACT
Identity is a fundamental concept for the financial indus-
try. In order to comply with regulation, financial insti-
tutions must verify the identity of their customers. Iden-
tities are currently handled in a centralized way, which
diminishes users’ control over their personal information
and threats their privacy. Blockchain systems, especially
those with support for smart contracts (e.g., Ethereum),
are expected to serve as a basis of more decentralized
systems for digital identity management.

We propose a design of a privacy-preserving KYC scheme
on top of Ethereum. It would let providers of financial
services leverage the potential of blockchain technology
to increase efficiency of customer onboarding while com-
plying with regulation and protecting users’ privacy.

Author Keywords
blockchain, smart contracts, Ethereum, know your
customer, KYC

INTRODUCTION
Digital identity is information used by a computer sys-
tem to represent a user. It serves two purposes:

• Authentication: to prove that the user is who they
claim to be;

• Authorization: to ensure that the user has the right
to perform the action they are trying to perform.

Modern financial system adheres to the centralized iden-
tity model and depends on government-issued identities.
Regulation in most jurisdictions demand that banks ob-
tain proof of identity from customers before doing busi-
ness with them (”know your customer”, or KYC). ”Anti
money laundering” (AML) and ”counter terrorist financ-
ing” (CTF) are related regulations that require banks to
stop and report suspicious transactions.

Modern KYC is not only cumbersome but also privacy
violating. Users’ sensitive information is stored in banks’
databases, where it is difficult to update and can be
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stolen by corrupt employees or external hackers. Banks
implement KYC/AML procedures independently, which
leads to high compliance cost for the industry as a whole,
as well as multiplies the risk of identity theft and privacy
violations.

Open blockchains, the first one being Bitcoin, take a dif-
ferent approach to identity: users join the network with-
out any identification. This technology enabled the cre-
ation of more sophisticated decentralized networks with
rich programming capabilities, e.g., Ethereum. Banks
and other financial services companies see the potential
of blockchain technology and are collaborating on its ap-
plications in consortia such as Enterprise Ethereum Al-
liance [17], Hyperledger [1], and R3 [2]. Though to com-
ply with regulation, they have to handle government-
issued identities in a blockchain setting, which is a non-
trivial task. Taking into account the users’ demand
for better privacy protection, this becomes even harder.
The upcoming European privacy regulation (GDPR [18])
coming into force in May 2018 poses even more chal-
lenges for organizations that handle users’ personal data.

We first explore the centralized and decentralized ap-
proaches to identity. We then propose KYCE – a pri-
vacy preserving Ethereum-based KYC implementation
for smart contract based financial services. KYCE al-
lows banks to implement KYC checks via an external
smart contract – a KYC provider. Our scheme uses
zero-knowledge proofs to check users’ eligibility without
disclosing their private information to anyone except the
KYC provider. The whitelist is stored in the KYC smart
contract in the form of a cryptographic accumulator.
This construction allows users to be efficiently added to,
removed from, and checked against a list without storing
any plaintext data on the blockchain. We then discuss
possible use cases, implementation challenges, and out-
line the direction for future work.

Centralized identity
We can re-formulate the notion of identity in terms of
asymmetric cryptography. Identity I of user U is a
public-private key pair (pubU , privU ). The public key
pubU authenticates the user (or, equivalently, links the
current action to some past actions). Public identifiers
like username or address are derived from pubU . The
private key privU allows U to sign messages on behalf of
I. From the point of view of the system, U is whoever
possesses privU .



In the centralized model of identity, which is prevalent
on the internet today, users delegate managing their pri-
vate keys to a trusted party and use a password to access
them when necessary. This approach is sub-optimal in
many regards. First of all, users do not control their
identities. The trusted party always has the technical
ability to sign messages without the user’s consent or to
prevent the user from signing the message they want.
Moreover, users’ personal data is stored by a centralized
entity, which creates additional incentives for malicious
actors to attack it. Finally, users have to create a new
identity for each website they wish to register with. As
a consequence, they adhere to a risky practice of reusing
passwords. This problem is partially addressed with the
”login with” feature, often implemented using protocols
such as OAuth [25] and OpenID [28]. In this scheme,
a third-party website queries the website that holds the
user’s existing identity (e.g., Google) and asks for per-
mission to access a subset of the user’s data (e.g., name
and email). Upon approval, the access is granted. This
approach alleviates the password management problem
but increases the impact of a potential identity theft.

Even though users can revoke the access at any time, the
”login with” scheme is still privacy violating. Imagine a
user that reveals their date of birth to prove to a website
that they are 18 years of age or older. Even if they later
revoke the access, their date of birth will never change.
Thus, they grant the third-party website an effectively
unlimited access to a piece of private information.

Maintaining correspondence between ”real world” iden-
tities and public keys has long been a challenge. Central-
ized solutions like PKI generally work, but suffer from
risks associated with centralization: a fraudulent author-
ity can issue rogue certificates [32].

Decentralized identity and open blockchains
A noteworthy approach to decentralized identity is the
PGP ”web of trust” [19]. It has not gained significant
traction due in part to usability challenges [34] and con-
cerns about the security of the long-term key model [42].

Bitcoin [24] is the first practical implementation of fully
decentralized digital cash. It eliminates the problem of
connecting public keys to identities in a radical manner:
in Bitcoin, public keys are identities. Since its launch
in 2009, hundreds of alternative open blockchains were
developed, most of them adhering to this approach to
identity management.

Ethereum [8] [45] is a decentralized blockchain-based
smart contracts platform. Smart contracts were ini-
tially defined as ”a set of promises, specified in digital
form” [39]. In Ethereum, a smart contract is a piece
of code in Ethereum virtual machine (EVM) bytecode,
a Turing complete language. Programmers write con-
tracts in high-level languages targeting EVM, most pop-
ular being Solidity, and deploy them onto the blockchain.
Users interact with contracts by broadcasting transac-
tions. Upon receiving a transaction, Ethereum nodes

execute the corresponding function of the specified con-
tract with given arguments. Nodes maintain a common
view of the state using a proof-of-work consensus mech-
anism.

Contracts can call other contracts’ functions and send
them units of the Ethereum native cryptocurrency ether.
Each EVM operation has a cost denominated in units of
gas to prevent denial-of-service attacks. The user deter-
mines the maximum amount of resources their computa-
tion will consume and pays for it upfront when sending
the transaction. If the computation executes normally,
the user gets a refund for the remaining gas. In case
of an exception, all allocated gas is consumed, but the
transaction has no effect on the state of the blockchain1.

Traditional financial institutions are becoming interested
in blockchain technology, especially in networks enabling
smart contracts [13]. However the way open blockchains
handle identity may come at odds with financial regu-
lation. We propose a design that will simultaneously
leverage the power of blockchain-based smart contracts,
enable banks to implement KYC to comply with the law,
and preserve users’ privacy.

KYCE: A DECENTRALIZED KYC-COMPLIANT EX-
CHANGE

Definitions and security properties
KYC requirements differ depending on jurisdiction [33]
(see Appendix A for a brief overview of the regulatory
landscape in the EU). A typical KYC procedure links
users’ real-world identities to their accounts and checks
users against a whitelist or a blacklist. The details of the
KYC procedure do not affect our design.

Definition 1. A KYC procedure is a process that
determines if a given user is eligible for a given transac-
tion.

Definition 2. A KYC provider is an entity that
performs a KYC procedure.

Definition 3. A financial service is an informa-
tion system that allows users to exchange units of value.

Definition 4. A financial service is KYC-
compliant w.r.t. the KYC procedure iff all users
are eligible for all transactions they perform.

Definition 5. A KYC-compliant financial service is
privacy-preserving iff only the KYC provider has ac-
cess to the users’ private data.

Tokens and exchanges
Our KYC solution can be applied for any type of ser-
vice. For concreteness, consider a token exchange as an
example of a financial service.

Definition 6. A token is a transferable fungible unit
of value maintained by a smart contract.
1After the Byzantium update in October 2017, certain types
of exceptions no longer consume all gas.



ERC20 [44] is the de-facto standard API for implement-
ing token contracts in Ethereum. A token contract keeps
track of users’ token balances and enables them to trans-
fer tokens using the following functions:

• transfer sends a given amount of tokens to a given
address.

• approve allows a given user to withdraw up to a given
amount of tokens from the account of the user calling
the function.

• transferFrom sends a given amount of tokens from
one given address to another (the amount has to be
approved beforehand).

Definition 7. An exchange is a service that enables
users to exchange tokens.

The most prevalent type of exchanges is centralized ones,
implemented as a regular web service. In this work, we
are mostly interested in decentralized, or on-chain ex-
changes, implemented as smart contracts.

An exchange without KYC support may be used as fol-
lows.

1. Alice creates an order to sell X A-tokens for Y B-
tokens.

2. Bob creates an order to sell Y B-tokens for X A-
tokens.

3. The exchange matches the two orders and transfers
(by calling transferFrom) X A-tokens from Alice to
Bob and Y B-tokens from Bob to Alice.

The transaction succeeds if Alice and Bob approved
the exchange with sufficient amount of A- and B-
tokens respectively before transferFrom is called.
Users withdraw tokens from the exchange by calling
approve(exchangeAddress,0).

Privacy-preserving KYC
We propose KYCE – a privacy-preserving KYC design
for Ethereum-based financial services.

A KYC contract provides an API to other contracts so
that external services can determine if a given user is
KYC-approved for using a given token. A KYC provider
(a governmental entity or company in charge of customer
onboarding) performs the necessary checks for a new cus-
tomer and adds their address to the whitelist.

A naive approach to implementing KYC check with a
separate contract would be the following. The KYC
contract stores the whitelist of approved addresses. On
every transfer, token contracts check if the address
which is being used belongs to the whitelist. This design
has a fundamental drawback from the privacy-preserving
standpoint: all whitelisted addresses are stored on the
blockchain in plaintext. Moreover, users must use the
same addresses they registered with the KYC provider,
which violates privacy: an adversary can link the user’s
transactions in the public blockchain.

Our approach
We use cryptographic techniques to design a privacy
preserving KYC solution. In KYCE, the KYC con-
tract stores a cryptographic accumulator of the
whitelisted addresses.

A cryptographic accumulator A absorbs certain alge-
braic objects and provides an interface to generate and
verify zero-knowledge proofs that a certain value was ac-
cumulated. In our construction, to generate a proof for
value x ∈ A one needs a witness, which depends on A
and x and is provided by the accumulator owner to the
user who submitted x. We suggest an accumulator based
on bilinear maps due to Camenisch et al. [9].

Briefly, the KYC setup and workflow is as follows. The
KYC provider creates and publishes a smart contract,
which is initialized with an empty accumulator. The
User interacts with the KYC provider physically or on-
line and provides credentials needed to pass the KYC
procedure. He also generates his own master secret m
and during the authenticated session gives the provider
a Pedersen commitment gm1 · gr2 to it, where g1, g2 are
certain group generators2 and r is random. If the checks
are passed, the provider updates the accumulator with
user-dependent data and provides the User with a wit-
ness, needed to prove the KYC property in the future.
In every Ethereum transaction to KYCE, the User pro-
vides a proof that he has been registered in the accumu-
lator, that his right has not been revoked, and that the
proof owner and the transaction sender are the same per-
son. The latter statement is verified by KYCE, whereas
the rest is submitted to the KYC contract for verifica-
tion against the current accumulator value. If the checks
pass, the command is executed in KYCE.

Details on the accumulator construction
We follow the approach by Camenisch et al. [9], who
construct an accumulator based on a pairing function
e(·, ·) in some pairing setting 3. The accumulator con-
tains just serial numbers, possibly consecutive integers4.
The accumulator is constructed as follows. We assume
a bilinear pairing e : G × G → GT where G,GT are
groups of order q. The KYC provider selects generator

g and the secret value γ
$← Zq. It also selects L as an

upper bound of users enabled for KYC and computes

z = e(g, g)γ
L+1

. The accumulator value A is initialized
by 1.

Let us denote gi = gγ
i

. The provider publishes
A, {gi}1≤i≤L,L+2≤i≤2L, the set of registered KYC in-
dices V = ∅, and the parameters g, z needed to perform
a verification.

2Here and in the further text all multiplications take place in
the pre-selected group of prime order q, typically an elliptic-
curve group.
3The original paper [9] uses type-1 pairings, but type-3 pair-
ings can be adopted as well.
4It is possible to store public keys but it would be less effi-
cient.



Every User who passes the KYC check is issued a new
serial number i, the witness wi =

∏
j∈V,j 6=i gL+1−j+i,

where V is the set of all issued serial numbers, and a sig-
nature σi of gi||i on the provider’s private signature key.
The witness is used to generate a proof of accumulat-
ing5. The accumulator is updated by the KYC provider
with i by

AV∪{i} ← AV · gL+1−i

multiplying it by gL+1−i = gγ
L+1−i

, and i is published
as a new valid serial number. To prove that i has been
committed to A and has not been revoked without dis-
closing it, the holder of wi must update it6 so that the
following equation holds:

e(gi, A)

e(g, wi)
= z.

Note that revocation is also efficient: the KYC contract
owner simply multiplies the accumulator value by the
inverse of gL+1−i. The witness value can not be updated
anymore.

Presentation
When issuing a transaction to use the exchange (e.g., cre-
ate an order), the user submits a zero-knowledge
proof of the following statement:

• I know the private key of the current user address
(msg.sender), and

• I know a signature σi and a witness wi for some num-
ber i that has been accumulated in the accumulator
A in the KYC contract.

It is crucial that this compound statement is atomic, i.e.
the sub-statements can not be extracted as separate valid
proofs, as this would make the transaction malleable.

The atomicity (and thus non-malleability) are ensured
as follows. Let us denote the proof of knowledge for the
witness and signature by PKw, which is given in [9],
Section 4.2. Then Prover submits

P = {PKw ∧ PKs},

where PKs is the proof of knowledge of the private key of
the msg.sender’s ECDSA public key, which can be taken
from [11]. The technique to make a composite proof
of knowledge is straightforward as both PoKs are non-
interactive and is standard in complex PoK protocols:

1. Prover collects a set C of commitments asserted in sub-
proofs PKw and PKs.

2. Prover makes necessary randomization of C to create
t-values T .

3. Prover computes c← H(C, T ).

5We refer an interested reader to [9] for the details.
6We omit the details, but the update can be performed just
before the presentation, not necessarily after every accumu-
lator update.

4. Prover computes s-values S using C, T , and c.

5. The proof P is (C,S, c). To verify it one computes

asserted t-values T̂ and verifies

c
?
= H(C, T̂ ).

The resulting proof P is submitted as an Ethereum
transaction argument. KYCE retrieves the most recent
accumulator value and verifies P against it and the pub-
lic key of the message sender, which is available in the
transaction metadata. If the proof is correct the order is
executed.

Use cases
Either the exchange contract or the token contract must
be KYC-compliant – i.e., check eligibility of transacting
parties using the implementation of the cryptographic
scheme described above in the KYC contract.

KYC-compliant exchange
If the exchange is KYC-compliant, the tokens do not
need to be aware of the KYC.

Figure 1. KYC-compliant exchange

Consider an established exchange that trades dozens of
tokens. It applies for official approval in a jurisdiction
that requires all customers to pass the KYC procedure.
The governmental body acts as a KYC provider, de-
ploys a KYC contract, and publishes its address. The
exchange adds KYC checks to its codebase and contin-
ues operation. Users who do not want to apply for KYC
can simply withdraw their tokens from the exchange and
use them elsewhere.

KYC-compliant token
If the token is KYC-compliant, the exchange does not
need to be aware of the KYC.

Consider a government that issues its own tokens7. Gov-
ernment tokens could be used by KYC-approved users
for tax payments, fees, fines, etc. Such solution leverages
the flexibility and auditability of smart contracts while
limiting the userbase of the token to the approved en-
tities only. The KYC-enabled government token can be
also traded on exchanges. This allows citizens to hold
their wealth in currency portfolios of their choice and
7Bank of England [12] and the Monetary Authority of Sin-
gapore [4] already did research in this direction.



Figure 2. KYC-compliant token

only purchase government tokens to transact with the
state.

Transaction-dependent checks
Many jurisdictions impose additional restrictions that
depend on the value of the transaction. E.g., the EU reg-
ulation [30] states that ”the obligation to check whether
information on the payer or the payee is accurate should
[...] be imposed only in respect of individual transfers
of funds that exceed e 1000”. EU member states im-
pose further restrictions for transactions of higher value,
e.g., exceeding e 10000 in Belgium, e 15000 in Germany
and in the Netherlands [33]. Either the exchange con-
tract or the token contract can perform such checks by
storing the following mappings:

• address => accumulated transaction volume in the
current period (day, month, year);

• address => timestamp of the latest transaction.

IMPLEMENTATION DETAILS
We created a proof-of-concept implementation of the
proposed design. Our project consists of two smart con-
tracts written in Solidity: KycProvider and KyceToken.

Initial (not privacy-preserving) implementation
In the initial (not privacy-preserving) implementation,
KycProvider maintains a 2-dimensional boolean array
that stores the eligibility status across users and tokens.
On initialization, the address that deploys the contract
to the blockchain is made the owner, allowing it to add
and remove users from the array. The ownership may be
transferred (using the functionality inherited from the
standard Ownable contract).

The KycProvider exposes the following API:

• add(address user, address token) – makes the
user eligible for using the token (callable only by the
owner)

• remove(address user, address token) – makes
the user not eligible for using the token (callable only
by the owner)

• isEligible(address user, address token) –
checks if the user is eligible for using the token

KyceToken adheres to the de-facto standard token API
in Ethereum – ERC20. To minimize the risk of se-
curity issues due to implementation subtleties, we in-
herit a widely used and tested ERC20 implementation
by OpenZeppelin. We override the functions approve,
transfer, and transferFrom to check if the given user
(msg.sender) is eligible for using this token. Namely,
the function isEligible is called. If the returned value
is false, the execution stops; is it is true, the corre-
sponding function of the super class is invoked.

The implementation of the proposed scheme requires
cryptographic primitives partially already available in
Ethereum as pre-compiled contracts (namely, elliptic
curve addition and scalar multiplication, as well as pair-
ing checks). For the proposed scheme to be fully im-
plemented, pairing evaluation is also required. We are
looking into the possibilities to add this functionality.

RELATED WORK
Parra-Moyano and Ross use distributed ledger technol-
ogy to improve the KYC process [31]. Their proposal
can be summarized as follows:

• the regulator maintains a database with all users’ pri-
vate data;

• the first bank a user signs a contract with (the ”home
bank”) stores hashes of the user’s documents in a
smart contract in a permissioned blockchain;

• all subsequent banks the user wants to work with
obtain the user’s documents from the database and
look the hash up to ensure that the user had been
KYC-approved (without knowing which home bank
had done it);

• a cost-sharing mechanism for banks allows to propor-
tionally share the cost of the initial KYC approval
among all banks that use it.

In this design, all banks store users’ private data – con-
trary to our solution, where it is stored only with the
KYC provider. A more decentralized design is also pro-
posed, but the authors claim it to be of a lesser practical
relevance.

Sullivan and Burger investigate possible implications of
further development of the Estonian e-residency pro-
gram using blockchain technology [38]. E-residency of
Estonia is a governmental program that provides appli-
cants with a digital identity, which can then be used,
e.g., to register a company and open a bank account.
Estonian e-residency disconnects a digital identity from
citizenship or physical residence. Within the e-residency
program, Estonia collaborates with a blockchain project
Bitnation [6] [14]. Oraclize, a company that provides
trusted external data to Ethereum smart contracts, im-
plemented a connector that lets Ethereum contracts han-
dle e-residency identities [29].



An existing project [27] implements a KYC scheme in
an Ethereum smart contract, but stores the KYC status
on the blockchain in plaintext.

There are multiple projects aimed at easing customer
onboarding (creating an identity for a new user and
ensuring KYC compliance) for banks. Some of the
projects are: Cambridge Blockchain [7], Cetas [10],
Fundchain [20]8, KYC-chain [22], KYCStart [15], Snap-
Swap [36], Tradle [40]. Blockchain consortium R3 de-
veloped a proof-of-concept implementation of a shared
KYC between ten banks based on its blockchain plat-
form Corda [3].

CONCLUSION AND FUTURE WORK
We proposed a modular design of an Ethereum-based
financial service with an external KYC check, which
brings benefits to all participants:

• Users obtain a unified identity which they can use
to utilize multiple financial services. Users’ personal
data is stored only with the KYC provider and can be
easily updated. Personal data is neither stored on the
blockchain nor transmitted to third parties.

• Financial services greatly simplify the KYC process:
it boils down to a single API call. Our design lets them
cut KYC costs while at the same time diminishing
risks of handling sensitive data.

• Governments get an opportunity to stimulate inno-
vation in the financial sector by providing a unified
and simple KYC API. This is especially important in
the context of rapidly growing fintech and blockchain
industries.

Our design is agnostic to the nature of the entity be-
hind the KYC contract: it does not have to be a gov-
ernment body. The proposed solution can be used in
any setting where a smart contract based service wants
to limit the set of its users according to some criteria.
For instance, many jurisdictions (e.g., the US [35]) only
allow certain type of investment to be offered to ”ac-
credited investors” – typically, high-net-worth individu-
als and financial institutions. This logic can be repli-
cated in a blockchain setting. Consider a blockchain-
based financial service that only wants to deal with ex-
perienced cryptocurrency users (e.g., those who possess
more than $10000 in ether and did their first transac-
tion earlier than 2016). The ”accrediting” functional-
ity is delegated to a third party KYC provider. Prov-
ing net worth and previous activity on the blockchain
is straightforward; additional checks can also be added.
Once accredited, a blockchain investor uses multiple ”re-
stricted” services without revealing any personal details
to their developers. Privacy-preserving KYC might be a
good use case for Ethereum-based identity projects [23],
e.g., Sovrin [37] and uPort [41].

8A blockchain-based asset management solution including
KYC implementation.
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APPENDIX

FINANCIAL AND PRIVACY REGULATION IN THE EU
The current EU legislation ”on information accompany-
ing transfers of funds” came into effect in 2015 [30]. In
the wake of the rapid growth of cryptocurrencies, the EU
is tightening its anti-money laundering regulations,
stating that ”virtual currency exchange platforms and
custodian wallet providers will have to apply customer
due diligence controls, ending the anonymity associated
with such exchanges” [26]. Vandezande analyzes virtual
currencies under the EU anti-money laundering law [43].

2018 is set to be a ”game-changing” year for European
financial industry, as two important regulations come
into force.

The Revised Payment Service Directive (PSD2) ob-
ligates banks to provide third-party providers access to
their customers’ accounts through open APIs [21]. This
is meant to foster competition and give rise to third-
party financial service providers. For instance, unified
banking API will likely make connecting banks’ infras-
tructure to open blockchains simpler [16].

The General Data Protection Regulation (GDPR),
coming into force on 25 May 2018, harmonizes data pri-
vacy laws across the EU [18] and introduces stricter rules
for handling data of EU residents even for companies
from outside the EU. Berberich and Steiner describe pos-
sible implications of blockchain adoption from the point
of view of the EU data protection regulation [5].
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ABSTRACT 

This paper presents initial results of the Techruption 

Consortium Blockchain experiment. The purpose of the 

experiment is to learn what it takes to run a permissioned 

consortium blockchain infrastructure together, not only from 

a technical perspective, but also governance and business 

model. The experiment turned out to be surprisingly 

complex, running into buggy open-source software, 

extensive firewall and connectivity issues, a complex legal 

context, a plethora of governance issues, many business 

model alternatives, and an ever-present human resource 

limitation. Based on our experiences, we conclude that 

instead of developing dedicated technical infrastructure, 

governance and business models for each blockchain 

application individually, there is a need for a shared 

blockchain infrastructure with basic governance and 

business models to spur further innovation in blockchain 

applications and enabling technologies. 
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INTRODUCTION: BLOCKCHAIN 

Blockchain has been receiving a lot of industry attention for 

the last few years. Inspired by the illustrious Bitcoin [1] 

system, initiated by the illusive Satoshi Nakamoto, many 

other blockchain technologies have been developed as well 

as numerous applications that rely on a blockchain. Some 

blockchain technologies are relatively general-purpose, like 

Ethereum [2] for enforcing smart contracts and Hyperledger 

Fabric [3] for running chaincode, whereas other blockchain 

technologies have more specific purposes, like Sovrin [4] for 

identity transactions, Ripple [5] for financial transactions, 

and BigchainDB [6] for long-term data storage. 

Siegel [7] explains blockchain as “A blockchain is a shared 

ledger that everyone trusts to be accurate forever”. A ledger 

is a record of transactions. Shared means that there is a single 

ledger that is the same for all participants. This combination 

is a unique selling point of blockchains, alleviating the 

efforts for synchronization between ledgers of individual 

participating organizations or individuals, and hence 

reducing transaction cost and bureaucracy. Trust is the 

keyword. Participants are no longer required to trust a single 

organisation for the contents of the shared ledger, but they 

trust a blockchain business ecosystem instead, where no 

single party has the power to make unauthorized changes to 

recorded transactions. 

A blockchain infrastructure consists of nodes (servers) that 

are run by organizations and individuals that have an 

incentive to run a part of the infrastructure. Different terms 

are used for this business role like miner, validator, steward 

and server, depending of the technology that is used. We 

shall use the generic term “blockchain service provider”. A 

blockchain service provider enables others to submit 

transactions to the blockchain and to read transactions from 

the blockchain. The group of blockchain service providers 
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validates and confirms transactions to maintain a single 

consistent ledger. 

Mark Peplow et al [8] distinguish two dimensions to 

characterize blockchains: permissionless-permissioned and 

public-private. The first dimension is about who can act as 

blockchain service provider. In a permissionless 

(“unpermissioned”) blockchain, anyone can validate and 

confirm transactions and consensus algorithms like proof-of-

work and proof-of-stake are used to keep the blockchain 

consistent. In a permissioned blockchain, only identified 

participants can validate and confirm transactions, and some 

type of “byzantine-fault-tolerant” voting mechanism is used 

to keep the blockchain consistent [18]. The second 

dimension is about who can access and use the blockchain. 

In a public blockchain, anyone can perform blockchain 

transactions. In a private blockchain, only identified 

participants can perform blockchain transactions. 

Based on these two dimensions, three types of blockchains 

may be distinguished [8], see Figure 1. 

1) Cryptocurrency blockchain 

2) Private blockchain 

3) Public consortium blockchain 

 

 

 Permissionless: 

Anyone can validate and confirm 
transactions 

Permissioned: 

Only participants can validate and confirm 
transactions 

Public: 

Anyone can perform blockchain 
transactions 

1) 

“Cryptocurrency blockchain” 

3) 

“Public consortium blockchain” 

Private: 

Only participants can perform blockchain 
transactions 

N/A 2) 

“Private blockchain” 

Figure 1. Categorization of blockchain types 

Cryptocurrency blockchains like Public Bitcoin and Public 

Ethereum have the benefit that they are up and running, and 

they have a proven past performance. They are public, i.e. 

visible and accessible to anyone. They are permissionless, so 

nobody can prevent one from participating. This is why start-

ups typically use a cryptocurrency blockchain for their to-be-

trusted core applications. However, cryptocurrencies are 

volatile and their blockchains are frequently forking, which 

is how these blockchains are governed. Escalating 

transactions fees and transaction confirmation times have 

become an issue for applications and exchanges [19]. 

Regular forking implies that an industry sector would 

continuously need to coordinate and resolve which fork to 

use. 

Private blockchains, e.g. based on Hyperledger Fabric or 

Ethereum Enterprise technology, have the benefit that 

partners do not need to rely on others for blockchain access. 

Instead, the consortium partners that have agreed on an 

application-specific bureaucracy-reduction solution are the 

participants in their own joint private blockchain. Several 

industry sectors are already developing their own private 

blockchain solutions, in many cases supported by an 

American tech giant. Private blockchains also have 

disadvantages. As we are learning from Techruption 

Consortium Blockchain (see below), it is complex and costly 

to run a blockchain network together. Outsourced blockchain 

operations run the risks of technology and vendor lock-ins. 

Also, the appearance of a plethora of application-specific 

micro blockchains impedes trans-sectoral innovation, like 

combining blockchain solutions on finance and logistics, or 

energy and identity. 

A public (permissioned) consortium blockchain facility, 

which may also be based on Hyperledger Fabric or Ethereum 

Enterprise technologies, is run by a consortium of 

participants for whom trust is their core business and who 

have the expertise to run such a facility as efficiently and 

reliably as possible, e.g. banks and telecom operators. A 

public consortium blockchain may have lower operational 

cost, and hence lower transaction fees, than (networks of) 

private blockchains. They may resolve several of the above-

mentioned issues with private blockchains. Also they allow 

industry sectors to focus on their core business, which 

running blockchains is not. Whereas there are already some 

public consortium blockchains in existence (e.g. Sovrin for 

identity solutions, and Interplanetary Database for data 

storage), the concept is still far from being a proven solution. 

TECHNOLOGICAL TURBULENCE 

As illustrated above, blockchain technology is in practice a 

collection of technologies, both complementary and 

mutually exclusive ones. Moreover, this class of 

technologies is still heavily in development, with new 

alternatives and trials popping up virtually on a daily basis. 

This characterises the turbulence associated with the market 

adaptation phase [16] and brings forward high levels of 

uncertainty to those seeking to utilize the immense promises 

of these technologies. Two major strategies are available: 

wait until the market is stabilized or explore how the 

characteristics of the technology can be put to benefit. The 

infrastructural or platform character of the technology 



implies that the blockchain technology can be used 

generically to enable applications. This puts forward the 

challenge to understand application requirements and 

implications for this infrastructure [15] and vice versa – in 

order to be able to recruit a critical mass of users of the 

platform. The huge difference between the number of ideas 

and the number of active blockchain applications suggests 

that also in the area of blockchain enabled applications a 

phase of exploration is pertinent. However, if we can manage 

the technical uncertainty and provide a reliable infrastructure 

to potential blockchain enabled application, this is likely to 

lead to a flux of innovation initiatives. For many, mostly 

incumbent organisations both these uncertainties as well as 

the open and fully decentralized character drive their need 

for experimentation, but in a more controlled environment. 

The inherent characteristic of blockchain technology to 

involve multiple parties drives the desire to do 

experimentation in a joint controlled environment. 

TECHRUPTION CONSORTIUM BLOCKCHAIN 

Techruption Consortium Blockchain is a project within the 

15+ partner Techruption [9] program. The program aims to 

jointly develop use cases on a.o. blockchain. The project 

partner are a bank, a pension fund, a health insurer, a 

hospital, Dutch chamber of Commerce, a telco, a start-up and 

a research institute. The rationale of this project is that any 

blockchain initiative will sooner or later run into a make-or-

buy decision with respect to the infrastructure on which the 

blockchain application runs. Will the blockchain application 

run on a blockchain infrastructure that is newly-created by 

the initiative itself? Will the blockchain application run on a 

blockchain that is run by third parties? What type of 

blockchain should the application run on? Etcetera. 

When the project started spring 2017, the partners (see author 

list) realized that more research was needed to provide 

substantial insight in how to make the above-mentioned 

make-or-buy decision. How difficult is it to run a blockchain 

from the technical perspective? How much does it cost? 

What is the business model? What would the governance 

look like? What components can be outsourced/bought? 

How mature is the technology? What are the risks. Etcetera. 

The partners are participating in the project for a multitude 

of reasons, which differ per partner. 

 Getting experience in developing private blockchains, 

and using that experience for the own industry sector. 

 Developing a blockchain platform infrastructure for 

research use and research projects. 

 Developing blockchain applications, and using the 

developed infrastructure for technical and market 

testing. 

 Understanding governance requirements. 

 Executing business simulations. 

 Working toward a professionally-run public Dutch 

blockchain facility, possibly including neighbouring 

countries. 

 Networking and collaboration opportunity. 

Our main research questions for this experiment was “What 

does it take to run a consortium blockchain together, in 

setting up and managing technology? What governance 

model and business model is suitable for managing the 

consortium blockchain?”. We found that an experiment – as 

a study for a potential exploitation - with either one of these 

three dimensions would fall short. Running a consortium 

blockchain requires a coordination with respect to e.g. 

versioning, sharing of node-IPs, testing and monitoring and 

consequently some form of governance would be required. 

Coordinated decisions on e.g. technology, number of nodes 

etc. affects performance and functionality of the consortium 

and consequently potential value of the infrastructure for 

intended users. This implies that technology and governance 

are relevant for the exploitation and vice versa. Therefore we 

chose to experiment with technology, governance and 

business modelling intertwined. 

RESEARCH APPROACH 

We followed the “Groeifabriek” approach as an innovation 

management approach [10] to guide us from ideation to our 

current stage. The chosen research methodology is action 

research, which is a structured form of learning by doing 

[11]. We approached our research questions with respect to 

technology, governance and business as a practical 

experiment in which we try to establish the required 

technology and define the governance and business approach 

for exploiting the consortium infrastructure. In this 

experiment we tried to apply the chosen governance 

principles to the project as if we were a consortium actually 

exploiting the infrastructure. In order to capture the 

consensus view on these aspects, we kept to a contribution 

driven blueprint document that requires contributions to be 

approved by decision meetings. 

In the ideation stage, the general direction of the project was 

decided. In the exploration stage, we developed an initial 

business model and we set up an initial governance structure. 

In the experimentation stage, we experimented with the 

technology, governance and business models, documenting 

our joint consensus vision in a blueprint document [12]. 

The remainder of this paper discusses the learning 

experiences from the technical infrastructure experiments, 

governance design and experiences, business modelling and 

phasing, and envisioned next steps. 

TECHNICAL INFRASTRUCTURE EXPERIMENTS 

The technical infrastructure experiments were kicked off by 

inviting Accenture, technical partner of Techruption, to 

guide us through the technology selection and instantiation 

process. 

Accenture used their Blockchain Vendor Assessment 

Framework to show the different options in a structured way. 

The process involved deciding about the layer in which the 

project is active (applications and solutions, platforms, base 

protocols & infrastructure), the functionality of the 

infrastructure (transaction processing and data storage, basic 



distributed execution platforms, advanced distributed 

execution products), as well as practicalities like available 

technology expertise and architecture design. 

Quorum [13] was chosen as blockchain technology. Quorum 

is a permissioned variant of Ethereum technology, and 

compatible with Ethereum at the application level. Quorum 

1.2 was the latest version when the experiments started. Each 

of the Quorum node instances is running on a software stack 

with Docker and Linux to provide flexibility for 

instantiation, moving and future upgrading of nodes, see 

Figure 2. The software stack is maintained on a joint GitLab 

repository to enable proper joint version control. 

 

Figure 2: Software stack. 

Different partners use different platforms to run the software 

stack: own cloud infrastructure, third-party cloud 

infrastructure and even a RaspberryPi. The blockchain was 

initiated during a one-day workshop. A genesis block was 

created, IP addresses and Quorum enode IDs were 

exchanged, firewalls were opened, connectivity was tested 

and the blockchain was started. 

Many problems arose during the six months that the 

technical infrastructure is running. In many cases, it was hard 

to make proper technical diagnoses or find robust solutions, 

e.g. relating to bugs in the Quorum releases or IT settings or 

our own organizations, as there is a lack of central 

monitoring tools (who will trigger actions when some nodes 

are not syncing well?), whereas system logs and port scans 

turned out little information. Other problems were more of 

an organizational nature, e.g. getting the right people to 

develop contributions. 

It took a full five days to get all five initial nodes connected 

and synchronized. We still do not know why this took so 

long. Many parameters need to be configured in the software 

stack, and we are only gradually learning their impact. At 

many times, nodes went down for unexplainable reasons, 

leading to speculation about the robustness/bugginess of the 

Quorum software. At many times, the network was 

diagnosed to be less than a full mesh. Lots of work went into 

configuring and reconfiguring firewalls, as many nodes were 

restarted from scratch from a different IP address. One 

partner had a dedicated cloud infrastructure for this type of 

systems, but the administrator refused access for 

unclear/bureaucratic reasons. One partner has a system with 

a multitude of firewalls, where each minor firewall 

reconfiguration requires a call to a helpdesk and a one-day 

execution time. One partner has an “intrusion prevention 

system” that intercepts, decrypts and re-encrypts all traffic, 

leading to major SSL certificate issues. Two of the nodes 

permanently crashed when the blockchain outgrew the 

assigned memory allocation. During the experiment, a new 

Quorum 2.0 version was released. One partner was unable to 

make the upgrade, whereas some other partners were unable 

to maintain the deprecated version. We were unable to 

smoothly migrate/fork the state of the initial network to 

Quorum 2.0, so we decided launch an independent Quorum 

2.0 network. 

The good news is that there were no major issues at the 

application level. We have successfully deployed and 

interacted with a multitude of Ethereum/Solidity smart 

contracts, including a “hello-world” smart contract, a VoIP 

communication-management application by one of the 

partners, and a self-sovereign-identity application from a 

neighbouring project of the Techruption Blockchain 

program. 

As can be derived from the above, many of the technical 

challenges we encountered were of a generic nature, e.g. 

firewall configuration, access to skills, buggy software and 

the coordination required to diagnose it. This suggests that 

setting up consortium blockchains could benefit from proper 

design of governance and allocation of personnel for setting 

up, testing, debugging and accepting the technology. 

GOVERNANCE DESIGN AND EXPERIENCES 

The governance design was kicked off using a governance 

framework developed by TOBLOCKCHAIN, a blockchain 

start-up and partner of Techruption. Three questions are 

central in this framework. 

 What issues can the decisions be about? 

 How are decisions made? (decision process) 

 Who participates in the decision process? 

The list of potential issues governed by the decision process 

is a long one, including technical choices for the software 

stack, version control of the used third-party open-source 

software, technical requirements on connectivity and 

firewalls, monitoring and maintenance of key performance 

parameters, division of cost and revenues, procedures for 

onboarding new partners and new customers, procedures for 

offboarding, business model and phasing, and of course the 

decision process itself. 

The governance of the project was split in an informal 

process and a decision process, see Figure 3. During the 

informal process (workshops, etcetera) opinions are formed 

and consensus is sought. Volunteers make written proposals 

and change request based on this. The decision process is 

centred around a blueprint document, that is updated at every 

decision meeting (semi-weekly conference call), based on 

decisions on the provided inputs, see Figure 4. 



 

Figure 3: Governance of the project 

 

Figure 4: Handling change requests at a decision meeting 

As one could expect, the practice was a bit more 

complicated. The initial version of the governance process, 

as we designed for the future ecosystem, requires full 

consensus between the founding fathers of the project. 

However, we never had a full set of representatives present 

at our decision meetings due to conflicting appointments, 

illness and so on. Also, one partner withdrew during the 

project, while two others joined. A more practical approach 

was to achieve consensus between those present at the 

meeting, and assuring that enough people are present. This 

shows that the governance framework is dynamic. 

Also the volunteer-based contribution-driven approach has 

its limitations. Having multiple authors has its quality 

impacts, including variations in writing style and 

terminology. Moreover, not all partners could contribute 

equally, so some partners carried a larger contribution load 

than others. Still, a strong point of the chosen approach is 

that all partners have a stake in the resulting blueprint, as it 

was developed by the partners themselves and contributions 

were included by consensus. 

The experience suggests that the governance model needs to 

be adaptable to the (increasing) complexity of the situation 

and yet be pragmatic. As can be observed in the governance 

of many foundations, working groups lead by champions that 

focus and take responsibility on certain aspects could have 

contributed to a more smooth advancing of topics – as 

opposed to the all-contribute all-decide approach.  

BUSINESS MODELLING AND PHASING 

Similar to the governance and technology tracks, this topic 

was initiated with an informal and interactive session based 

on the business model canvas [14] led by the Groeifabriek. 

In order to further facilitate the scoping choice of the 

consortium, TNO prepared a so called strategic options 

model, see Figure 5. This model combines the phases of 

innovation with platform business model theory [15]. The 

latter essentially distinguishes a platform or infrastructure on 

which multiples sides interact (also referred to as multi-sided 

market). In our case these sides are represented by the 

applications that require a blockchain (“demand”) and the 

providers of components that jointly make up the blockchain 

infrastructure (“supply”). These sides theoretically have 

network effects as blockchain applications only make sense 

if the underlying infrastructure is sufficiently large in number 

of nodes and has sufficient support. On the other hand, 

contributing to a blockchain infrastructure only makes sense 

if sufficient applications utilize this infrastructure. The 

innovation management perspective distinguishes 

exploration (or experimentation) from exploitation [16] 

In the exploration phase, new technologies are tried and 

tested and eventually, if considered feasible applied for 

exploitation. This means that the technology is actually used 

in business. The combination of the two leads to distinguish 

exploration and exploitation in both applications as well as 

platform. Moreover, if considered more closely, it would 

make sense to exploit an infrastructure that is specifically 

suited to support the experimentation with blockchain 

applications in order to spur the innovation of blockchain 

applications (A2 in Figure 5). After all, value lies in the 

actual use of applications (A3 in Figure 5). 

 

Figure 5: TCB Strategic Options Model 

We named this platform “P2”, a ‘professionally ran platform 

for the experimentation with blockchain applications’, to 

distinguish the phase of the platform in between “P1”, where 

the platform itself is experimental (current phase) and “P3”, 

where the platform is suited for real-life blockchain 

applications that rely on existence of a well-managed 

infrastructure. This distinction is similar to the testnets for 

public blockchains. The consortium unanimously opted for 

the P2 scope as a target for the consortium blockchain. This 

is all further documented in [12]. The P2 platform has value 

for its founding fathers who have plenty of blockchain 

application ideas as well as start-ups interested in developing 

blockchain or complementary applications. 

Later on, based on the implied analogy with systems 

implementation procedures that typically distinguish 

development, test, acceptance and production [17] it was 

established that “P3” would be the ‘acceptance test platform’ 

which closely resembles the production environment and 

“P4” is the production environment. This distinction did not 

affect the choice for P2. 



At that time, it was unclear whether the consortium was 

considering the platform to evolve from P1 to P2 etc. or 

whether P1, as an explorative infrastructure, could exist 

besides P2. Based on the current pace of development in 

blockchain technologies, the consortium still has a need to 

explore such technologies, hence chose to maintain a P1 

instance besides P2. 

In order to specify the value proposition [20] of the 

consortium blockchain in more detail another informal 

session was devoted to identify the service elements that 

TCB provides to its users. It was decided that TCB would 

not support the application developers’ development phase. 

This is something that developers typically do “offline”. 

At this point TCB neither provides support for acceptance 

testing or production as the specs for such support are not 

clear yet. Thus TCB focuses on the ‘test phase’ for 

application developers. The support can be split into two 

categories: during test and prior to test. The services 

provided for testing are fairly basic and include the necessary 

APIs and monitoring and alerting. No 24/7 helpdesk will be 

operational, but support will be provided at best effort 

through the TCB community and an escalation/routing 

mechanism. 

The services prior to testing are mainly informational 

services that the developer needs to prepare for the testing. 

These include: configuration information; platform status 

and performance information; “Service Level Agreement” 

(what a developer can expect); a roadmap of development 

plans for additional functionalities; a manual that describes 

procedures for deployment, testing and decommitting; 

deployment automation software; release management 

systems; optional generic functionality (e.g. identity 

management) that can be included in the applications (e.g. as 

libraries); procedures for proposals from the developers to 

the infrastructure; cost and performance information. 

Currently these services are targeted at the parties and their 

ventures that are part of the Techruption community. This 

puts BSSC, as the host organization for the Techruption 

community, in a key-role to adopt and orchestrate the further 

development of the TCB. The Techruption community is 

open for participation by third parties. At this point, and 

based on a developed roadmap for technical, organizational 

and ecosystem development, TCB estimates to need around 

6-9 months to fully achieve this “P2” stage. 

NEXT STEPS 

With the first project phase completed, the partners are now 

at the stage of committing to the next phase, which includes 

a next level of professionalization. More clarity needs to be 

obtained on the cost of running this blockchain ecosystem, 

the value of the ecosystems and transactions to its customers, 

the acquisition of such customers, tariffing models and 

further professionalizing the governance. There is also work 

to be done at the technical level, including improving 

(dockerised) template deployment to minimize the faults and 

standardise the configuration, network monitoring to identify 

failing nodes, strict rules and rigid mitigations on version 

management, handling of deprecations in smart contract 

languages, and implementing security measures. 

At the time of writing this paper, there are still a significant 

number of open issues to be addressed for the exploitation 

phase. Should we engage in a utility service? How can we 

benefit as a business? Should this all be governed by an 

umbrella organisation? Should we go commercial or non-

profit? How open should the platform service be? Would it 

run only private blockchains or also public blockchains? 

Should permissionless blockchains also be considered? 

Although fundamental for the organisation’s future in 

actually using blockchain technology in their business, these 

issues do not disqualify the need for “P2”. On the contrary, 

further development and exploration is needed to answer 

these questions. 

REFLECTION AND CONCLUSIONS 

The experiment was evaluated using brainwriting and face to 

face discussion and focused on identifying aspects to 

maintain and things to improve in the collaboration. Aspects 

that emerged (no prior structure was given) include strategy, 

scope and output as well as operational organisational 

aspects. Key insights beyond a unanimous agreement on 

willingness to continue were that the group was perceived as 

multidisciplinary, open minded, constructive and very 

knowledgeable. Remarkably so, since participants were not 

selected on a specific profile. The group agreed that this was 

definitely an aspect to cherish. On a more critical note the 

group concluded that more emphasis should be on actually 

iteratively developing and further scaling the infrastructure 

and other achievements valuable for users of the 

infrastructure. This, rather than emphasis on, but explicitly 

not replacement of, analytical discussion and documentation. 

A more formal project plan was deemed instrumental. The 

group considered this now to be a natural moment for the 

shift from an informal, open and explorative experimentation 

phase to more structure, although some of the participants 

clearly desired that some time ago.  

After nine months of action research, we conclude that 

setting up and running a consortium blockchain together is 

much more complex than we had anticipated. The group 

deliberately chose not to hire (turn-key) solution providers 

for either of three areas technology, governance and business 

in order to learn in practice. Consequently learnings include 

new aspects and aspects known (elsewhere). Overall it 

became clear that setting-up and running a consortium 

blockchain can be considered a business in its own right. We 

learned how much the software is still developing, that there 

are lots of things to be configured in the software stack and 

that it is hard to technically maintain a stable-running 

blockchain. Also the governance turned out to be complex, 

so many issues for which procedures would need to be 

developed, and already running into scale issues with only a 

handful of partners. Moreover, the experiment clearly 



illustrated how much technology, business and governance 

of a blockchain infrastructure at this phase of technological 

turbulence are intertwined. We believe that neither one of 

these aspects can be meaningfully developed in isolation. 

Group learning undeniably includes phases of getting to 

know each other and developing a common language. This 

feels unproductive in phases, however the different 

perspectives and backgrounds eventually added to the level 

of understanding. Thus, on top of the basic blockchain 

infrastructure and the governance and business principles 

documented in the blueprint, we consider the joint team as a 

fourth asset put forward by this experiment. 

Together, we have developed a roadmap for which we have 

just completed the experimental “P1” phase, starting further 

professionalisation with the “P2” phase soon. 

We recognize that many of the challenges that we have run 

into are independent of the number of blockchain instances 

that we are running. The governance processes are not much 

harder for running multiple blockchain instances, compared 

to just one. The same goes for technologies and business 

models. So it makes a lot of sense to run multiple blockchain 

instances and technologies in parallel, instead of developing 

dedicated technical infrastructure, governance and business 

models for each blockchain instance individually. 
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ABSTRACT 

The public sector presents several promising applications for 

blockchain technology. Global organizations and innovative 

ministries in countries such as Dubai, Sweden, Finland, the 

Netherlands, and Germany have recognized these potentials 

and have initiated projects to evaluate the adoption of 

blockchain technology. As these projects can have a far-

reaching impact on crucial government services and 

processes, they should involve a particularly thorough 

evaluation. In this paper, we provide insights into the 

development of a framework to support such an evaluation 

for the German asylum process. We built this framework 

evolutionarily together with the Federal Office for Migration 

and Refugees. Its final version consists of three levels and 

eighteen categories of evaluation criteria across the 

technical, functional and legal domains and allows 

specifying use-case specific key performance indicators or 

knockout criteria. 

Author Keywords 

Blockchain; Public Sector; Migration; Asylum; Evaluation 

Criteria; Use Case Evaluation 

INTRODUCTION 

With digitalization rapidly advancing, organizations both 

public and private increasingly face emerging digital 

technologies with the potential to improve their processes, 

products, and services. At the same time, these technologies 

can also disrupt current business models and change external 

expectations [7, 21, 43, 45]. One of these emerging 

technologies currently dominating public perception is 

blockchain [4, 23]. It first appeared as the technological 

backbone behind bitcoin [36]. Since then, blockchain has 

evolved rapidly, and 2nd generation blockchains such as 

Ethereum provide smart contract functionalities which 

enable considerably broader applications [5, 51]. These 

smart contracts, or “chain-code”, allow embedding of 

executable logics on a blockchain [48, 51]. Exemplary 

applications of these 2nd generation blockchains include 

crowdfunding [45], supply chain processes and mechanisms 

[28, 35], security as well as privacy in the internet of things 

[12, 47], and the energy sector [30, 33]. Initiatives such as 

decentralized autonomous organizations (DAOs) take an 

even further step and leverage smart contracts to automate 

the organization’s processual logic entirely [15]. Based on 

this increasing number of options, both academia and 

practitioners increasingly argue that blockchain could have a 

groundbreaking impact on society [4, 29, 37, 45]. 

Opinions on the merits of blockchain differ, however. 

Whereas some organizations worry about its effects, others 

consider it a promising IT infrastructure [14, 23, 45]. While 

this ambiguity effectively calls for guidelines on how to 

assess the impact of blockchain [43], research is still 

predominantly invested in exploring its theoretical 

foundations [3, 5, 45] and technological details [6, 11, 44]. 

In contrast, evaluation guidelines and criteria are only 
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available for selected applications in the financial sector [19, 

20], cryptocurrency security [13], social businesses (e.g., 

crowdlending) [45], logistics [35], or the evaluation of smart 

data projects [2]. 

For the public sector, however, such criteria and guidelines 

do not yet exist [17, 29, 41, 44]. Our research aims to fill this 

gap and support evaluation of potential use cases of 

blockchain technology in the public sector. We thus took an 

action design research (ADR) approach [46] to develop a 

blockchain use case (BUC) evaluation framework and 

validated it as part of a proof of concept project with the 

Federal Office for Migration and Refugees (Bundesamt für 

Migration und Flüchtlinge – BAMF). This project aims to 

evaluate the applicability of blockchain in the German 

asylum process.  

We began our framework development by conducting a 

systematic literature review, following the methodology of 

Okoli and Schabram (2010), in the area of blockchain, 

emerging technologies, and evaluation criteria to derive valid 

ex-ante criteria [39]. Based on these criteria, we developed 

an ex-ante framework (i.e., the α-cycle of our ADR 

approach) which we validated in interviews and stakeholder 

workshops (i.e., the β-cycle of our ADR approach) to derive 

an ex-post framework of BUC evaluation criteria.  

We acknowledge that these evaluation criteria present only a 

first step towards a general framework for the evaluation of 

blockchain technology in the public sector. Nevertheless, we 

are confident that they can support our BAMF use case and 

offer guidance for comparable use cases.  

The remainder of this paper is structured as follows: First, 

we introduce blockchain technology, present selected 

examples of successful blockchain applications in asylum 

processes, and ultimately explain challenges in the German 

asylum process. After that, we explain our methodological 

approach. In the findings section, we describe the ex-ante 

framework, offer insights from the proof of concept project, 

and present the resulting ex-post framework. We also explain 

the identified criteria in detail. Finally, we discuss 

generalizability, rigor, and relevance of our findings, provide 

managerial implications, and offer an outline for further 

research. 

 

THEORETICAL BACKGROUND 

Blockchain 

Satoshi Nakamoto introduced blockchain technology in 

2008 to provide a distributed digital ledger for Bitcoin 

transactions [4, 5, 36]. Since 2008, global interest in 

blockchain has increased substantially, and many 

practitioners and researchers believe that it has the potential 

to change various industries radically [4]. As of 2018, 

blockchain has evolved into a multipurpose technology, and 

researchers and practitioners are exploring its applicability in 

many areas beyond cryptocurrencies [4]. 

A blockchain is a transparent, transactional, distributed 

database stored redundantly on the nodes of a peer-to-peer 

(P2P) network [22]. Research also describes it as an 

electronic registry for digital records, events, or transactions 

managed by the participants of a distributed computer 

network [45]. Blockchains store data in blocks with a 

chronological, structured order in which each block contains 

a reference to the previous block [18]. A so-called consensus 

algorithm run by selected or all participating nodes provides 

consistency and determines the correct order of the blocks 

(in the “chain”) [22]. A large number of these consensus 

algorithms exist, and each of them provides slightly varying 

levels of security, latency, and energy consumption [9, 53]. 

Aside from their consensus mechanisms, blockchain systems 

also differ in their level of read/write permissions, 

centralization, and efficiency [9, 40, 53]. In general, 

blockchains emphasize data redundancy [42], use of 

cryptography [42] and consensus algorithms [18, 42], as well 

as decentralization [53] and auditability [53]. A more 

detailed description of these characteristics can be found, 

e.g., in [45]. Many blockchains also offer “smart contract” 

functionalities [17]. Smart contracts are “self-executing 

scripts” that incorporate exogenous effects or check 

exogenous conditions [9]. 

International Applications of Blockchain in Asylum 
Processes 

Many ideas have emerged on how the public sector could 

capitalize on blockchain. The German Competence Center 

on Public IT (“Kompetenzzentrum Öffentliche IT”) [50], for 

instance, expects promising potential in the context of: 

- electronic parliamentary elections, 

- cooperation between different administrations (i.e., 

digitization and acceleration of administrative 

processes), 

- publicly managed registers and the administration of 

legal titles such as cadastral offices or land registers, 

- integrity of data and documents (e.g., replacing the 

(digital) signature), 

- origin of (pre-)products, and 

- legally compliant inter-organizational collaboration. 

Governments and international organizations have already 

begun to adopt blockchain technology, in particular, to 

support asylum processes. In Jordan, for example, the UN 

uses blockchain in a refugee camp to identify refugees 

unambiguously. Upon arrival, the camp’s managing 

organization assigns and stores on a blockchain a unique 

refugee ID based on iris scans. The managing organization 

then couples the ID with a specific financial balance that 

allows refugees to purchase groceries in the camp’s 

supermarket. The system has proven successful and has 

reduced identity fraud perceptibly [16, 24].  

Finland similarly introduced a blockchain solution for 

refugees. As refugees often do not possess valid IDs, they 

cannot open bank accounts. The Finish blockchain solution 

provides such an ID to refugees and allows them to obtain 



maestro cards linked to this ID. The card grants a certain 

degree of financial independence and serves both as a means 

of payment and as an identification instrument [31]. 

Moreover, Dubai considers a broad adoption for government 

services, including visa applications [10]. 

Challenges in the German Asylum Process 
Ministries and organizations involved in the German asylum 

process face various challenges that present both 

opportunities and hurdles to the adoption of blockchain 

technology. Importantly, these organizations operate under a 

considerably stricter set of statutes and laws than private 

sector companies do. These laws effectively govern 

processes, responsibilities, and information exchange. They 

also change at frequent intervals and necessitate adjustments 

of processes and technologies supporting these processes. In 

federal systems, such as Germany, public sector 

organizations are also subject to different bodies of state and 

federal law. At the same time, proximity to lawmakers and 

frequent legal overhauls can present fertile opportunities to 

create a beneficial basis for the adoption of blockchain 

technology. 

The involved organizations often operate different IT-

systems with little mutual integration. They also partly rely 

on non-automated information exchange, even though 

considerable operational dependencies exist. This lack of 

integration can threaten process integrity and can lead to 

delays and errors. At the same time, it presents promising 

applications for technologies such as blockchain that can 

integrate various systems without requiring significant 

adjustments to legacy infrastructure. Process integration 

between these organizations is also often challenging due to 

separate jurisdictions. At the same time, the law requires that 

these organizations collaborate effectively. Hence, a 

technology that enables such cooperation offers essential 

benefits. 

Table 1. Used literature for stage 1 

Author(s) Sector 

Abramova and Böhme (2016) [1] E-Commerce 

Akoka and Comyn-Wattiau (2017) [2] IT/IS 

Brenig et al. (2016) [8] IT/IS 

Eskandari et al. (2015) [13] Finance 

Fridgen et al. (2018) [19] Finance 

Fridgen et al. (2018) [20] Finance 

Glaser (2017) [22] IT/IS 

Hyvärinen et al. (2017) [26] Public Finance 

Janze (2017) [27] Publishing 

Nærland et al. (2017) [35] Logistics 

Notheisen et al. (2017) [38] Finance 

Pilkington et al. (2017) [41] Politics 

Schweizer et al. (2017) [45] Finance 

Smith and Dhillon (2017) [47] Law 

 

METHODOLOGICAL APPROACH 

Public sector organizations require suitable evaluation 

criteria to assess the benefits of different blockchain 

solutions for the asylum process. These criteria need to 

reflect all relevant technical aspects as well as functional (use 

case related) requirements. Moreover, the involved 

Figure 1. Evaluation Framework (Stage 1) 



organizations must consider legal frameworks and statutes. 

To derive such evaluation criteria, we followed an ADR 

approach and a pragmatist paradigm, meaning that we co-

developed our criteria with asylum process experts and 

stakeholders. To ground our evaluation framework, we 

followed the guidelines of Webster and Watson (2002) [49] 

and first conducted a systematic literature review [39]. To 

increase the reliability of this review, we did a structured 

database search. Our all fields search of the search terms 

blockchain AND (criteri* OR evaluat*) in the AIS Electronic 

Library (AISeL) yielded 51 hits. Further in-depth screening 

reduced this number to 14. Solely screening abstracts was not 

sufficient, however, as none of the papers in the AISeL 

embraced the aforementioned combination of search terms 

within their title, abstract, or keywords. With a forward 

search [49], we additionally identified five papers. Table 1 

presents an overview of the papers we used to develop the 

first draft of the ex-ante framework. 

As a parallel initial step, we followed the blockchain use case 

development (BUD) method of Fridgen et al. (2018) to 

derive a suitable BUC [18]. The BUD method stipulates that 

organizations follow six steps, from ideation methods to the 

conceptual phase before prototyping begins, to generate 

BUCs. Organizations should perform these steps within one-

day or two-day workshops. After the first step, we developed 

an initial ex-ante framework. We frequently challenged our 

BUC evaluation criteria according to our ADR approach 

[46]. ADR consists of several iteration loops – mainly the α- 

and β-Cycle. The α-Cycle serves to develop a robust ex-ante 

framework while simultaneously integrating user feedback. 

In the α-Cycle of the ADR approach, we enhanced and 

validated our findings through semi-structured interviews 

[34]. The β-Cycle serves to validate the ex-ante framework. 

Hevner et al. (2004) recommend that researchers follow 

design science approaches to derive insights that allow 

generalization of their work [25]. Sein et al. (2011) extend 

this recommendation to the ADR approach by introducing a 

so-called β-Cycle that tests and improves the results of the α-

Cycle using several novel sources of evidence [46]. 

Consequently, we added a β-Cycle consisting of two separate 

loops for which we conducted additional interviews, held 

further workshops and added participant observation [52]. 

The workshops helped us to understand the nature of BUCs 

in the asylum process better. We aligned those insights by 

pragmatically applying them within the project (i.e., we 

added participant observation). Thereby, we validated the 

ex-ante framework a first time. As we found new criteria in 

this first loop, we conducted a second β-Cycle consisting of 

additional workshops. These workshops verified the 

framework from the first loop as they confirmed all criteria 

and only suggested marginal adjustments. 

 

FINDINGS: EX-ANTE CRITERIA, EVALUATION & EX-
POST CRITERIA 

As indicated in the previous sections, we developed our 

evaluation criteria in three stages. 

Stage 1: In a first step, we selected a preliminary set of 

blockchain evaluation criteria from prior scientific (e.g., [13, 

45]) and practical literature (e.g., [32]). This preliminary set 

already included three levels (domain, subdomain, and 

category – see Figure 1). At the highest level, we 

differentiated between the three domains “technical”, 

“functional”, and “legal”. We divided the technical domain 

into three subdomains (quality, maintenance & operation, 

and costs). On the third level, the subdomain “quality” had 

Figure 2. Evaluation Framework (Stage 3) 



six categories (performance, interoperability, scalability, 

reliability, security, and portability). The quality subdomain 

included essential technical design aspects: IT security 

(reliability and security), transaction duration (performance), 

and the interaction of the blockchain solution with existing 

systems (interoperability and portability). Importantly, it 

also considered how a blockchain solution would perform if 

extended from a small prototype to a large-scale operational 

system (scalability). We did not divide the maintenance & 

operation subdomain into smaller categories. It considered 

whether ‘non-specialized’ employees could maintain and 

operate the blockchain system. We further divided the 

subdomain costs into three categories (research and 

development, implementation, maintenance & operation). 

We split the functional domain into the three categories 

“integrity”, “output”, and “performance”. We did not 

subdivide the domain legal and only included a category 

“legal foundation(s)”. It summarized all legal framework 

conditions that affect the feasibility of the blockchain. 

Stage 2: After deriving our ex-ante set of evaluation criteria, 

we discussed our framework with experts and stakeholders 

in the Federal Office for Migration and Refugees. In 

particular, we used interviews and hosted interactive 

workshops to gather feedback from all relevant stakeholders 

(technical, functional, and legal). Stage 2 resulted in several 

changes to our framework (see figure 2). While the three 

domains (technical, functional, and legal) remained 

unchanged, we reduced the number of technical subdomains 

to two. Additionally, we shifted the subdomain costs to the 

functional domain. The costs of implementation strongly 

depend on the pre-existing infrastructure and therefore 

explicitly belong to the specific BUC. Also, the number and 

complexity of the blockchain applications that organizations 

need to develop strongly relate to the particular BUC. Given 

the changes in the subdomain “quality”, we decided to 

rename it “specification”. On the third level, the subdomain 

“specification” then included only four categories namely 

“performance”, “scalability”, “security”, and “data 

retention” (new category). We also included “reliability” in 

security. Finally, we shifted “interoperability” and 

“portability” to the functional domain. Furthermore, we 

divided the subdomain “maintenance & operation” into two 

categories “maintenance” and “operation”. As already 

mentioned, we shifted the subdomain “costs” to the 

functional domain. Therefore, the functional domain then 

included two subdomains (costs and asylum process). All 

cost categories remained unchanged, but we defined changes 

to the asylum process subdomain. The category “integrity” 

remained unchanged, but we renamed “performance” into 

“efficiency”. Furthermore, we added two new categories 

(“flexibility” and “transparency”). These categories are 

important to evaluate whether a blockchain can serve 

different instances of the asylum process and whether it is 

possible to track the current process status. Finally, we 

divided the subdomain “legal foundation” respectively the 

legal domain into three categories (data privacy, employee 

protection rights, and further legal regulations). 

Stage 3: After the first round of evaluations (stage 2), we 

held another interactive workshop with BAMF stakeholders 

from various departments. This workshop resulted only in 

minor adjustments and additions to the framework (see 

figure 3). We added the category “accessibility” to the 

subdomain specification. Accessibility is an essential feature 

in the public sector and guarantees that hearing and visually 

impaired persons can use information and IT system. 

Another essential requirement for software procurement in 

the public sector is the observance of competitive tenders. 

Therefore, we added the category “procurement law” to the 

legal domain. The functional domain remained unchanged.  

 

DISCUSSION 

Theoretical Contribution 

This paper makes three theoretical contributions. First, we 

present insights from developing a framework to evaluate the 

applicability of blockchain along the German asylum 

process. Using semi-structured interviews, interactive 

workshops, and participant observation, we developed our 

framework in an evolutionary process. The final framework 

considers three primary domains, namely technical, 

functional, and legal. While the technical domain covers 

general technical aspects, the functional and legal domain 

relate to the investigated use case (i.e., asylum process). The 

final framework divides these domains into five subdomains 

that again group into 18 categories. Second, this paper 

provides a structured overview of BUC evaluation criteria. 

Although these criteria do not yet allow assessing BUCs in 

the true sense, they present a solid basis for the development 

of a key performance indicator system. Third, we enhance 

knowledge at the cutting edge of blockchain, prototype 

evaluation, and e-government (i.e., digitalization of the 

public sector) as well as refugee politics. Prior work provides 

helpful insights into how to define BUCs, into how to 

implement blockchain prototypes, or how to introduce and 

operate blockchain solutions in private and less in public 

sector. However, to the best of our knowledge, there is no 

work on how to evaluate the benefit of future blockchain 

solutions in a structured way. Therefore, this framework 

creates a new value in this field of research. 

Limitations and Future Research 

Naturally, our framework has its limitations. Importantly, we 

only identified categories of evaluation criteria. For a rating 

of these criteria, however, future research must specify these 

criteria in more detail. Alternatively, an extended framework 

would have to include defined key figures. We are currently 

working on this step and are identifying key figures, such as 

the number of (active) users or the bandwidth of the network, 

and their effects on the categories. The second limitation is 

that our present framework weighs each domain, subdomain, 

and category equally. In reality, however, some factors 



outweigh others, and especially legal requirements present 

knockout criteria. Moreover, public sector organizations 

generally do not seek to maximize profit (e.g., by reducing 

staff) but to maintain jobs or create new ones. Therefore, 

public sector adopters must consider and weigh highly social 

aspects that we included in the employee protection rights 

category. For further research, we plan to extend our 

framework with weights for each category, subdomain, and 

domain as provided by experts. Ultimately, we also only 

investigated a single use case. To validate and generalize our 

framework, future research must examine additional BUCs. 

Exemplary, we recommend studying inter-organizational 

processes in integrating new citizens (i.e., the processes 

following a completed asylum and naturalization process).  

Conclusion 

From our evaluation, we conclude that technical, functional, 

and legal aspects play an equally important role. Overall, this 

paper is a first step in developing a general framework for 

the evaluation of blockchain uses cases. This preliminary 

version supports decision makers in the public sector and 

offers essential managerial implications. 
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ABSTRACT 

Certificates play an important role in education and in 

professional development in companies. Individual learning 

records become essential for people’s professional careers. It 

is therefore important that these records are stored in long-

term available and tamper-proof ledgers. A blockchain 

records transactions in a verifiable and permanent way, 

therefore it is very suitable to store fingerprints of certificates 

or other educational items. Blockchain reveals forgery of 

certificates and it supports learning histories. In this paper, 

we present the Blockchain for Education platform as a 

practical solution for issuing, validating and sharing of 

certificates. At first, we describe the conceptual system 

overview and then we present in detail the platform 

implementation including management of certification 

authorities and certificates, smart contracts as well as 

services for certifiers, learners and third parties such as 

employers. Finally, we describe use cases and first 

evaluation results that we gathered from end user tests with 

certifiers and conclude with a discussion. 
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INTRODUCTION 
In education, certificates confirm the achievement of certain 

learning outcomes and are until today mostly issued on paper 

or other physical formats. For example, a learner has 

participated in an enterprise-training course on usability 

engineering. After the successful completion of the course, 

the learner receives the certificate as a paper document that 

entitles him to use the protected title “Usability engineer with 

level A”. Universities and educational institutions that award 

degrees to their students also issue many certificates.  

Certificates include several statements. The most important 

are: the kind of qualification or academic title that is attested, 

the name and address of the issuer organization, the name 

and signature of the certifier who has validated the facts and 

is certifying that the qualification is true, the name of the 

learner and a date of the examination. Depending on the type 

of certificate, there can be additional statements about the 

examination regulations, the period of validity or further 

information necessary to make use of the certificate.  

Learners usually receive a paper document that presents the 

certificate. Using paper certificates has the advantage of 

being difficult to forge due to built-in security features. In 

addition, recipients can easily store paper certificates or can 

show them to any person and for any purpose. However, 

there are some disadvantages such as the mainly manual 

activity for third parties to verify the certificate or the need 

for certification authorities to maintain a registry or database 

for certificates for a long period of time [1]. 

An alternative to paper certificates are digital certificates that 

are cryptographically signed (in the following, we will use 

the simpler term certificate). Compared to paper certificates, 

management and use of digital certificates is simplified. 

However, more effort is needed to secure the registry for 

certificates and an open standard for digital signatures has to 

be used, otherwise the global verification of digital 

certificates is not possible.  

In particular, in the area of educational certificates, there 

exists the severe problem of fake degrees. Ezell and Bear 

report about fraudulent practices and the billion-dollar 

industry behind it [2]. Hence, blockchain technology seems 

ideal to solve many of the above-mentioned problems of 

current paper or digital certificates and fake degrees.  

In the context of education and certification, the blockchain 

technology supports counterfeit protection of certificates, 

easy verification of certificates even if the certification 

authority no longer exists and automation of monitoring 

processes for certificates with a time-limited validity. When 

we look at certification processes from a blockchain 

perspective, we identify three main tasks. Firstly, identities 

of certification authorities have to be created and maintained. 
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Torres, Christof; Wendland, Florian (2018): Blockchain for Education: 
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Secondly, these certification authorities have to issue 

certificates to learners and the third main task is the 

verification of certificates by employers, for example. These 

three tasks have to be supported adequately by a blockchain-

based infrastructure including the sharing of certificates by 

learners. 

The Blockchain for Education platform aims to support 

counterfeit protection as well as secure access and secure 

management of certificates according to the needs of 

learners, companies, education institutions and certification 

authorities. In the next section, we present related work. We 

then provide an overview of the system including a 

description of the minimal viable product and the conceptual 

system architecture. The section prototype implementation 

explains in detail the management of identities for 

certification authorities and certifiers as well as the 

management of certificates represented as extended Open 

Badges1. The description of application portfolios and the 

verification service complete this section. Use cases and first 

evaluation results are presented in the next section. 

Discussion and conclusion sections close this paper.  

RELATED WORK 

The University of Nicosia was the first higher education 

institution that stored academic certificates on the Bitcoin 

blockchain [3,4]. 

The MIT Media Lab Learning Initiative together with 

Learning Machine, an enterprise software vendor, has 

developed Blockcerts, an open-source ecosystem for 

creating, sharing, and verifying blockchain-based 

educational certificates. The educational certificates contain 

basic information such as the name of the recipient, the name 

of the issuer, an issue date, etc. Note that interoperability 

with Open Badges assertions is given. Educational 

certificates are registered on the Bitcoin blockchain, 

cryptographically signed, and tamper-proof. Blockcerts 

makes it possible to verify who a certificate was issued to, by 

whom, and to validate the content of the certificate itself 

[5,6]. 

Based on Blockcerts, a pilot for academic and professional 

certifications will be developed in Malta [7] and the 

Federation of State Medical Boards in the US is currently 

launching a pilot for the issuing of official documents with 

Blockcerts to the blockchain [8]. 

In July 2017 the company SAP introduced TrueRec a secure 

and trusted digital wallet for storing professional and 

academic credentials based on Ethereum. TrueRec was made 

available to people enrolled in the online course Touch IoT 

course for SAP Leonardo. Over 4500 students will receive 

and can manage their certificate through TrueRec [9]. 

TNO, Netherlands Organisation for Applied Scientific 

Research, started recently the blockchain project self 

                                                           
1 https://openbadges.org/ 

sovereign identity framework. This framework is designed to 

help supply official information in digital form and only 

share a minimum amount of personal data that is managed 

and stored in encrypted form in a wallet on one’s own 

cellphone. This information provides official confirmation 

about the identity of the person [10,11]. Sovrin is another 

infrastructure that aims to support digital identities on a 

global scale [12].   

Similar to certification is notarization where ownership, 

existence and integrity of documents is important. The 

Apostille notarization service and use cases such as car 

ownership or digital media licenses are described by 

McDonald and Oliverio [13]. 

Work related to the design and development of smart 

contracts in the Blockchain for Education platform is 

concerned with the correctness of security-relevant 

Ethereum contracts. Blockchain for Education uses approved 

smart contract templates of the OpenZeppelin2 project and 

extensions of existing code analysis tools like Oyente [14] 

and Mythril [15]. 

SYSTEM OVERVIEW 
Our system mainly supports certification authorities, learners 

and employers. It ensures higher efficiency and improved 

security for certification authorities through digitization of 

current processes, issuing and registering of certificates in a 

blockchain as well as automatic monitoring of certificates. 

To follow the Industry 4.0 approach [16] the platform 

supports machine-readable certificates. Learners are enabled 

to manage their certificates and to give access to selected 

certificates to third parties, i.e. the protection of privacy for 

leaners is ensured. Trustworthy verification of certificates is 

offered for employers.  

Minimal Viable Product 

Several workshops and meetings with our application 

partners, educational institutions and two personnel 

certification authorities have been performed to elicit the 

requirements for our system and to derive the minimal viable 

product. Starting from the requirements, we conceptualized 

for each user group features for the minimal viable product.  

Features for Certification Authorities 

Currently, certification authorities manage data of learners, 

learning courses and other relevant regulations as well as 

examination results in their own databases or even MS Excel 

sheets. This data is used to issue paper certificates for 

learners. Therefore, the import of data and examination 

results from legacy systems is a first important feature for 

certification authorities. After importing the data, 

certification authorities can browse the generated 

certificates. In addition, certification authorities need means 

to search for learners or to gain an overview of learners and 

their examination results according to learning courses. The 

overview enables certification authorities to print all 

2 https://github.com/OpenZeppelin/zeppelin-solidity 



certificates of a learning course at once. The second main 

feature for certification authorities is signing of certificates 

and storing them into the blockchain. Both actions are easily 

carried out simultaneously for all the learners in the 

previously mentioned overview.  

Acknowledgement of validity and authenticity of a certain 

certificate is a further feature for all user groups of the 

minimal viable product. Furthermore, certification 

authorities need a means to revoke certificates. This could be 

necessary when plagiarism has been detected or misconduct 

of the certified learner was proven. Usually revocation 

occurs mainly for certificates with time-limited validity 

when the necessary actions have not been taken.  

Features for Learners 

At present, learners mostly receive paper certificates with 

built-in security features. Learners send or email copies or 

certified copies, sometimes digitized (scanned), to 

prospective employers. Hence, the importing of certificates 

and creation of an application portfolio is a major feature for 

the minimal viable product. Furthermore, learners need 

means to manage application portfolios as well as means for 

sharing them.  

After sharing application portfolios learners are supported 

with information about employer’s activities on their 

certificates such as reading or verifying, i.e. notifications for 

learners are a further feature of the minimal viable product. 

Similarly, monitoring of certificates with a time-limited 

validity support learners and is an additional feature of the 

minimal viable product. Note, that monitoring is also 

relevant for certification authorities but implies different 

actions. Certification authorities could remind learners and 

revoke certificates, if the conditions for renewal are not met. 

Features for Employers 

Currently, employers only receive copies, sometimes 

notarized copies, of the learner’s paper certificates. In the 

first case, employers can proof the validity of the copies only 

by asking the issuing organization for the authenticity and 

validity of the certificate. This is a time-consuming and 

expensive process. Therefore, reading and verifying 

certificates is an important feature of the minimal viable 

product. 

The derived features for certification authorities, learners and 

employers have been exploited to develop the conceptual 

system architecture. This process was supported by the use 

case canvas for blockchain described in [17] and the 

engineering framework presented in [18]. 

Conceptual System Architecture 

An overview of the prototype architecture is shown in Figure 

1. It comprises the blockchain including smart contracts, a 

public storage holding profile information of certification 

authorities, a document management system managing the 

actual payload of certificates tracked by the blockchain and 

the parties involved in the system, namely accreditation and 

certification authorities, certifiers, learners and employers. In 

the prototype implementation, only the document 

management system is a centralized system component.   

Bootstrapping the Platform 

Initially, two smart contracts are submitted to the blockchain 

by the accreditation authority (1). The first smart contract 

(IdentityMgmt) supports management of identities in the 

Blockchain for Education platform and the second one 

(CertMgmt) manages the lifecycle of certificates issued over 

the blockchain. Once the contracts are deployed (2a), it is the 

accreditation authority’s task to register the public keys of 

certification authorities as legitimate issuer of certifiers in the 

IdentityMgmt contract (3a) and to submit public and non-

personal profile information to the public storage (2b). It is 

important to note that the profile information is read-only 

and publicly readable, i.e. it is not subject to the access 

control mechanisms of the IdentityMgmt contract. It merely 

holds long-time profiles of certification authorities, such as 

their name and country, but does not include any personal 

information of certifiers or even learners.  

 

Figure 1: Conceptual Architecture 

Registered certification authorities then add the public keys 

of certifiers to the registry of the IdentityMgmt contract (3b) 

and thereby delegate the right to issue certificates. That is, a 

holder of a private certifier key will typically be an employee 

of a certification authority who is entitled to issue certificates 

and signs them in the name of the certification authority. 
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Issuing Certificates 

The certifier collects all information a certificate consists of. 

The dataset comprises qualification or title, name and 

address of the certification authority, name of the certifier, 

name of the learner, and the date. Then the certificate is 

signed by the certifier and stored on the document 

management system (4a) and its fingerprint is written to the 

blockchain (4b).  

Creation and management of application portfolios 

Learners are supported in the creation and management of 

application portfolios by a service of the document 

management system. Firstly, the learner has to register with 

the document management system. Then, a service for the 

flexible creation of application portfolios supports the 

learner (5). Completed application portfolios can be shared 

with potential employers who can verify the validity of these 

certificates.  

Verifying Certificates  

A service of the minimal viable product supports employers, 

for example, in verifying single certificates or all certificates 

of an application portfolio (6a, 6b).  

PROTOTYPE IMPLEMENTATION 

We implemented a prototype of the Blockchain for 

Education platform based on the Ethereum blockchain3. Two 

smart contracts written in Solidity4 codify access control 

mechanisms (IdentityMgmt) and manage certificate records 

(CertMgmt) stored in the blockchain. The Interplanetary 

Filesystem5 (IPFS) is used as a public distributed read-only 

storage for profile information of certification authorities. 

Finally, the BSCW document management system stores and 

validate certificates. 

Identity Hierarchy and Rights Delegation 

Identities in Blockchain for Education are managed in a 

hierarchy. On top is a set of accreditation authorities who are 

entitled to approve certification authorities. For instance, 

members of the European Co-operation for Accreditation 

could build the set of accreditation authorities in the 

Blockchain for Education platform. In Figure 2, we 

summarize the whole set of accreditation authorities to a 

single authority for the sake of simplicity and to reflect the 

current prototype setup. An accreditation authority is the 

owner of the smart contracts of an instance of the Blockchain 

for Education platform. It creates the initial smart contracts 

on the Ethereum blockchain. The IdentityMgmt contract 

allows accreditation authorities to create, update and remove 

certification authorities. 

Certification authorities reside one level below accreditation 

authorities in the identity hierarchy. They are identified by 

their Ethereum address, which is derived from a 

cryptographic hash of their public keys. The address of a 

certification authority is mapped to its profile information 

                                                           
3 https://ethereum.org/ 

4 https://solidity.readthedocs.io/en/latest/index.html 

stored on IPFS. Certification authorities cannot issue 

certificates themselves. They can only entitle employees by 

delegating the respective right to them. To do so, a 

certification authority calls the respective function of the 

IdentityMgmt contract and passes in the Ethereum address of 

its certifier. The smart contract ensures that only accredited 

certification authorities may delegate the right and 

automatically assigns the certifier to the delegating 

certification authority. Just as the right to issue certificates 

can be issued at any time to any certifier, it can also be 

revoked by the certification authority. This deauthorization 

could for example occur if a certifier leaves a certification 

authority or should otherwise loose the right to issue further 

certificates.  

 

Figure 2: Identity hierarchy 

Certifiers cannot delegate their rights further and cannot 

manipulate the access permissions. The role of certifiers is 

limited to the management of certificate records on the 

blockchain.  

Certificate Management 

Certifiers can create, revoke and delete references to 

certificates stored in the Blockchain for Education platform. 

This is implemented in the smart contract CertMgmt.  

The accreditation authority instantiates the CertMgmt 

contract together with the IdentityMgmt contract. The 

CertMgmt contract requires the address of the IdentityMgmt 

contract to enforce access control. Any manipulative 

operation on the CertMgmt contract, such as adding a 

certificate, requires that the caller is a registered certifier of 

an accredited certification authority. Everyone can retrieve 

certificate records given the address of the CertMgmt 

contract and a hash of the certificate.  

The CertMgmt contract uses certificate records to store 

certificate information in the blockchain. Currently, this 

information consists of the SHA256 hash of the certificate, 

the starting and expiration date and a status field (onHold) to 

indicate if a certificate is on hold. Dates are represented as 

UNIX timestamps and for future proofing, are stored as 256-

bit unsigned integers. Similarly, the onHold status field 

stores a UNIX timestamp if a certificate is on hold. Thus, one 

can check when the onHold status was set for a certificate.  

5 https://ipfs.io/ 



IPFS as a Public Tamper-Proof Read-Only Profile Storage 

On the Ethereum blockchain, entities such as accreditation 

authority, certification authorities and certifiers are identified 

by their Ethereum addresses, i.e. a hash of their public keys. 

This provides anonymity and protects personal information, 

especially of the certifiers, as it is not easily possible to 

correlate an Ethereum address to a real person. 

Certification authorities, however, must provide identifiable 

profile information to allow anybody who is verifying a 

certificate to verify the certification authority as well. 

Without this profile information, certifications would remain 

completely anonymous and consequently not suited to build 

a well-reputed track record for a learner. Therefore, every 

certification authority must provide an IPFS address where 

interested parties can look up the profile.  

This is not only a requirement resulting from the European 

General Data Protection Regulation which objects any 

undeletable storage of personal information in a blockchain, 

but also an important feature for certification authorities who 

do not want to reveal personal information of their 

employees to competing authorities. In addition, actual 

storage on the blockchain is comparatively expensive. 

Therefore, profiles of certificate authorities are stored on the 

IPFS.  

IPFS provides temper-proof, secure and distributed storage. 

The massively distributed block storage addresses entries by 

their hashes stored as a Merkle tree. The specifics of IPFS 

are abstracted away by numerous clients for different 

programing languages that let client programs access IPFS 

as any other block storage. Whenever an accreditation 

authority registers a new certification authority, it will first 

write the certification authority’s profile information into 

IPFS and then submit the certification authority’s public key 

and the  IPFS address to the IdentityMgmt’s registry. 

Afterwards, both the Ethereum transaction and the IPFS 

block with the profile information synchronized across all 

nodes in the network. It is thus the accreditation authority’s 

responsibility to ensure that it does not register fake profiles 

and must validate profile information of certificate 

authorities before they are added to the blockchain.  

The use of IPFS in the Blockchain for Education platform 

provides two advantages. First, no personal data is stored on 

the blockchain while providing proof of authenticity 

resulting from the immutable IPFS addresses. This allows 

the use of Blockchain for Education in fulfillment of data 

protection laws. For example, the European General Data 

Protection Regulation (GDPR) would in general object to 

any undeletable storage of personal information in a 

blockchain. Second, storing the profile information of 

certification authorities externally in an immutable way 

saves storage on the blockchain.  

Certificates as Extended Open Badges 

To digitize certificates we decided to represent certificates in 

JSON data format, compatible to Open Badges. According 

to the requirements of our application partners and our 

personnel certification authority, we extended the standard 

Open Badges schema by six additions. These are: unique id 

of the certificate, examination date and place, examination 

regulations in force, data about the certifier, data about the 

certificate recipient and the address of the trusted service that 

is offered to verify the certificate. 

Unique Certification ID 

This schema extension adds the property assertionreference 

of type string to our schema. Our personnel certification 

authority required this unique ID for legal reasons.  

Examination Date and Place 

Figure 3 shows the schema extension. The properties 

startdate, enddate, and place all of type string have been 

defined. The dates are formatted according to the ISO 8601 

date definition. This schema extension is a prime example 

for all our other extensions. 

 

Figure 3: Schema Extension for Examination 

Examination Regulations in Force 

This schema extension mainly adds the properties title, url, 

regulationsid, and date of the regulation to our schema.  

Certifier 

The properties givenname, surname, certificationdate, 

certificationplace and blockchain address are defined and 

added to our schema.   

Certificate Holder 

This schema extension adds the properties givenname, 

surname, birthdate, birthplace, and email to our schema. 

Verify  

Figure 4 shows the schema extension in detail. The 

properties verifyaddress and assertionhash have been 

defined. These properties allow third parties to implement 

their own verification service. 

We used the validator service of the IMS Global Learning 

Consortium to verify our extended Open Badges certificates: 

Our certificates are valid in compliance with Open Badges 

2.0. 



 

Figure 4: Schema Extension for Verification 

Managing Certificates in BSCW 

BSCW is a Web-based groupware system [9] that is used in 

the context of the blockchain for Education project to store 

learning courses, data about participants and examination 

results. The import of data from legacy systems is supported 

by a service specially implemented for the blockchain for 

education project. Certification authorities import their data 

for a specific learning course, which results in a folder that 

contains generated certificates. A screenshot is shown in 

Figure 5. 

 

Figure 5: Personnel Certification Authority and List of 

Certificates  

On the left hand side, Figure 5 shows a folder hierarchy. The 

folder named Certification Authority contains two folders for 

learning courses that contain for each learner, who has 

successfully finished the examination, the certificate in our 

extended Open Badge format. The folder Level A - Usability 

Engineer has been selected. Therefore, the respective 

certificates are presented on the right hand side of Figure 5. 

If certifiers click on a certificate, then a preview of the 

certificate is shown.    

Send to Blockchain 

After importing and previewing the certificates, the certifier 

can sign the certificates and write the certificates to the 

blockchain. This activity is carried out by the operation send 

to blockchain. Figure 6 shows this operation for the 

certificate JanJanssen.cert. If the operation could be 

executed, then the certifier is notified by a popup note that 

the certificate has been successfully written to the 

blockchain. Note, that only the fingerprint of the certificate 

and a few additional attributes are stored in the blockchain. 

The attribute status has by default the value valid, but it could 

be set to on hold or invalid. The attribute issuer contains the 

identity of the issuer of the certificate. A further attribute is 

the issue date. By default, the validity of certificates is not 

limited. In case of time-limited certificates, the attribute 

expiration date is set accordingly.  

 

Figure 6: Write Fingerprint of Certificate to Blockchain 

Sharing Certificates with Learners 

After sending to the blockchain, the certifiers send learners 

their certificates in two formats: firstly, as encoded JSON file 

and secondly, as PDF document. Learners should then store 

the files safely in their personal archives. Note, that the PDF 

document contains as meta data the serialised JSON string of 

the certificate. 

Application Portfolios in BSCW 

Learners can self-register with BSCW, import their 

certificates into their personal folder and create different 

application portfolios adjusted to the respective employers. 

Application portfolios are mapped to folders in BSCW and 

structured in a two level hierarchy. The single folders contain 

the certificates in PDF format. The learner can share the 

application folder with a potential employer and the 

employer can verify the received certificates. 

Verification of Certificates 

For the trusted verification of certificates at hand, we have 

realized our own verification service. It is a free service 

offered on the landing page of the Blockchain for Education 

platform.  

Users just drag and drop certificates, JSON or PDF 

documents are accepted, onto the service, which verifies the 

existence of the fingerprint of the certificate in the 

blockchain. As result not only true or false is presented, but 



also information about the registered issuer (if it is a 

registered certification authority) and for the certificate the 

values of the attributes status, issuer, issue date and if set 

validity. Figure 7 presents the user interface of the 

verification service. 

  

Figure 7: User Interface of Verification Service  

USE CASES 

The blockchain for Education platform enables tamper-proof 

archiving of certificates and their correct and permanent 

allocation to learners, as well as verification of certificates. 

In addition, three different scenarios are mainly supported. 

In the first scenario, a learner is interested in creating an 

application portfolio that contains selected certificates. The 

underlying groupware BSCW allows the creation of 

application portfolios. The learner adds the documents 

necessary for the application to the respective portfolio and 

share it with a potential employer. The employer can then 

verify the contained certificates by using the platform’s 

verification service or other verification services that could 

cope with our extended Open Badges and that could call the 

specified smart contract. 

In a second scenario, a learner has successfully passed an 

examination for a basic course on usability engineering. 

Later the learner took an additional qualification course on 

interaction and information design. After successfully 

passing this course, the learner automatically receives the 

qualification senior usability engineer. A smart contract is 

used to determine this new qualification. In a third scenario, 

a self-employed person presents master craftsman in the 

area of high quality fitting as professional qualification on 

the Web. Potential customers can verify the validity of the 

qualification as well as the issuing certification authority 

using a verification service. 

Evaluation 

The Blockchain for Education platform was developed in an 

iterative way with the participation of potential end users. A 

first version of the minimal viable product was intensively 

discussed with our personnel certification authority. This 

version contained already features for issuing and managing 

certificates. However, revocation of certificates was not 

foreseen and therefore introduced as an additional feature of 

the minimal viable product. In addition, our discussions with 

the personnel certification authority led to further smaller 

revisions and redesigns.    

After internal testing, a workshop with a large German 

technical inspection association was organized to evaluate 

appropriateness of the Blockchain for Education platform for 

their certification authority. The workshop participants 

received a comprehensive presentation of the minimal viable 

product including the technical concepts and a demonstration 

of the prototypical platform was conducted. In the 

discussion, the participating certifiers confirmed our 

approach and were interested to use our platform for their 

certification processes. However, a few platform extensions 

will be necessary that primarily target import of examination 

results and specific extensions to our Open Badges schema. 

Issuing, validation and sharing of certificates remain almost 

unchanged. 

DISCUSSION 
Although certificates are currently issued as paper 

documents, we believe that there will be more digital 

certificates issued in the future. The usage of blockchain 

technology as presented in our paper has main advantages 

for digital certificates. Firstly, there is the decentralized 

immutable storage of digital certificates. Secondly, there is a 

verification service that allows third parties to verify easily 

the authenticity of certificates. Lastly, there are the identities 

of certification authorities and certifiers immutably stored in 

the blockchain. A non-blockchain platform that wanted to 

achieve counterfeit protection would have to implement 

appropriate services, especially services for digital 

signatures [20]. 

Certificates in the Blockchain for Education platform are 

represented according to the Mozilla Open Badges 

specification that became a quasi-standard. It is widely used 

and has the advantage, that its schema could be extended. 

There are a vast amount of APIs and tools available to create, 

manage or verify Open Badges. 

A comparison of the Blockchain for Education platform with 

Blockcerts is especially interesting since it also supports 

certification processes based on blockchain technology. 

Blockcerts uses the Bitcoin platform and therefore cannot 

specify complex smart contracts. The Blockchain for 

Education platform employs smart contracts for the 

management of identities such as certification authorities or 

certifiers and for managing the lifecycle of certificates. In 

contrast to Blockcerts, our revocation model does not allow 

to show or validate revoked certificates. Other differences 

are mentioned in the next subsection on security and privacy. 

Security and Privacy challenges 

The Blockchain for Education platform tackles security and 

privacy challenges that have not been solved before. For 

instance, in contrast to the Blockcerts system, the 

hierarchical organization of identities, in the Blockchain for 

Education platform allows the actual certifiers to remain 

anonymous while still proving that they belong to an 



accredited certification authority. The security of the 

Blockchain for Education smart contracts is based on 

approved templates from the OpenZeppelin collection and 

undergoes verification with Osiris, an extension of the 

Oyente symbolic execution tool we developed to discover 

integer over- and underflows. We implement safeguards to 

suspend the smart contracts of an Education for Blockchain 

instance in case of discovered vulnerabilities. This prevents 

future manipulation of the stored records while maintaining 

read-only access. For future iterations, we consider 

implementing an update mechanism for our smart contracts. 

This would allow us to patch vulnerabilities. Moreover, we 

are developing a privacy-preserving storage of personal 

information in an append-only public ledger with the help of 

advanced cryptographic protocols. 

Limitations and Future Work 

The Blockchain for Education platform is currently in a 

prototype state and can be extended and optimized in 

different aspects. First, the identity scheme is strictly 

hierarchical with the accreditation authority as a single 

powerful root node. In case the accreditation authority’s 

private key is compromised or lost, the whole system is 

affected. In our future work, we will introduce a 

multisignature scheme for the accreditation authority where 

the power of a single private key is distributed to k out of n 

members which can act together as the accreditation 

authority – for example a number of national members of 

European Co-operation for Accreditation.  

Further, as the system runs on the Ethereum blockchain, it 

introduces monetary overhead. For instance, adding a 

certificate to the blockchain implies transaction costs, which 

must be paid by the certifier. In a future version, a certifier 

might issue a pre-signed raw transaction to a proxy of the 

certification authority, which will refund the certifier and 

submit the transaction to the blockchain. 
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ABSTRACT 

Blockchain technology has attracted attention as emerging 

paradigm for business collaboration. Blockchain’s 

consensus mechanisms allow partners to cooperate in a 

business network. However, many applications reported in 

literature present merely a proof of concept from an 

engineering perspective. An industrialization of blockchain 

requires an engineering framework, which assures the 

sustainability of the application and in particular its network 

partnerships, i.e. each participant has to act as an active 

peer in the network rather than being a mere consumer with 

a wallet for participation in the blockchain. This paper 

presents the skeleton of such an engineering framework 

starting with an ideation of partnerships and collaboration 

patterns to clarify the incentives for participation via 

business model design for sustainable network operations 

towards the selection of an implementation platform for the 

business processes re-engineered. Moreover, an initial 

version of an interactive tool for community-oriented 

capturing of know-how about characteristics of blockchain 

platforms is presented.  

Author Keywords 

Blockchain Engineering, Incentives for Sustainable 

Operations, Technology Platforms, Correctness of Code, 

Modell Checking  

INTRODUCTION 
The digital currency Bitcoin has originally been the starting 

point of blockchain technologies, i.e. the distribution of 

transaction management across a network of computing 

peers combined with methods for consensus finding. The 

management of transactions is spread across a network of 

business collaborators replacing traditional intermediaries. 

Hence, establishing collaboration protocol agreements such 

as for conventional business-to-business cooperation with 

ebXML [5] is replaced by consensus finding. 

New governance structures emerge due to the substitution of 

intermediaries. This change in structure directly calls for new 

business models and allow for a radical re-engineering of 

process landscapes [4]. Such a (re-) distribution of concerns 

combined with methods for consensus finding makes 

blockchain attractive for many application domains that 

require a consolidation of inputs from different parties, 

e.g.,imagine the potential of blockchain for an open 

business-to-business collaboration [7]. 

However, sustainability of the partner network is decisive, 

i.e. incentives for the partners to participate actively in order 

to maintain network viability. Otherwise, once partners only 

participate in a consumer-oriented fashion just with a wallet 

for information exchanges, network diversity becomes 

deserted finally yielding to umpire control. Hence, incentives 

for network participation become vital as an incentive of 

equal importance compared to any foreground advantages. 

Moreover, the business model in place and the operational 

processes have an impact on the implementation options for 

the blockchain platform, e.g., visibility of transactions or 

provision of smart contracts.  

Hence, our engineering framework progresses in steps:  

• Incentive assurance – ideation of the application for 

assessing its blockchain potential while identifying 

particular advantages and incentives for sustainable 

participation in the network; 

• Partnership network – draft a new governance structure 

by identifying (new) stakeholders and their roles in the 

business network;  

• Network experience and business model – business 

model for operating new services amid the network 

partnerships;  

• Platform properties for process implementation –

specific blockchain characteristics that are determined 

by re-engineered business processes, i.e. the functional 

and non-functional requirements of the processes guide 

the selection of the platform.  
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Figure 1: Blockchain Engineering Layers 

SUSTAINABLE GOVERNANCE STRUCTURES – 
INCENTIVES FOR NETWORK PARTNERSHIPS 

Trust in the transaction history of a blockchain is only as 

strong as the plurality of the community behind the 

blockchain network. A healthy incentive system for running 

the blockchain nodes is of essential importance for the 

sustainable operation of any blockchain network. 

One important aspect for the sustainable operation of 

blockchain networks refers to the sustainability of network 

governance. The major advantage of blockchain is often 

described as the elimination of intermediaries. Strictly 

speaking, an intermediary is not eliminated, but replaced by 

consensus finding in a distributed network. Blockchain 

enables a fair collaboration between partners of different size 

and power independently from their available resources or 

institutional influence. Yet, once incentives to run nodes in 

blockchain network are not equally distributed, then there is 

no reason for every partner to run a blockchain node. As a 

consequence, the network will implode and finally a small 

number of members gains network sovereignty. Hence, it is 

a decisive engineering issue, whether a case constitutes a 

valid application for blockchains? Why not just create a 

conventional database between those partners? 

The identification of incentives is not always apparent. 

Aspects such as increased freedom, improved security and 

potential fraud prevention are hard to assess economically. 

The slimming of business processes might be a measurable 

improvement in costs, as well as the replacement of several 

partners providing comparable functionality as an equally 

functional single blockchain application, but many effects 

are hard to assess in advance. 

Blockchain is often advertised as means for securing the 

exchange of information in a way that no party can tamper 

with data that is maintained in the network. Moreover, smart 

contracts enabl a blockchain to introduce a new level of 

fairness into processes. Going down this avenue, business 

processes cannot only be automated on a blockchain, but also 

connect automatically to imposed enforcement fees that can 

make blockchain networks particularly more attractive for 

small partners. For instance, a bottler that depends on a 

certain type of bottles from a supplier can punish the bottle 

supplier, when she is not able to deliver the necessary amount 

of bottles. Although the bottle supplier is actually powerful 

enough to not care about a single bottler, the blockchain 

network will automatically punish the supplier. An active 

network node secures the tracking of situations of under-

supply. Because the blockchain enforces this punishment 

against the unequal partner it becomes an incentive for the 

bottler to operate a blockchain node. Hence, there is a natural 

motivation to participate in the blockchain network, but not 

only as a consumer of transactions with no actual relevance 

regarding the process fairness from a personal perspective. 

In a methodical stance, we propose a blockchain 

sustainability canvas for identifying incentives for active 

participation in a blockchain network. The sustainability 

canvas (displayed below) provides assistance in: 

• Identifying incentives for different parties in a 

blockchain networks; 

• Rating the incentives against each other and identify 

weak network partners; 

• Rating the value and the quality of the network with 

respect to sustainability; 

• Matching existing incentives with smart contract 

enabled business processes to enable the engineering of 

new incentives. 

The canvas is organised into four areas. The upper left area 

covers the identification and assessment of incentives. In a 

first step the expected network participants can be collected 

in the box “Network Participants”. For every network 

participant it is important to identify advantageous incentives 

that come with the network participation. These can be 

documented in the “Participation Incentives” box. 

Disadvantages for a certain party that origin from joining a 

blockchain network on the other hand, can be collected in the 

“Participation Disadvantages” box. The resulting aspects of 

these two sides can be invaluable assets in identifying 

weaknesses of a network or potential points of entry to start 

re-engineering an existing process. 

After focusing on the sustainable operation of the blockchain 

network, the area in the upper center helps in analyzing the 

application of existing processes to a blockchain network and 

the identification of new potentials regarding collaboration 

and process optimization. In the box “Trust Enabler” we 

identify where a blockchain can provide trust in existing 

processes and how those processes profit from it. In general 

we observed two cases: In the first case, the existing process 

was defective and the blockchain can be used to provide trust 

in a way that previously was not feasible. In the second the 

blockchain can replace an existing source of trust. This often 

leads to the elimination of intermediaries.  

“Change of Governance” covers the potential change in 

process governance by introducing a distributed blockchain 

network. For instance, who holds the sovereignty of a 

process when it is executed independently as a smart contract 

in the blockchain? But also who controls the access to the 

blockchain network? In case of a permissioned blockchain 

the requirements to join the network or to open it to 



additional parties must be specified. Does every member has 

the right to add a party or is it a voting based decision? 

Existing processes that might be supported, or that can be 

adapted to be used in the blockchain network are collected in 

the box “Business Processes”. The potential loss of existing 

parties leads to immanent changes in the structure of a 

process. Those can be documented in the box “Elimination 

of Intermediaries”. Complex processes often require the 

communication via multiple channels, e.g., it is still 

necessary to send paper documents due to legal conditions. 

Although not directly part of the blockchain these 

interactions are still part of the process. It must be evaluated 

how that affects the security of the blockchain and if it can 

be improved by re-engineering the process. 

The upper right area covers the question whether processes 

can be re-engineered to be more suitable for the blockchain 

context after benchmarking existing business processes with 

respect to their applicability and performance regarding their 

application in a blockchain context. This might comprise the 

purposeful replacement of a party by a smart contract and 

thus the elimination of an intermediary or the slimming of 

exchange processes by utilizing the secured append-only 

ledger property of the blockchain. 

Finally the lower area covers the aspects of costs regarding 

the operation of a blockchain network. In the left field 

operational costs can be documented. This can be energy 

costs, administration and maintenance costs, but also in case 

of public blockchains the costs of a transaction and an 

estimation about the volume of transactions.  

The right field allows the documentation of expected 

revenues from the application of the blockchain. The 

slimming of processes decreases the number of involved 

parties and can crucially accelerate the processing time. But 

also costs for the audit of accounting processes can be 

decreased by allowing the auditing entity access to the 

blockchain network. 

CRITERIA FOR TECHNOLOGY SELECTION 

There exists a multitude of different blockchain platforms 

that are engineered with respect to different functional 

objectives. Some platforms focus on high transaction 

throughput that means the number of transactions that can be 

processed by a blockchain per second, e.g., Fabric, while 

others identified the visibility of data as major problem of 

existing blockchain platforms, e.g., Quorum. The 

development of new blockchain technologies is proceeding 

apace. The sheer volume of available technologies is often 

overwhelming when trying to get an overview. Similar to the 

engineering of software systems, it is important to choose the 

technology that solves a problem and not to find a problem 

that can be solved by a given technology the decision should 

be strongly based on dispassionate facts instead of personal 

preferences.  

Starting with a large set of potential blockchain platforms, a 

subset of blockchain technologies being suitable for a given 

problem can be derived by considering the following aspects: 

• Access policy – Permissioned vs. public blockchain; 

• Process integration – Availability of smart contracts or 

chain code; 

• Scalability and transaction performance – Transaction 

throughput; 

• Restricting data access – Data privacy and visibility; 

Figure 2: Blockchain Sustainability Canvas 



• Network governance – Ease of adding/removing nodes 

to the network; 

• Technology governance – Open source, project 

management, development kits. 

 

  

Figure 3: Technical Aspects 

Access policy 

A permissioned blockchain restricts the access to the 

blockchain network to only a selected number of people. 

Such a network is useful in case that known parties wish to 

cooperate and exchange data or participate on processes in a 

secured way, such that no party can tamper with it and the 

origin of transactions can be unambiguously dereferenced. 

The assumption is that data and processes that are stored in 

the blockchain are only of relevance for parties in the 

network.  

In contrast, access to public blockchains is not restricted and 

can be easily acquired by creating a public/private key pair. 

In this case a large group of people can be addressed, but data 

is freely exchanged throughout the network. The decision for 

a public or a permissioned blockchain also depends on the 

targeted accessibility. A blockchain as a distributed ledger is 

not only a technology to securely store and enact 

transactions, but also a platform to enable the standardized 

communication of different parties. 

Process integration 

The next major criteria depend on the potential requirement 

for using smart contracts. Smart contracts allow the 

untampered execution of program code within the 

blockchain. Complex processes with a variety of execution 

options can be modeled by a single smart contract or a 

multitude of interacting smart contracts. However, if there is 

only the requirement to securely store and exchange data, 

then more lightweight technologies can be considered. 

Scalability and transaction performance 

The throughput of transactions determines the throughput of 

data that can be handled by a blockchain and this affects the 

potential number of people and interactions with the 

blockchain. For comparison: In Bitcoin the number of 

transactions per second (tps) is around 7 tps, in Ethereum it 

is around 15 tps and the permissioned blockchain 

Hyperledger Fabric claims a transaction throughput of 3,500 

transactions per second [1]. Estimating the number of 

expected transactions that are applied on a blockchain can 

reduce the set of potential technologies drastically. Recently, 

many popular blockchain platforms are confronted with the 

problem of general scalability. Different solutions and 

approaches are proposed,, e.g., sharding [3] and it is a 

question of the future, which concept will prevail. 

Restricting data access 

Although these three aspects are of major importance by 

deciding for a blockchain technology there are additional 

aspects that must be considered: Data privacy and data 

visibility is important for many application scenarios. A user 

of a financial application does not want to share her income 

publically to every member of the blockchain and for 

transactions between companies even cartel considerations 

can influence the data visibility allowance. Depending on the 

project it must be ensured that only a subset of participating 

network members can access certain information. A fine-

grained permission control systems must be supported. 

Network governance 

The ease of adding and removing nodes to the network 

influences the decision for a certain technology. Is there a 

high fluctuation of network members or is the network rather 

steady. In the first case the addition or removal of members 

should not lead to a necessary shutdown of the whole 

network to start the nodes with new configurations. 

Lightweight administration processes will increase the 

maintainability of the network and reduces configuration 

errors. 

Technology governance 

As a final aspect the governance of the technology is of major 

importance. Although in case that the selected technology is 

open source there is no secured guarantee about the future of 

the project, i.e. whether the selected technology will be 

periodically updated and in particular supplied with security 

fixes. High costs for exchanging the underlying blockchain 

technology or to continue the development with in-house 

resources must be considered in case of a non-continuation. 

To support the methodical selection of suitable blockchain 

platforms we created a web based assistant that provides a 

structured questionnaire to assist in the selection of an 

appropriate platform. Platforms can be related, compared 

and analyzed with respect to different aspects. Considered 

platforms include smart contract enabled platforms as well 



as merely transaction based technologies. Digital currencies 

are not part of it.  

Currently we support only a relatively small number of 10 

blockchain technologies. However, we provide interfaces so 

that users can propose or directly add further technologies. 

References to articles and sources are attached to the 

presented information to increase transparency. Hence, a 

community platform for knowledge exchange on blockchain 

technology elements and application-specific constraints is 

maturing. 

 

Figure 4: Blockchain Technology Assistant 

Selecting the suitable technology for a blockchain project 

according to its requirements and based on dispassionate 

facts will ensure a strong technical foundation for a long 

living and sustainable operating blockchain network. By 

considering future usage behavior scalability problems can 

be identified or completely avoided. 

ASSURING VALIDITY OF OPERATIONS BY SMART 
CONTRACTS 

The security and strength of a blockchain strongly depends 

on the strength of the underlying network and thus on the 

network members that operate blockchain nodes. On the 

other hand the secure operation of blockchain nodes depends 

on the trust of network participants. There exists a mutual 

relationship. If a party does not trust a network she will not 

expend the work and costs to participate at the network. One 

might argue that the correctness of the blockchain is 

cryptographically ensured and that there is no reason for a 

party to not trust the blockchain. However, in case of smart 

contracts this is not always the case. Although the blockchain 

ensures that the program code is exactly executed as it is 

stored in the blockchain it is not always trivial to decide that 

a program code acts as expected. A popular example for a 

wrongly programmed smart contract is the splitting function 

of the DAO contract [6]. Although the program code is 

exactly executed the execution result does not match the 

expectations of the process participants. Such errors in the 

software can lead to advantages for one group and 

disadvantages for another. Thereby a simple replacement or 

update of a smart contract is not possible, since all parties 

need to accept this new version. If a party gains an advantage 

from a faulty version she might not be interested in switching 

to a new correct contract version. 

As a consequence the correctness of smart contracts can 

affect the trust of parties into a blockchain and consequently 

affect the strength of the whole blockchain network. 

There exists a multitude of methods for formally verifying 

program code. We suggest the use of model checking as a 

simple, potential one-click solution [2] for verifying the 

correctness of a smart contract. The idea is to model the 

expected behavior of a program with logical formulas as 

linear temporal logics (LTL) or computational tree logics 

(CTL). For model checking we analyze the state space of a 

program. The state space is the set of program states, where 

a program state represents the state, which is the valuation of 

every variable, of a program for a certain execution step. The 

state space of a program is examined whether one of the 

logical formulas is violated. In case of a violation a counter 

example is derived that supports the identification and 

correction of flaws in the program code. 

Although the concept of model checking is easy to grasp the 

application of the technology imposes a major challenge 

known as the state space explosion problem. Even a small 

program can have a very large number of different program 

states and thus leads to an extremely large state space. A 

large state space can be unfeasible to analyze and by 

applying model checking it is one of the major challenges to 

reduce the state space. However, certain characteristics of 

smart contracts support the model checking process. So a 

smart contract is limited in the number of executional steps 

to prevent blocking the whole blockchain by for instance 

running into an infinite loop and secondly, the blockchain 

ensures the atomicity of transactions. The code called by a 

certain transaction is ensured to be executed without 

interruption, only the order of transaction execution cannot 

be predicted. 

An additional idea for improving the quality of smart 

contracts and to simplify the formal verification during the 

development process is to provide repositories of formally 

verified libraries. Such a library can be integrated into a 

smart contract. During the model checking it can be assumed 

that this code is already correct (with respect to a certain set 

of logical formulas). This will crucially decrease the number 

of states that must be analyzed. 

Although, formal verification will increase the quality of a 

smart contract and will ensure that a smart contract works 

correct with respect to the formally specified expectations, 

the formal verification is only as good as the specification of 

the expected behavior. Missing or incorrect constraints can 

lead to verified program code that still reacts unexpectedly 

in certain conditions. 

To ensure a sustainable trust into the blockchain network and 

thereby a sustainable operation of the blockchain network, 

the correct functionality of smart contracts is crucially 



important and using tools that are able to increase the quality 

of smart contract becomes a major requirement. 

USE CASE EXAMPLE 

In the following we apply the blockchain sustainability 

canvas to the use case of pool boxes. These are for instance 

boxes used to transport vegetables from a farmer to a retailer 

over a number of intermediate stations. There are four parties 

involved in the use case: poolbox operator, filler, distributor 

and retailer. The filler produces some sort of product and 

sells it to the distributor. The distributor wants the goods 

delivered in a certain type of box and makes a contract with 

the poolbox operator to provide these boxes to the filler. The 

filler pays a “refuel fee” to the poolbox operator and sends 

the filled boxes to the distributor. The distributor takes the 

boxes and pays a pledge to the filler. From the distributor the 

boxes will be delivered to the retailer, who again pays a 

pledge for receiving the boxes. The retailer empties the boxes 

and returns them back to the poolbox operator, who cleans 

and repairs them and then reintroduces them into the cycle.  

This explanation represents the existing process and there are 

problems that motivate participants of the process to apply 

blockchain. Boxes often change ownership in an 

uncontrolled fashion, e.g. stolen from premises, because the 

ownership is not tracked and by returning a box to the box 

supplier the pledge is refunded. Also counterfeiting of boxes 

is a problem. Then pledge is refunded, although the boxes 

are potentially of bad quality or miss certain certificates 

allowing their use with food or dangerous goods. Another 

critical point is that fillers are hoarding boxes to prevent the 

lack of boxes for their (individual) peak times of production 

and hence delivery, while poolbox operators are interested in 

a continuous flow of the boxes to reduce the necessary 

number of boxes. On the other hand is it possible that fillers 

cannot bring goods to the market, since the poolbox operator 

is not able to deliver the necessary amount of boxes. In 

contrast to the poolbox operator there are multiple filler with 

relatively small influence in the process. So it is hard for 

filler to enforce potential claims. 

The potential blockchain participants are the four parties, 

although in practice a role can be inherited by multiple 

entities. As a next step we need to identify the incentives and 

disadvantages for the parties to participate at the blockchain 

network. The governance of the unaltered process lies at the 

distributor and the poolbox operator. These two entities 

negotiate a contract and make the major decisions. When a 

poolbox operator does not deliver enough boxes to a filler 

the position of the filler is relatively weak. An incentive for 

a filler could be the smart contract based punishment of 

missing boxes. For every box that cannot be delivered the 

poolbox operator must pay a certain punishment fee to the 

filler. On the other hand the filler pays punishment fees back 

to the poolbox operator in case she is hoarding boxes. Of 

course introducing smart contracts in this way will reduce the 

supremacy of the poolbox operator what can be considered 

as a disadvantage.  

In general by tracking and controlling the exchange of boxes 

with a blockchain every party gains the ability to take 

measurements of box distribution. This can be interesting for 

predicting the necessary amount of boxes for a given point 

in time. The tracking of box ownership will prevent stealing. 

Then a box can be only refunded, when the persons owns the 

box. Although a thief can still steal the box she is not able to 

refund it, since no clearing house will accept them when the 

person cannot proof the ownership with the blockchain. 

The blockchain serves as trusted entity and partially transfers 

the process governance to the community. In this first 

approach only partially, since there is still the distributor that 

makes the decision about the box types and the poolbox 

operator. In this case we do not eliminate an existing 

intermediary, but enrich the process with box tracking 

abilities to eradicate flaws in the existing process. A 

consequent process re-engineering could additionally 

improve the fairness between different parties. By opening 

the process to arbitrary poolbox operators that are bound to 

deliver only a certain type of boxes and multiple distributors 

the supremacy of the two parties can be restricted and smaller 

entities as the filler and retailer can replace those in case of 

problems. That might be an additional incentive for the 

retailer to join a blockchain network. 

Another potential extension is to completely replace the 

poolbox operator by a decentralized autonomous 

organization (DAO) where every party is a shareholder. The 

DAO works on a cost covering basis with the only target to 

provide the necessary amount of boxes to the different 

participants in the process. In this case the position of the 

poolbox operator is eliminated and replaced by a smart 

contract. Certain problems of the conventional process, as 

the hoarding of boxes, are naturally eliminated, since a high 

volume of circulating boxes increases the operation costs and 

thus provides a disadvantage for every stakeholder including 

the filler that hoards the boxes. 

LESSONS LEARNT FOR INDUSTRIAL SCALE-UP 

So far, reports on engineering paradigms are sparse. Papers 

are dominated by proof of concepts to propose blockchain as 

implementation vehicle for various domain applications. 

Any industrial scale-up will require the development of a 

methodological founded engineering paradigm that 

accompanies a blockchain’ lifecycle from the cradle to the 

grave. To start with,  the eligibility of business models for 

the application to blockchain is of major importance. The 

evaluation of existing business processes regarding its 

suitability for deploying a blockchain enables the re-

engineering or the creation of new processes. Outgoing from 

these specifications it is important to engineer the 

sustainability of the emerging blockchain network. A 

mutable dialog allows updating a business process while 

increasing process fairness and thus optimizing the different 

party’s incentives to participate at the blockchain.  

The determination of the business processes will strongly 

affect the technology selection. Several aspects, such as the 



scalability, visibility of data for different stake holders as 

well as interoperability of the blockchain network as a 

technology platform needs to be evaluated with respect to the 

process requirements. The great variety of existing 

technologies and the speed of development complicates the 

selection process and must be simplified by introducing 

standards for the blockchain technology. Besides the ease of 

comparing blockchain technologies this will also simplify 

the exchange of underlying platforms. 

During the implementation phase of a blockchain in 

particular the quality of smart contracts is of major 

importance. A poorly engineered smart contract can ruin the 

user experience and more important, can sustainably affect 

the trust of users into the blockchain network. In case of a 

crucial failure most users will not blame the smart contract 

as an independent element, but the complete blockchain 

network or even the blockchain technology. A potential 

image loss is a big risk. Hence, the broad application of 

standardized smart contract libraries and paradigms for 

testing and verification will improve the overall quality of 

smart contracts, as well as, speedup the development process 

from an economical perspective. 

Although stressing its distributed nature for transaction 

management, a blockchain is certainly not a highly 

performant repository technology for the management of 

mass data as in production processes for instance. However, 

the information sharing among manufactures and suppliers 

can be certified by a blockchain. Hence, a separation of 

concerns has to be decided: managing operational data of 

production processes by database management technology 

versus maintaining audit information between business 

partners by blockchain technology.  

As a final step it is necessary to determine the estate 

administration of the blockchain. What happens to the data 

stored in the blockchain, when the blockchain lifecycle is at 

its end? There exist legal requirements like the “right to 

forget” that demands the loss of data. How can that be 

achieved by blockchain technologies. 

Hence, there are several engineering issues to be researched 

in order to bring blockchain technology to industrial use and 

allow for an industrial scaling. One of the upmost challenges 

is certainly research on methods for consensus finding 

beyond a sole proof of work as well as proof of stake. Any 

wide-spread deployment of blockchain technologies will be 

tampered without any scaling of computing complexities for 

consensus finding.   

CONCLUSIONS 

This paper presents our approach to the engineering of 

blockchain applications with a particular emphasis on the 

sustainability of the partner network. Any public blockchain 

requires a lively and vivid network of partners actively 

supporting the network. Otherwise, the character of the 

collaboration has to be switched to a permissioned 

blockchain, which re-introduces the concept of umpires. 

Moreover, the characteristics of the application have to be 

assessed carefully in order to select a platform from the array 

of available platforms. The structured questionnaire 

presented is only a first step to guide through this complex 

decision process. In addition, the questionnaire is connected 

with references for evidence-based decision making. An 

interactive editing component allows for a community-based 

capture of platform characteristics and implementation 

experiences. 
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ABSTRACT 

Blockchain is a new, foundational technology with a vast 

amount of application possibilities. However, practitioners 

might not be aware of which use cases in their own business 

model might benefit from blockchain technology. To aid 

them in analyzing their business regarding blockchain 

suitability, this paper introduces a use case identification 

framework for blockchain and a use case canvas. In the 

development process they have been evaluated with internal 

and external reviews in order to offer the best possible 

guidance. In combination they offer an analysis framework 

to help practitioners decide which use cases they should take 

into account for blockchain technology, which 

characteristics these blockchain implementations would 

have, and which specific advantages they would offer. 

Author Keywords 

Blockchain; Identification Framework; Use Case Canvas 

MOTIVATION 

About blockchain  

Contracts, transactions and related data sets are concepts 

which are indispensable for everyday life. Ownership of 

assets or agreements between several parties need to be 

documented and made transparent. The digital 

transformation enables new opportunities to realize these 

documentations, but also poses new challenges which need 

to be acknowledged. Blockchain is a foundational 

technology which can hold up to these challenges, enabling 

data security and transparency while documenting 

transactions in a decentralized, secure, transparent and 

irreversible way [4].  

Blockchain is defined by a few unique characteristics: 

Firstly, the technology uses distributed consensus-building 

between the nodes in the blockchain network instead of 

having an intermediary approving all transactions [9]. Rather 

than having to trust this third-party intermediary, trust is 

placed in the technology itself. Additionally, transactions can 

be processed almost immediately, instead of having to wait 

for the third party to process them [13]. Secondly, the 

blockchain enables the transfer of rights to real-world objects 

and values explicitly and permanently, making the 

verifiability of ownership and rights straightforward [9]. 

Thirdly, all transactions which are stored in the blockchain 

are irreversible and transparent, therefore the data cannot be 

tampered with.  

We define blockchain as a technology which can offer 

increased value for partners cooperating in a decentral 

network by providing data and process integrity, automation 

potential and enabling the transparent transfer of values and 

rights. 

Using a blockchain to document transactions has the 

advantage of having a digital record and a digital signature 

for every transfer of rights to objects or values, but also for 

agreements, processes and tasks [4]. Using blockchain for 

agreements or process automation can be achieved by taking 

advantage of smart contracts, which enable the automatic 

processing of transactions if certain conditions are met: For 

example, if the arrival of a certain good is documented in the 

blockchain, e.g. by a sensor which documents the good’s 

location, a smart contract can automatically trigger the 

payment process of this good based on the sensor’s 

transaction. Smart contracts are saved in the blockchain and 

transparent to any member of the network. 

While public blockchains like Bitcoin are permissionless, 

meaning that everyone can participate and issue transactions, 

private blockchains consist of a chosen consortium of users, 

making the blockchain inaccessible by the general public [9]. 

Relevance for practitioners 

In the process of applying blockchain technology to different 

ecosystems, some business models are replaced as 

blockchain makes the processes more efficient and secure, 

e.g. auditors who get replaced by automated process audits 

[9]. On the other hand, new business models might be 

created, where the previous lack of trust between participants 

or economic inefficiency to build a partnership posed a 

challenge for a successful cooperation. For practitioners, it is 

important to be aware of use cases and application areas 

which benefit from blockchain technology.  

Possible areas of application are vast, and new ideas how to 

apply blockchain to make business models better constantly 

evolve. The most known application area is Finance, with 
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Bitcoin being the most famous application. Cryptocurrencies 

and blockchain could potentially make banks obsolete, or at 

least improve processes such as the trading of foreign 

currencies, which is at the moment a time-consuming 

process but could be simplified by using blockchain [1,3]. 

Another application area is the Internet of Things (IoT): 

Transactions between smart objects, which happen without 

human interference, can be documented in the blockchain or 

even automatically triggered by using smart contracts [9]. An 

example for using blockchain for IoT use cases are smart 

locks, which enable an automated and safe way to rent 

objects and transfer the respective payment [2]. Smart grids, 

where private energy generators and energy consumers 

freely trade energy without going through an energy provider 

are an example which is already being implemented [6]. 

Blockchain might also revolutionize the way how the proof 

of origin for important documents or objects can be 

determined. Each document or object which is uniquely 

identifiable can be stored as a transaction in the blockchain 

which documents its owner [9]. This is for example being 

realized to track diamonds on the platform Everledger, and a 

platform to document digital certificates to provide a life-

long learning documentation is currently being developed 

[5]. In the context of supply chain management, blockchain 

enables the tamper-proof documentation of changes of 

ownership and provides the possibility to automatically 

transfer funds between supply chain participants as the 

ownership changes [9]. Computer Supported Cooperative 

Work is not yet a widespread topic for blockchain research, 

but could be a promising application area [10]. Other 

application areas include, but are not limited to, medicine, 

media, the public sector or law.  

Objective and Structure 

Blockchain technology offers great potential for cost, time 

and efficiency improvements of existing business models. 

Therefore, practitioners need a structured guideline to 

analyze their business, find the right processes that are 

suitable for and can benefit from blockchain technology, and 

understand how blockchain can support these processes. To 

meet these needs, this paper proposes an analysis framework 

to guide practitioners in their blockchain implementation 

journey. This analysis framework consists of a two-step 

approach: At first, the user is supported in exploring which 

use cases are the most suitable for blockchain technology and 

afterwards he receives guidance on how exactly the new 

technology offers advantages for the specific use case. The 

goal of this analysis framework is not to give a simple yes/no 

answer to the question if blockchain is suitable, but it rather 

aims at helping practitioners develop a deeper understanding 

of how the blockchain could support their use cases. 

To give this analysis framework some more context, a 

second section of this paper will explore related work, 

referring to other, popular frameworks and canvases. 

Afterwards, both the use case identification framework and 

the use case canvas will be introduced and described in 

detail. In the third section both the framework and the canvas 

are applied to some exemplary use cases to present how they 

can help practitioners in their blockchain decisions. The 

fourth section then explains how the analysis framework was 

developed and evaluated, before the last sections summarizes 

the advantages the framework offers, explains some 

limitations and proposes directions for further research.  

RELATED WORK 

Frameworks and canvases are often used to facilitate the 

application of complex theories to real-world use cases. They 

provide the user with a guideline on how to apply theoretical 

concepts to a specific application. One example is the 

Business Model Canvas proposed by Osterwalder and 

Pigneur [7], which helps to design and understand a business 

model by investigating its customer segments, customer 

channels, customer relationships, value proposition, key 

resources, key activities, key partnerships, revenue streams 

and cost structures. The interactions between those nine 

aspects summarize the overall business model. The Business 

Model Canvas provides the user with an open template that 

can be used to describe all nine aspects of his business model. 

As a second example, design thinking is an approach 

describing creative design processes focusing on user needs. 

To facilitate this processes, frameworks have been developed 

to guide users through the process of design thinking. For 

example, the Stanford DSchool developed a playbook 

providing guidance on the five steps of design thinking, 

namely empathize, define, ideate, prototype and test [12]. 

For each iterative step, the Playbook provides the user with 

questions and instructions on how to apply design thinking.  

Regarding blockchain, a framework to determine whether or 

not a blockchain is useful to solve a problem was proposed 

by Wüst and Gervais [14]. They present a flow chart which 

guides the user through several yes/no questions about their 

problem or use case, including the amount of partners in the 

network, the availability of a trusted third party and the level 

of trust with which the partners can be met. Depending on 

which path the user takes through the questions, the 

framework gives a recommendation of whether blockchain 

should be used, and if so, which type of blockchain 

(permissionless, public permissioned or private 

permissioned) would be the most appropriate.  

USE CASE IDENTIFICATION FRAMEWORK 

With blockchain technology being a growing topic of interest 

and an increasing amount of blockchain applications being 

developed, many businesses need to ask themselves how 

their business models are going to be affected by blockchain, 

and how they could use this new technology to exploit the 

advantages it offers for business model improvement. The 

proposed use case identification framework for blockchain 

displayed in Figure 1 addresses this challenge by providing 

guidance on the assessment of the suitability of specific use 

cases for blockchain technology. 

To achieve this, the framework consist of the three categories 

intermediary, data and process. For a specific use case, these 



three categories are evaluated separately regarding the 

blockchain suitability of the use case. 

 

Figure 1: Use Case Identification Framework for Blockchain 

The first category, intermediary, explores the existence and 

the role of intermediaries in the use case, since a blockchain 

functions as an independent and incorruptible intermediary. 

There are three scenarios in this category, replace, establish, 

and my business model. While the first two scenarios are 

usually relevant for anyone needing an intermediary for a use 

case, the third scenario is relevant for anyone functioning as 

an intermediary in a use case. Each scenario describes a 

specific situation and the user of the framework can decide 

which one, if any, is applicable in the use case. The first 

scenario, replace, describes a situation where an 

intermediary is currently existent and acting as a third party 

between stakeholders. However, the use of this intermediary 

might be time- or resource-consuming, or the process of 

interacting with other stakeholders through the intermediary 

could be tedious or complicated. In this case, blockchain 

technology could be used to save time, reduce costs or 

simplify the process.  

The situation described in the second scenario, establish, is 

applicable for potential use cases where currently no 

intermediary is in place because there is a lack of trust 

between stakeholders and towards any possible 

intermediary. In this case, blockchain could provide a safe 

and stable basis for transactions without needing the partners 

to trust a third party, instead they can trust the technology. 

This blockchain scenario could be especially useful for 

flexible and temporary collaborations.  

The third scenario, my business model, describes the 

situation from the view of an intermediary that could 

potentially be replaced by blockchain. In this case, 

possibilities to keep the business model useful for the 

partners in the network and provide added value compared 

to a blockchain need to be explored. To this end, blockchain 

technology might be used to provide the partners with a new 

solution and a better use case and thus preventing them to 

replace the old intermediary.  

Since those three scenarios describe different situations from 

different viewpoints, usually only one scenario will be rated 

as true. If no situation is applicable to the use case, it might 

still benefit from blockchain technology, but it is probably 

not crucial to the use case.  

The second category in the framework, data, assesses the use 

of data. Blockchain technology offers the possibility to save 

data permanently and transparently as well as preventing 

anyone from modifying the data after it has been entered into 

the blockchain. In this category, the user should evaluate 

how important those characteristics are to the data used in 

the use case. Depending on how necessary the protection of 

data from attacks and the permanent accessibility of the data 

are to the use case, the more important should this category 

be rated. The importance is measured on a four-point scale 

ranging from unimportant to very important.  

In the third category, process, the potential for automation in 

the use case can be assessed. The user should evaluate if the 

processes contained in the use case can be (further) 

automated by designing rules to perform process steps 

autonomously. Since blockchain enables the use of smart 

contracts to automatically trigger transactions, those 

contracts can be used for automation purposes and thus for 

making the process more efficient. Therefore, if the use case 

would benefit from automation, blockchain technology 

could provide this automation. The user can evaluate the 

automation potential on a four point scale ranging from 0% 

automatable to 100% automatable. 

After the assessment of each category for the use case, it 

needs to be evaluated whether the use case would overall 

benefit from blockchain technology. This is usually the case 

if one scenario in the category intermediary is rated as true 

and the other two categories, data and process, are rated as 

important/ automatable. The more positively the last two 

categories are being rated, the more suitable blockchain 

technology is for the use case. The evaluation of how much 

the use case would profit from blockchain can be assessed on 

a four point scale ranging from very to hardly. The user can 

then utilize this summarizing assessment to see if a single use 

case is suitable for blockchain, or, if several use cases were 

evaluated, which one would profit the most and should be 

implemented first.  



USE CASE CANVAS 

While the use case identification framework helps 

practitioners to identify which use cases are suitable for 

blockchain technology, there is still a need for understanding 

how exactly the blockchain would impact the use case. The 

proposed use case canvas for blockchain, partially displayed 

in Figure 2, enables the user to develop deeper insights into 

how a suitable blockchain would be structured. Additionally, 

it helps to identify the potentials that could be unlocked by 

using blockchain technology compared to the current use 

case without blockchain. 

There are five categories presented in the canvas, which 

collectively describe relevant characteristics of a blockchain 

that would be suitable for a specific use case. The categories 

are added value, data and process integrity, decentral 

network, values and rights, and automation and for each 

category, the user can list all relevant aspects concerning this 

category in the canvas. Each aspect is then rated in the rating 

column with the rating high, medium or low, depending on 

how important this aspect is for the use case.  

The first category, added value, is concerned with the 

difference the blockchain makes in the use case compared to 

the use case implementation without blockchain technology. 

Relevant aspects in this category are related to the tasks that 

are being supported by the blockchain, the processes that are 

being improved and how this improvement works, as well as 

which unique characteristics the use case gains by using 

blockchain as opposed to not using blockchain technology. 

Overall, this category assesses how the blockchain improves 

specific aspects of the use case implementation. 

Data and process integrity, the second category, identifies 

which data needs to be managed securely. After having 

established in the use case identification framework that 

there is data being used in the use case that needs to be saved 

permanently and needs to be protected from data 

manipulation, it is now necessary to document which data 

exactly needs to be stored in the blockchain and which data 

can be stored in an external database or other legacy data 

warehouses, with references from the blockchain to the 

externally stored data. This category can thus be used to 

identify for which data it is crucial to be stored in the 

blockchain.   

The third category explores the characteristic of a decentral 

network, which is one of the most prominent characteristics 

of a blockchain. Aspects in this category should document 

who, besides the user himself, are partners in the network.   

Values and rights are the topic of the fourth category. Here, 

relevant aspects specify transactions that are being made on 

the blockchain for the use case. Blockchain in general is 

concerned with transferring values and rights between 

partners in the network, so practitioners should define which 

values or rights are being transferred in this use case.  

The last category covers automation and describes which 

parts of the use case can be automated. If in the use case 

identification framework a certain potential for automation 

has already been identified, the canvas can then be used to 

specify which processes in the use case or which specific 

tasks in a process can be automated by using smart contracts 

specified in the blockchain.  

After having collected all relevant aspects in these five 

categories, a better understanding of how a blockchain 

application would be structured for the specific use case 

should have been achieved. The canvas enables practitioners 

to clearly see the benefits of blockchain technology in 

combination with the specific use case as well as to 

understand the different components of the blockchain: 

Which data is stored on the blockchain each time a 

transaction is being made, who are the partners who 

exchange transactions with each other, which values and 

rights are transferred by the transactions and how the 

creation of transactions or whole processes can be 

automated.  

Figure 2: Use case canvas for blockchain 



APPLYING FRAMEWORK AND CANVAS TO IDENTIFY 
AND STRUCTURE A SUITABLE BLOCKCHAIN USE 
CASE 

Four use cases 

In order to create a better understanding of how the 

framework and the canvas work in analyzing use cases, four 

use cases are going to be described and used as examples. 

The first use case describes the process using smart locks. 

Smart locks are a typical example for an IoT use case, since 

they enable a blockchain to manipulate physical objects [2]. 

If the owner of a smart lock decides that he wants to rent an 

object of his, like a house, a car or a bike, he can use the lock 

to secure his property and document the price and deposit 

amount for a specific rental period in a smart contract on a 

blockchain [8]. If someone wants to rent this object, this 

person can transfer the required price and deposit amount as 

a transaction on the blockchain, enforcing a smart contract 

which automatically sends a virtual key to the phone of the 

renter, enabling him to open the smart lock with his phone. 

The rental period can then be terminated again by another 

transaction in the blockchain, or if the rental period is over, 

which again enforces a smart contract which automatically 

returns the virtual key and re-transfers the deposit amount 

back to the renter. Smart locks are currently being developed 

as “Slocks” by the German company Slock.it.  

The second use case involves smart grids, an opportunity for 

energy consumers to achieve independence from large 

energy providers. Inside a closed community, private, small-

scale energy producers, for example households with 

photovoltaic systems, are enabled to sell their superfluous 

energy to neighbors who need energy [6]. This is realized by 

using a physical power distribution microgrid, connecting 

the different houses, and a virtual microgrid, connecting the 

smart meters that measure and monitor the energy generation 

and demand of every household. In a blockchain, smart 

contracts perform auctions by matching all buy (people who 

need energy) and sell (people who have energy to sell) offers 

and documenting every energy transaction on the 

blockchain. This way of trading energy can lower taxes and 

surcharges as well as providing nearly real-time access to 

energy whenever it is needed. This use case is currently 

realized as a prototype in Brooklyn, New York.  

Foreign currency payments present the third use case. With 

regular bank transactions, transferring funds between 

currencies usually takes a long time and results in high fees 

[3]. Cryptocurrencies already enable people to make world-

wide payments without a bank as an intermediary, 

endangering the business models of banks, as blockchain 

threatens to replace them. To prevent this from happing, 

banks can establish their own blockchain with banks from all 

over the world as partners on the blockchain, allowing them 

to transfer funds on the blockchain without any currency 

barriers [11]. With this use case, customers keep their level 

of comfort as they can still use their regular bank for 

international payments, but receive the benefits of fast 

transaction speed and lower fees.  

As a last use case, the exchange of internal invoices will be 

investigated. In large companies with several subsidiaries, 

documentations of all transactions between the subsidiaries 

and the parent company are crucial. However, instead of 

using separate databases for this documentation, one central 

system should be used to make the transactions and the 

amount of money that is being accounted transparent. By 

using a blockchain, these transactions can be documented 

without the possibility of later manipulation while providing 

the necessary transparency. Any discrepancies between the 

accounts of two transaction partners are therefore being 

prevented.   

Applying the framework 

To demonstrate the application of the use case identification 

framework, the four use cases presented will be evaluated 

separately to analyze their suitability for blockchain 

technology. The completed framework for all use cases is 

displayed in Figure 3. Firstly, the use case of smart locks, 

which enable the automatic administration of virtual keys to 

objects, is going to be evaluated. Concerning the first 

category, intermediary, smart locks can be used to make it 

easier for landlords to rent out their properties, since they 

don’t have to hand over a physical key. This “contactless” 

key transfer was previously not possible. Previous 

intermediaries could have been neighbors or friends of the 

object owner, however, those kinds of intermediaries would 

not necessarily have been trustworthy or always available. 

Therefore, since there hasn’t been an intermediary 

comparable to a blockchain before, no intermediary is being 

replaced. However, the blockchain establishes a new 

intermediary and solves the problem of the lack of a 

trustworthy and available intermediary for flexible and 

temporary transactions. Since there was no previous 

intermediary, no business model is being replaced. 

Therefore, in the first category, the second scenario can be 

rated as being true. Regarding the second category, data, the 

immutability and transparency of the rental price and 

duration for each rental agreement is necessary, since it 

involves financial data and possibly impacts valuable 

properties of the owner. Financial data is always very 

sensitive, and the save handling of the virtual key is of great 

importance to the owner, thus the secure documentation of 

transactions can be described as being very important. 

Finally, evaluating the third category, process, the owner 

only needs to set a price and deposit amount once, and then 

automatically receives the payment every time his property 

gets rented. The tenant needs to trigger the renting process 

by transferring the rent and deposit amount on the 

blockchain, and then automatically receives the virtual key. 

Therefore, the process is not completely automatable since it 

requires input from the owner and the tenant, however, 

important aspects of the process can be automated. In 

conclusion, the use case does benefit from blockchain 

technology since one scenario of the first category is true and 

both the data and process categories are rated highly. 

However, since the process category does not receive the 



highest ranking, and thus the use case cannot fully exploit the 

automation potential, it is not rated as benefitting very much 

from blockchain technology.  

Smart grids as alternatives to the traditional system of large 

energy providers are the second use case being evaluated. 

Regarding the category intermediary, the blockchain-based 

microgrid replaces the traditional energy provider to save 

time in energy distribution by distributing energy only 

locally. Additionally, costs are being reduced by minimizing 

taxes and fees that are normally required by large providers. 

Thus, in this use case, blockchain replaces the large energy 

providers as intermediaries by saving time and reducing 

costs. In the traditional model, the energy provider acts as the 

intermediary between power plants and energy consumers 

and the consumers trust them: Thus, even with the previous 

intermediary, a trustworthy basis for transactions is available 

and the blockchain is not meant to establish one that was not 

existent before. Furthermore, although from the point of 

view of the energy provider, his business model can be 

replaced by the blockchain-based smart grid, in this example 

the use case is evaluated from the point of view of the energy 

consumer, thus there is no business model endangered. 

Looking at the second category, data, the data stored in the 

blockchain includes the amount of energy traded and the 

associated price for every transaction. To ensure a 

transparent documentation of every trade and to prevent 

discrepancies, the transaction data needs to be safe from 

manipulation and needs to be stored long-term in order to 

enable the verification of previous transactions. However, 

since the data are not necessarily as sensitive as for example 

financial or medical data, the importance of the category is 

not rated with the highest value. Regarding the third category 

process on the other hand, the automation potential can be 

rated with the highest possible potential. The use case does 

not require the energy consumers or producers to actively 

trade energy and therefore ensures the same comfort the 

consumers enjoy with traditional energy providers, while at 

the same time relieving the producers from doing any work. 

The smart meters installed at every house are able to measure 

energy deficiencies and surpluses and thus know exactly how 

much energy the network participant can sell or needs to buy. 

Smart contracts can then automate the energy transactions by 

arranging the auctions which match the buy and sell offers, 

thus, the whole process can be automated. In summary, the 

second use case also benefits from blockchain technology, 

since one scenario in the first category is rated as true, and 

both the second and third category are rated positively. 

Although the importance of secure data only receives the 

second highest value, the automation potential for this use 

case is extremely high. In this case, the process category 

influences the overall result more strongly than the data 

category, as the use case can make full use of smart contracts. 

Therefore, smart grids would benefit very much from 

blockchain technology.  

Figure 3: Use Case Identification Framework with examples 



The third use case, foreign currency payments, presents 

another interesting example. Regarding the intermediary, the 

blockchain is being established as an intermediary between 

banks, however, the bank as the visible intermediary between 

two parties of a financial transaction does not get replaced, 

although time and cost benefits can be realized. Therefore, 

the blockchain does not replace an existent intermediary. 

Furthermore, since even without the blockchain an 

intermediary for international financial transactions is 

existent, no new intermediary is being established by using a 

blockchain. Nonetheless, for the banks, thus the 

intermediaries themselves, the blockchain provides a new, 

comfortable basis for flexible transactions. However, the 

motivation for this use case lies in the danger of the bank’s 

business model being completely replaced by blockchain. 

Thus, to prevent two parties from making foreign currency 

transactions on a public blockchain without a bank as an 

intermediary, the bank itself needs to find a way to keep its 

customers, in this case with the private blockchain between 

banks. As a result, for this use case the third scenario in the 

first category is true. Concerning the data category, data 

from financial transactions are very sensitive, thus it is very 

important that those data are protected from manipulation. 

Additionally, banks need to be able to verify their payments, 

thus all payment transactions need to be transparent and 

made available permanently. Therefore, a documentation of 

transactions as it is possible with the blockchain is rated as 

being very important. Taking a look at the possible 

automation, the automation potential of this use case is not 

very high. Although the blockchain would enable banks to 

transfer money fast and cost-effectively within the 

blockchain, a complete process automation from the 

customer request to the transfer between banks to the transfer 

of the foreign bank to the foreign customer can probably not 

be completely automated. Nevertheless, a partial automation 

is possible and necessary for the fast processing of 

international payments. As a conclusion, although this use 

case would make international payments not as fast as direct 

transactions between two parties on a blockchain and 

although the process is not very automatable, the blockchain 

fulfills all requirements necessary for the handling of 

sensitive financial data. Additionally, it is a very important 

use case for banks to consider, since it enables them to 

compete with public blockchains and keep their customers. 

Therefore, banks would benefit from blockchain technology 

for this use case. 

The fourth and last use case describes the exchange of 

internal invoices between subsidiaries and the parent 

company. In regard to the first category, intermediary, a 

blockchain would replace an already existing internal system 

of documenting transactions. However, it could not 

completely replace this system, since not all data can be 

saved on the blockchain and thus an external database to 

which the blockchain could reference would still be 

necessary. Furthermore, time and cost savings could 

probably not be realized since transaction data would still 

need to be manually entered and the process of doing this 

would not be simplified. Additionally, all subsidiaries would 

most likely still be required to maintain their own, separate 

accounts. Therefore, replacing the existing system would not 

be beneficial. Since without the blockchain as an 

intermediary, an internal system already exists, no new 

intermediary can be established. Also, the intermediary 

being used as well as the users of the system are both part of 

the same company, thus the possibility of a replacement is 

no threat to the company since it can always actively decide 

against it. Therefore, the potential replacement of an 

intermediary is no motivation for the company to realize a 

blockchain use case. Analyzing this first category, none of 

the three scenarios can be rated as true, which means that the 

use case would hardly benefit from blockchain technology 

and in general, the analysis could stop at this point. However, 

in this evaluation the second and third category are also being 

assessed to provide a complete analysis. The data being 

handled in this use case are sensitive financial data that need 

to be protected from manipulation. Additionally, 

transparency and long-term availability is necessary to avoid 

discrepancies in the records of different subsidiaries, thus, 

the importance of data immutability and transparency is very 

high. Regarding the process, the use of blockchain for the 

exchange of internal invoices could not offer significantly 

more automation potential than any other system. Although 

smart contracts can be used to automate parts of the process, 

this can also be done with different systems, thus, the 

automation potential is not a motivation for using blockchain 

technology in this process. In conclusion, since no scenario 

in the first category can be rated as true and additionally the 

automation potential by using smart contracts is not very 

high compared to other systems, this use case would hardly 

benefit from blockchain technology.  

Applying the canvas 

After all 4 use cases have been evaluated, 3 use cases are 

considered as being able to benefit from blockchain 

technology, while one use case is not suitable for using 

blockchain. In this next step, one use case will be analyzed 

more deeply by applying the use case canvas and evaluating 

the 5 categories explained in the canvas. For this purpose, the 

smart locks use case will be used.  

Firstly, there are two main characteristics of the blockchain 

application in this use case that provide added value 

compared to any existent solution: The first benefit is the 

absence of any physical key: Instead, the virtual key can be 

transferred to and from users without the requirement of the 

physical presence of an intermediary. The second benefit is 

that the owner of the object is guaranteed to receive the rental 

money and deposit amount, since the smart contracts ensure 

that the virtual key is only transferred if the money has been 

paid. If the rental period is over, the key is automatically 

taken away from the phone of the one using the object. Thus, 

he cannot keep using the object unless he transfers more 

money to the owner on the blockchain. The immutability of 

smart contracts is one of the main values of blockchain 



technology, once the rules of a smart contracts are set, they 

cannot be manipulated. Furthermore, since the absence of a 

physical key is a new and unique improvement compared to 

previous processes, and the owner does not need to worry 

about missed payments, both benefits have a high rating.  

Secondly, four types of data need to be stored on the 

blockchain: The deposit amount, rental price and rental 

duration for which the rental price is valid are necessary for 

the smart contracts to correctly release the virtual keys. The 

owner of the object needs to determine these values and save 

them on the blockchain in a smart contract. Additionally, 

since the smart contract triggers the transfer of the virtual key 

to the user of the object as soon as he made a correct 

payment, data related to this virtual key needs to be saved on 

the blockchain, to make sure that the correct key gets 

transferred and to ensure the security of the key. All four 

types of data have a high ranking, since transparency and 

immutability of the transactions can only be guaranteed if all 

of these data are saved on the blockchain.  

Thirdly, the blockchain is a decentralized network with 

several partners, so it needs to be determined who needs to 

have access to the blockchain. On the one hand, the owners 

of every object secured with a smart lock need to be able to 

access the blockchain to create smart contracts related to 

their smart lock. On the other hand, people who want to rent 

these objects also need access, to be able to make the 

necessary transactions to trigger the smart contracts. Since 

the concept only works with both network partners, both 

have a high ranking. This concept suggest the use of a public 

blockchain, to ensure the availability to every person 

interested in the secure renting of objects. However, for 

closed communities a private blockchain could also be 

suitable. An example for this kind of community could be 

carsharing, where users need to register to be able to rent a 

car whenever they need one, which could provide the car 

owners with an additional feeling of security.  

The fourth aspect of the canvas is concerned with the values 

or rights that get transferred on the blockchain, i.e. the 

purpose of the transactions stored on the blockchain. In this 

use case, the right to use an object for a specific price and 

duration gets transferred to the one renting the object. This 

right can be received by transferring money on the 

blockchain, and will be revoked after the rental period is 

over, therefore, it also receives a high ranking.  

Lastly, the automation aspect investigates which parts of the 

process can be automated with smart contracts. With smart 

locks, the key transfer in the beginning and the end of the 

rental period is completely automated after the transfer has 

been triggered by the payment of the price and deposit. 

Additionally, after the person renting the object has made the 

payment, the further handling of the money is also 

automated, meaning the deposit amount is kept on the 

blockchain and later automatically re-transferred after the 

virtual key has been returned. However, for the advantages 

the blockchain offers for the use case, the first automation 

potential is more important than the other one, therefore it 

receives a high ranking, while the importance of the second 

automation scenario is ranked as medium.  

EVALUATION OF FRAMEWORK AND CANVAS 

Both the use case identification framework and the use case 

canvas were developed in an iterative way. A first version of 

the canvas was designed to provide a tool for a better 

understanding of the requirements that a certain use case 

would have for a blockchain. This version already included 

the five categories. After some testing, it was realized that 

sometimes several possibilities exist to implement a suitable 

blockchain, therefore it was decided to add a rating to every 

aspect of every category to prioritize which aspects are must-

haves (high rating), should-haves (medium rating) or could-

haves (low rating). Additionally, the description of every 

category has been refined in several steps in order to achieve 

the best possible guidance on evaluating the use case. 

However, after several use cases had been utilized to test the 

canvas, it became clear that the canvas is most useful if a 

basic understanding of the usefulness of blockchain 

technology for a specific use case is already present. 

Therefore, to prepare use cases for the application of the 

canvas, a framework was developed to identify suitable use 

cases. This framework should use three main characteristics 

of blockchain as categories to find out if these characteristics 

are needed in the use case. In the first design, open spaces 

were used for each category and scenario to enable the user 

to describe how each aspect gets evaluated. However, after 

testing the framework, feedback emerged that with the open 

text boxes, it does not become clear what the user should 

include, and additionally redundancies between the 

application of the framework and the canvas can occur. 

Therefore, it was decided to adapt the framework and use 

multiple choice questions to better fit the need for a simple-

to-understand, useful tool to evaluate blockchain suitability.  

Evaluation of the framework and the canvas was conducted 

both internally and externally as soon as the first designs 

were finished. Internal testing included the research of 

possible use cases in several domains, which would then be 

used to apply the framework and the canvas. This internal 

testing lead to some revisions and redesigns. After the 

internal testing, an external workshop with a large German 

telecommunication provider which was organized by the 

authors of this paper was used to receive further feedback. 

The workshop participants made a list of 9 use cases which 

they encounter in their every-day work life, and then applied 

the use case identification framework to 7 of these use cases 

while working together in small groups. After 5 use cases 

have been identified as being generally suitable for 

blockchain technology, the use case canvas was applied. 

After this application, those use cases were discussed with 

all groups, to receive 4 prioritized use cases for blockchain 

applications. During the workshop, the participants were 

observed to find out how well the framework and the canvas 

suited their needs for the task they had to perform. 

Additionally, feedback was collected after the workshop. 



This external evaluation was then used to make further 

adjustments to both the framework and the canvas.  

DISCUSSION AND CONCLUSION 

Value of Framework and Canvas 

The identification framework and use case canvas presented 

in this paper will aid in guiding practitioners in exploring 

blockchain opportunities and deciding which parts of their 

business could benefit from blockchain technology. There 

are two possible scenarios in which framework and canvas 

would help practitioners in the beginnings of their 

blockchain implementation: In the first scenario, a 

practitioner might be interested in blockchain, but is still 

unsure which use cases of his company could benefit from 

the new technology. He can then use the framework to gain 

a first overview on possible use cases and to rate the 

suitability of each of those use cases to prioritize future 

implementations. In a second step, he can then use the canvas 

to further explore highly prioritized use cases and gain an 

understanding on how a blockchain for this use case could 

be used. As a result, he has a list of suitable use cases and 

knows how blockchain could improve those use cases. He 

can use this input to further guide the implementation of one 

or several blockchain applications. 

In a second scenario, another practitioner might have a 

specific use case in mind that she would like to use 

blockchain for, but she has no real knowledge on how the 

implementation of blockchain technology for this use case 

would look like. To change this, she can use the canvas to 

explore the different aspects of a blockchain and use this as 

a first draft for a later implementation.  

While both the framework and the canvas can be applied 

separately, they also work together very well. The 

framework explores the basic suitability for blockchain, 

while the canvas uses the results from this analysis to 

elaborate on the specific advantages and functions the 

blockchain enables for a certain use case.  

Integration into the research environment 

The proposed use case identification framework and use case 

canvas can be integrated into the research environment by 

comparing them to the related work. The Business Model 

Canvas [7] as well as the design thinking approach [12] have 

very exploratory characteristics. They guide the user through 

different categories by explaining them and inviting the users 

to apply them to their own use cases. While the Business 

Model Canvas has nine distinct categories which in 

combination provide the user with a complete understanding 

of the business model, the design thinking approach guides 

the user through an iterative refinement process resulting in 

a finished prototype. While both approaches are rather 

creative and open, the use case canvas described in this paper 

is comparable to the Business Model Canvas, as it also 

explains 5 distinct categories of blockchain application 

which need to be understood and applied separately to gain 

a complete understanding of the use case. Since the Business 

Model Canvas is now a broadly used tool in the business 

sector, it can be anticipated that the use case canvas could 

meet the same approval and usefulness.   

A comparison with the framework proposed in the paper by 

Wüst and Gervais [14] is especially interesting since they 

discuss the same topic: Blockchain adoption. They 

exclusively use yes/no questions for their framework which 

could be answered independently, guiding the user through 

several questions to reach a conclusion regarding which type 

of blockchain, if any, should be used. In the framework 

proposed in this paper, the first category also consists of 

yes/no questions, however, they are structured differently, 

because the user needs to understand all three scenarios in 

order to decide which scenario fits his use case. For the 

evaluation of the other two categories, the user needs to 

decide on an answer based on a four-point scale, meaning he 

has to carefully evaluate the category before deciding on an 

answer. In general, the framework described in this paper is 

more open in that it does not simply offer a yes/no answer, 

but the possibility of prioritizing several possible blockchain 

use cases and understanding why each use case is more or 

less suitable for blockchain. 

Evaluating the type of questions asked in both frameworks, 

the one proposed in this paper presents three main 

characteristics of blockchain (the role of an intermediary, 

data immutability and transparency, smart contracts) and 

aims at exploring how much the use case that is being 

analyzed needs those characteristics. Wüst and Gervais also 

explore the intermediary characteristic by asking questions 

about the amount of partners in the network, which directly 

leads to the necessity of an intermediary, whether or not they 

are known, the amount of trust that these partners enjoy and 

the existence of a trusted third party, the intermediary 

himself. They also mention the data category, but only ask a 

question about the requirement of long-term storage, without 

explaining data immutability and transparency. They also do 

not mention the possibility of process automation by using 

smart contracts. Instead, they give a recommendation about 

which type of blockchain would be the most suitable 

(permissionless, public or private permissioned). 

Furthermore, they use 6 questions in their framework but in 

most cases the user only answers a few of them, since at 

almost every decision point, one answer leads to the “Don’t 

use Blockchain” decision. This means that the decision 

process might be terminated after only one question, which 

is probably not suitable to provide a high-quality blockchain 

decision. Instead, it might be more suitable to first decide 

whether or not a blockchain should be used, then to 

understand what characteristics this blockchain should have 

and then use this knowledge and understanding to make a 

well-founded decision about the type of blockchain. The 

proposal of first using an identification framework and then 

a canvas supports this viewpoint and aims at providing 

comprehensive guidance on the application of blockchain 

technology to a specific use case.   



Limitations 

There are some limitations to the analysis framework 

presented in this paper. Firstly, other than the paper by Wüst 

and Gervais [14], no decision on which type of blockchain 

would be the most suitable is being made. However, a well-

founded decision on this question can only be made after the 

information gathered in the canvas has been completed, and 

would therefore needed to be realized as a third step to the 

analysis framework. It is therefore outside the scope of the 

framework and canvas presented in this paper. 

A second limitation would be that there are no clear rules 

regarding which results in the three categories of the 

identification framework lead to which decision regarding 

the final question of how much the use case would profit 

from blockchain technology. This ambiguity could however 

benefit the user, since it requires him to really understand the 

use case and its requirements. 

Lastly, the framework does not include a category 

acknowledging those blockchain characteristics that could 

negatively influence the decision to adopt blockchain, for 

example the issue of data privacy which receives increasing 

importance with the new GDPR regulation. Adding such a 

category could be included in future refinements of the 

analysis framework.  

Future Work 

Future work founding on the results of this paper could 

include additional studies with practitioners to test the 

framework and canvas. Workshops with companies could be 

used to further improve the analysis framework and test its 

applicability for different industries.  

Furthermore, another refinement of the identification 

framework could include a prioritization of the data and 

process categories as well as a coding of the answer 

possibilities with numeric values, which could then be used 

to calculate an overall score for each use case to aid in the 

decision making process.  

Lastly, the two-step approach of the analysis framework 

could be extended to a three-step approach, with the third 

step including a transaction model of which transactions are 

being written on the blockchain and an overview on the smart 

contracts used for automation. This step could also include 

the selection of a suitable blockchain technology, e.g. if a 

public or a private blockchain would be most suitable. It 

should also be noticed, that the analysis framework is based 

on the currently available blockchain technology, and should 

be adjusted if technological advances are being made.  
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ABSTRACT
Recently we presented a single-party cryptographic timestamp-
ing mechanism based on proof-of-sequential-work, which we
proved secure in the universal composability framework [16].
This paper describes this construction and its security claims
and uses it to construct a multi-party permissioned blockchain
protocol and show that it achieves an immutability notion.
Finally we discuss applications of this protocol, including
unpermissioned blockchains, and how these may benefit.
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INTRODUCTION

Blockchain immutability
The primary goal of a blockchain protocol is to achieve con-
sensus over state between all participating nodes. This process
is simplified by the append-only nature of the blockchain struc-
ture. Whenever new information needs to be added to the state,
a new block is created and added to the chain. With the ex-
ception of temporary forks, which are resolved by erasing the
latest blocks, the state is only updated by adding new blocks.
After a certain point in time, a block is considered immutable
as it becomes unfeasible for it to be erased or changed. This
fact allows nodes to reach consensus on the whole state by
agreeing only on the latest changes in the state.

Immutability in blockchains has mainly been studied as an
element that allows for proof-of-work (PoW) consensus, but
has not been studied widely as an individual characteristic.
The first comprehensive paper in Bitcoin presented the ab-
straction of the Bitcoin blockchain and proved its security in
a partially synchronous setting [9]. This paper was followed
by numerous other papers investigating different aspects of
Bitcoin. The same team followed up their work with a proof
of Bitcoin with chains of variable difficulty in [10]. In [21],
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Bitcoin is proved secure in the asynchronous model and [1]
presents a fully-composable treatment of Bitcoin.

All of these papers prove that consensus in Bitcoin (more
broadly, proof-of-work consensus) works in part because of the
immutability provided by the blockchain structured combined
with proofs-of-work.

The proof-of-work based consensus of Bitcoin provides strong
guarantees for immutability. Informally, adversaries that do
not have a majority of the total hashing power invested in the
proof-of-work can succeed at rewriting previous blocks in the
network only with success probability that is exponentially
small in the depth of rewritten blocks. Moreover, even against
adversaries with a fraction α > 0.5 of the total hashing power,
the adversary is computationally restricted in how deep it can
rewrite blocks in a certain amount of time, i.e. on average after
time T the adversary can only successfully rewrite blocks in
the network up to T · α/(1 − α) time deep.

However, there exist various problems relating to the proof-of-
work based consensus of Bitcoin. First, it requires a mining
reward as an incentive to compute proofs-of-work and con-
tribute to the security of Bitcoin [20], which is natural for
cryptocurrencies, but is not a generic solution for all possi-
ble applications of blockchain. Second, the mining reward
causes undesired effects threatening the aimed decentraliza-
tion of Bitcoin, namely it causes centralization via mining
pools (for miners to obtain frequent small rewards instead of
very rarely obtaining large rewards) as well as via specializa-
tion (larger more efficient mining operations can reduce costs
and increase profits) [12]. Third, Bitcoin does not seem to
be sustainable given that the world-wide energy consumed in
computing proofs-of-work for Bitcoin now exceeds that of
entire countries1.

In light of the above issues related to proof-of-work consen-
sus, attention is turning towards other consensus mechanisms,
such as proof-of-stake [3] and proof-of-space [8]. These non-
PoW systems can ensure consensus for participants which are
(almost) continuously connected to the protocol [7, 15, 19].
However, the consensus guarantees achieved in the protocol
do not directly apply to parties that are mostly offline. For
the same reasons, these systems are vulnerable to long-range
attacks where parties can easily construct multiple blockchains
that returning parties cannot distinguish from the real one [22].
Proof-of-work based systems do not have this problem, as
creating valid blockchains requires an investment in computa-
tional work and time.

1https://digiconomist.net/bitcoin-energy-consumption
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When getting rid of proofs-of-work, the notion of immutability
is maintained by punishing misbeahavior through incentives
[3] or by constantly connecting to the the protocol in order
to have an updated chain [11]. While this notion might be
considered sufficient in certain contexts, it provides weaker
guarantees than the PoW setting. We will call this notion weak
immutability as it is not intrinsic and requires either incentives
or monitoring to be achieved. In this paper we will seek im-
mutability in a similar sense to the one found in PoW systems.
We will say a blockchain has strong immutability if protection
against malicious changes is obtained via a computationally
hard problem. Note that, similar to a complexity class, strong
immutability is parametrized by the difficulty of the computa-
tional problem, meaning that a blockchain is not necessarily
more secure by having strong immutability. In particular, for
a PoW blockchain to be secure it must maintain honest major-
ity against the strongest possible adversary. In practice, this
means that given one choice of a PoW function, at most one
blockchain which uses that function can be considered secure.

Besides this distinction being theoretically interesting, we
believe that it has consequences in the practical sense as well.
Most of the users of a blockchain are not involved in the
protocol as miners or maintainers of the chain. In practice,
these parties connect sporadically to the network to read the
blockchain in order to create new transactions or verify ones
that they receive. Given this behavior, strong immutability is
required.

Cryptographic timestamping
The immutability of blockchains is closely linked to the times-
tamping problem. In the seminal Bitcoin paper [20] the author
presents the blockchain as a timestamp server which requires
no trusted party. In particular, efficiently rewriting blockchains
can be prevented by cryptographic timestamping.

Originally, Bayer, Haber and Stornetta considered time-
stamping digital documents as well as digital signatures [2,
14]. The security of proposed solutions relies on trusted parties
and broadcasting blockchains where any malicious behaviour
will be caught.

Other proposed solutions include encoding messages in
blockchain transactions, in particular in Bitcoin transactions
[5, 13], where security relies on the immutability of the under-
lying blockchain.

Recently we presented a single-party cryptographic timestamp-
ing mechanism based on proof-of-sequential-work, which we
proved secure in the universal composability framework [16].
This paper will briefly review this construction and its security
claims and apply it to achieve certain notions of immutability
in the multi-party blockchain setting.

PRELIMINARIES
Time.
We consider a setting where time is essentially continuous,
but it may be divided into intervals of time of a certain length
which will be context-dependent. For instance, when a party
computes a certain slow function at a rate of γ, then a time-
step for this process will be 1/γ long, but for rounds of a

(network) protocol this may be a pre-agreed length of time.
Parties are equipped with synchronized clocks with at most an
insignificant difference in time with respect to rounds of net-
work protocols. We assume that timestamps can be described
in bitstrings of length θ at a sufficient granularity.

Public-key signatures.
We assume a public-key infrastructure Σ for digital signatures
that is existentially unforgeable. I.e., we assume that no at-
tacker will ever be able to create any kind of forgery for a
public-key where he does not know the corresponding private
key. Given a public key pk message m and a signature s, any
party may verify it by calling the function Σ.verify(pk,m, s).

Cryptographic hash function.
Let H : {0, 1}∗ → {0, 1}λ be a collision-resistant cryptographic
hash function, i.e. we assume no collisions will ever be found.

Merkle Trees.
Merkle Trees are balanced binary trees, where the ordered
leaf nodes are each labeled with a bitstring, and where each
non-leaf node has two child nodes and is labeled by the hash
of its children’s labels. The root hash of a Merkle Tree equals
the label of the root node. Merkle Trees allow for short set
membership proofs of length O(log(N)) for a set of size N.
For convenience we define some interface functions that deal
with Merkle Trees in some canonical deterministic way.

MT.root(T ) computes the root hash h of the Merkle Tree for
some ordered finite sequence T ∈ ({0, 1}∗)∗ of bit strings
and outputs h ∈ {0, 1}λ.

MT.path(T, v) outputs the Merkle path described as a se-
quence of strings (x0, . . . , xl) where x0 = v, xl =
MT.root(T ), xi ∈ {0, 1}λ and either xi+1 = H(xi||H(xi−1))
or xi+1 = H(H(xi−1)||xi) for all i > 0.

MT.verify(P) given an input sequence P = (x0, . . . , xl) out-
puts accept if P is a valid Merkle path. It outputs reject
otherwise.

With a slight abuse of notation we also use MT.root(T ) re-
cursively, i.e., if one of the elements S of T is not a bit-
string but a set or sequence, we use MT.root(S ) as the bit-
string representing S . E.g., if T = (a, b, S ) with bitstrings
a, b ∈ {0, 1}∗ and a set of bitstrings S = {c, d, e}, then
MT.root(T ) = MT.root((a, b,MT.root(S ))). This similarly ex-
tends to MT.path(T, v), e.g., where v ∈ S in the previous
example.

SINGLE-PARTY CRYPTOGRAPHIC TIMESTAMPING

Proofs of Sequential Work (PoSW).
Informally proofs of sequential work are proofs that some
long and inherently sequential computation was performed,
whereas any verifier can quickly verify the correctness of the
proof. We use an extended notion of proof of sequential work
to make it variable time, where one does not have to choose
the strength in advance, but whose strength continuously in-
creases with time spent computing it. More formally, we
consider a non-interactive variable-time PoSW to be a triple
of algorithms (PoSW.gen,PoSW.extend,PoSW.verify) with
security parameter µ and parameters g, v ∈ N as defined below.
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PoSW.gen(x, s) is a slow cryptographic algorithm that for an
input x ∈ {0, 1}∗ and strength s ∈ N computes an output
(p, s) ∈ {0, 1}µ × N in s · g parallel time steps.

PoSW.extend is a slow cryptographic algorithm that for in-
puts x ∈ {0, 1}∗, (p, s) = PoSW.gen(x, s) and s∗ ∈ N returns
the output (p∗, s+ s∗), where (p∗, s+ s∗) = PoSW.gen(x, s+
s∗), in s∗ · g parallel time steps.

PoSW.verify(x, p, s) is a fast cryptographic algorithm that for
inputs x ∈ {0, 1}∗, p ∈ {0, 1}µ, and s ∈ N outputs accept if
(p, s) = PoSW.gen(x, s), and reject otherwise, in at most
s · v time steps.

We require perfect correctness:

PoSW.verify(x,PoSW.gen(x, s)) = accept

for all x ∈ {0, 1}∗ and s ∈ N. The PoSW is called secure
if no efficient adversary given a challenge x with sufficient
min-entropy can compute values (s, p) in less than s ·g parallel
time steps for which PoSW.verify(x, p, s) = accept with non-
negligible probability. The usability of the PoSW is the factor
g/v by which verification is faster than generation of the proof.

A candidate construction that satisfies this notion is the Sloth
construction by Lenstra and Wesolowski [17] that iterates
modular square root and (keyed) binary permutation functions.

In this work we will assume that every party and the adversary
have access to certain computational resources (a CPU running
at some clock speed) or some specific optimizations which
implies that they each can compute proofs of sequential work
at a certain (potentially distinct) rate γ. So for every party
we model their capability to compute PoSW as a slow oracle
F PoSW
γ as defined in Algorithm 1 that beneath interacts with a

global random oracle PoSW.

Algorithm 1: Oracle F PoSW
γ

Setting: The oracle is parametrized by a PoSW-rate
γ > 0. Let PoSW : {0, 1}∗ × N→ {0, 1}µ be a
global random oracle each oracle instance has
access to. The oracle also has access to a global
clock clock (to exactly measure time elapsed
computing the proof of sequential work).

The oracle functions as follows:
1 Let Q := ∅ be the (initially empty) query log;
2 On input (start, x) at time t:
3 Update Q← Q ∪ {(x, t)};
4 On input (output, x) at time to:
5 Let ti be the earliest time such that (x, ti) ∈ Q, return

⊥ if there is no such ti;
6 Let s := d(to − ti) · γe be the strength of the resulting

proof and p := PoSW(x, s);
7 Return (p, s) at time ti + s/γ =: to + ε, with

0 ≤ ε < 1/γ;
8 On input (verify, x, p, s):
9 Return accept if PoSW(x, s) = p and reject

otherwise;

The SingleLipwig protocol
In this section we present our recent single-party SingleLipwig
protocol [16] and its security claims.

Consider party P with public key pk that can compute PoSW
at rate γ > 0, who thus has access to a functionality F PoSW

γ .

Party P will run protocol SingleLipwig as described in Algo-
rithm 2.

He will wait till he obtains some msg to output, at which point
he will create his next block containing a hash pointer to the
previous block, the msg, a PoSW and a signature.

The output of party P running SingleLipwig can be verified by
any (γ, ε)-SingleLipwig-verifier as described in Algorithm 3,
where γ is the PoSW-rate γ of P and ε ≥ 0 is the time P
requires to execute steps 3–5 of SingleLipwig. We call ε the
PoSW-interrupt time of P.

Algorithm 2: SingleLipwig
Setting: Assume that party P with public key pk has

access to F PoSW
γ for PoSW-rate γ > 0.

1 Initialize prev := H(pk), t0 := clock();
2 Send (start, t0||prev) to F PoSW

γ ;
3 for i = 0, . . . do
4 Wait till message (record,msgi);
5 Retrieve (pi, si) by querying F PoSW

γ (output, ti||prev);
6 Create signature sigi for MT.root(datai), where

datai = (H(pk), i, prev, ((ti||prev), (pi||si)),msgi);
7 Set blocki ← (datai, sigi), prev← MT.root(blocki),

and ti+1 ← clock();
8 Send (start, ti+1||prev) to F PoSW

γ ;
9 Output (blocki, ti+1);

10 end

Algorithm 3: (γ, ε)-SingleLipwig-verifier
Input: A sequence C = ((block0, t1), . . . , (blockl, tl+1)) for

public-key pk output by SingleLipwig
Output: ⊥ or a sequence (msg0, age0), . . . , (msgl, agel)

1 Output ⊥ if not all blocki are correctly signed:
blocki = (datai, sigi) where sigi is a valid signature of
MT.root(datai) for public key pk;

2 Output ⊥ if not all datai are correctly formed:
datai = (H(pk), i, previ, poswi,msgi) where prev0 = pk,
previ = MT.root(blocki−1), and
poswi = ((ti||previ), (pi, si)) for some msgi, pi, si;

3 Output ⊥ if not all poswi are correct PoSW:
poswi = ((ti||previ), (pi, si)) where
pi = PoSW(ti||previ, si);

4 Output ⊥ if not all PoSW are strong enough:
5 si ≥ (ti+1 − ti − ε) · γ;
6 Output {(msgi, agei = tl+1 − ti+1) | 0 ≤ i ≤ l};

The following properties of the algorithm SingleLipwig to-
gether with a (γ, ε)-SingleLipwig-verifier have been proven in
the universal composability framework for sufficiently large
security parameters κ, λ and µ.
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Theorem 3.1 ([16]). (1) The output of an honest P run-
ning the algorithm SingleLipwig with PoSW-rate γ and PoSW-
interrupt time ε will be accepted by any (γ, ε)-SingleLipwig-
verifier.

(2) When a honest P is corrupted at time Tcorr by an adversary
with PoSW-rate γ · α and PoSW-interrupt time ε/α with α ≥ 1,
any sequence C = ((block0, t1), . . . , (blockl, tl+1)) output by
the adversary at time Toutput that is accepted by any (γ, ε)-
SingleLipwig-verifier satisfies the following properties except
with negligible probability:

1. Let A = Toutput − Tcorr be the time passed since corruption,
then either C contains all blocki created by the honest P at
least A · α time ago or none.

2. Any blocki created by the adversary has claimed age agei =
tl+1 − ti+1 (cf. Algorithm 3) at most A · α.

3. Any blocki created by the adversary at time Ti has claimed
age agei at most (Toutput − Ti) · α.

PERMISSIONED BLOCKCHAINS
Permissioned blockchains could be a solution to many practi-
cal problems faced by governments and enterprises. Cooper-
ation between mutually mistrusting entities can only emerge
when a party has assurances that power will not be abused. In
practice, these cooperations can only happen through trust on
a third party (most likely the government). These processes
take considerable time, energy and money, elevating costs
and affecting efficiency. Blockchains can solve these issues
by providing a trusted ledger which provides the necessary
assurances.

Permissioned blockchains should provide a ledger that any
participant can add to according to preset rules. Distributed
consensus means that no single entity has enough power to
arbitrarily modify the ledger. There exist multiple efficient
protocols for consensus in a permissioned network. Permis-
sioned consensus requires a trust in identities (through a PKI
or otherwise), trust that enough parties will not collude. Dis-
tributed consensus has existed for a long time, so what exactly
do blockchains offer beyond distributed consensus?

Compared to classical consensus protocols, blockchains offer
two primary advantages: the ability to function in an unknown
network and cryptographic immutability. The former is ir-
relevant in the context of a permissioned network, especially
because this comes at a large efficiency (and economic) cost.
Therefore, the main feature of blockchains in this setting is
immutability. Blockchains prevent any entity from arbitrarily
rewriting anything written in it. The blockchain structure en-
sures that any change propagates throughout the whole chain.
Changing a block becomes equivalent to recreating the entire
succeeding section of the chain. If creating each block in the
blockchain is hard enough, we can consider it immutable.

Immutability is generally studied through its relationship with
consensus. In non-PoW blockchains, it is shown that the ad-
versary cannot disrupt consensus on the recent state of the
chain. However, these systems are vulnerable to long-range
attacks, as it is easy to emulate the execution of the protocol

[22]. If a sufficient number of identities become adversarial at
some point in time then in principle they can efficiently rewrite
the entire ledger almost immediately. In a permissioned net-
work consisting of a known (possibly small) number of known
parties, the risk of an adversary corrupting enough parties
is especially relevant (particularly if all parties use the same
software, which should be expected) [23].

Bitcoin’s PoW paradigm avoids this problem because rewrit-
ing a chain implies re-doing all the necessary work. Beyond
hash collisions, rewriting a block is equivalent to disrupting
consensus. In PoW-based systems, even if consensus breaks
down because of an adversarial majority, the blockchain still
offers some guarantees against rewriting. Alternatively, if a
blockchain does not use proofs-of-work, an adversarial major-
ity can, in principle, efficiently and arbitrarily rewrite every-
thing whenever it gains control of a majority of the network.
We postulate that this resistance to modification even with a
majority adversarial corruption is the strongest advantage of a
blockchain in a permissioned setting.

Unfortunately, proof-of-work consensus does not provide
these guarantees in a permissioned setting. Security in proof-
of-work blockchains comes from the amount of computational
power that the adversary has access to, in comparison with
the network. In large permissionless networks like Bitcoin
and other cryptocurrencies, it is unfeasible for an adversary to
have access to more computational power than the rest of the
network combined. Therefore, a new blockchain must have a
network with enough computational power to be resilient to
attacks from the networks that maintain these cryptocurencies.
For example, this is what causes merged-mining sidechains to
be vulnerable to rewriting attacks [6].

Sensing this attack vector, multiple cryptocurrencies have
adopted different proof-of-work functions that weaken these
attackers. Bitcoin mining today relies on application-specific
integrated circuits (ASICs); it is possible to choose a func-
tion where this specialized hardware provides little advantage.
Multiple cryptocurrencies have chosen this road in order to
sidestep this problem [4]. This solution does not work in a
permissioned setting, as these networks are likely to be small.
A malicious party could easily get access to enough compu-
tational power to rival that in the network. The only way to
prevent this is to invest considerable amounts of computational
power in the network, which is not cost-effective. As permis-
sioned networks do not require proofs-of-work to achieve
consensus and do not achieve any immutability from them, we
believe that proofs-of-work have no place in the permissioned
setting, but their role can be filled by proofs-of-sequential-
work.

A Simple Protocol
Using proofs-of-sequential-work prevents arbitrary rewriting
the content inside of a blockchain, even if this blockchain is
maintained by only one party. However, this is not enough
to ensure immutability and provide the trust guarantees that
are expected from a blockchain. Proofs-of-sequential-work
prevent against rewriting something in the history, but can-
not prevent real-time forking. The creator of the chain could
secretly maintain several forks of its blockchain and choose
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which one to present depending on the situation. A corrupt
agent cannot arbitrarily rewrite a chain but can still make mod-
ifications to it in certain conditions. Like any other blockchain
protocol, we require multiple parties to cooperate to achieve a
stronger immutability. What is more interesting is that a single
honest party can prove whether or not a blockchain has been
rewritten in a definitive way.

In our previous model there was only one party, which meant
that the time spent between instances of the proof of sequential
work (denoted by ε) was as small as possible.

We are interested in minimizing this time, but run into a prob-
lem in the multi-party setting where achieving consensus on
the next block takes significant time. If we compute our PoSW
over blocks in the chain, the time between a block being pro-
posed and it being confirmed is time where PoSW cannot be
computed. While getting a larger γ requires an investment to
acquire a faster processor, an adversary can gain an advantage
in ε by creating the block on its own. Even if in practice this
process is almost instantaneous, it forces us to allow weaker
PoSWs; proofs that do not span all the time needed to create
the block. Computing PoSW over the blocks of the chain gives
the adversary a strong advantage for rewriting blocks. Instead,
we propose each participant will maintain their own personal
PoSW chain and together maintain a ledger chain that interacts
with the personal chains.

We will present a simplified model with favorable network con-
ditions and access to an arbitrary consensus mechanism that
has certain desirable properties as described in Algorithm 4.
Our goal will not be to show that consensus is achieved but
instead to show the immutability properties provided by the
blockchain. Besides the advantages provided by the PoSWs
to SingleLipwig, this protocol will additionally benefit from
additional guarantees provided by signatures of each block.
In this simplified construction, we will assume the existence
of some protocol Consensus that achieves certain minimum
security properties which determines the block created at each
round of the protocol.

The protocol MultiLipwig, presented in Algorithm 5, will inter-
act with other parties using Consensus to determine the next
ledger block and locally use SingleLipwig to record its copy
of the ledger block. So each party will record two distinct
chains: its personal chain and the ledger chain. Blocks in the
ledger chain will be represented by blockL

i , while blocks in
party P j’s personal chain will be represented by block j

i .

In order to link the personal blockchains with the ledger chain,
we will add Merkle pointers to the blocks. For simplicity, we
will act as if the participants simply copy the entire blocks.
Each personal block will contain the ledger block created that
round. The new ledger block output by Consensus will con-
tain the personal blocks created in the previous round2, in
order to provide the ledger chain with the security provided
by the proofs-of-sequential-work. While the PoSW are com-
puted over the personal chains and not the ledger chain, every

2In practice, personal chains will contain a simple Merkle root while
the ledger chain will contain Merkle paths to the PoSW, the pointer
to the ledger block and the signature.

Algorithm 4: Consensus for n parties
Setting: Let P j running this protocol in a network of n

parties P1, . . . ,Pn with corresponding public
keys pk1, . . . , pkn. The desired consensus
protocol is parametrized by a minimum number
n/2 < Thr ≤ n of contributing parties and a
maximum run time T .

Input: Ledger chain CL = (blockL
1 , . . . , blockL

i−1) and
SingleLipwig chain
C j = ((block j

0, t
j
1), . . . , (block j

i−1, t
j
i )).

Result:
The protocol runs within time T and either outputs
(blockL

i , sigL
i, j) or abort. The new block blockL

i is of the
following form:(

pkH, i, previ, {blockk
i | k ∈ Pi},msgi

)
where pkH = MT.root(pk1, . . . , pkn), prev1 = pkH for
i = 1 or previ = MT.root(blockL

i−1) otherwise, |Pi| ≥ Thr
and blockk

i is the last block in the SingleLipwig chain Ck

of Pk. The content msgi is also decided by the protocol,
however the format and validity of msgi is application
specific and therefore left unspecified here.
If there are at least Thr honest parties then all honest
parties receive the same output blockL

i and every honest
party Pk receives a set sigL

i,k of signatures on blockL
i of at

least Thr distinct parties.
In all cases, even if all other parties are corrupt, if P j is

honest then it signed at most one candidate b̃lockL
i that

must be valid in the above form including a valid m̃sgi.

personal block contains the ledger block. Therefore, we can
create a Merkle path between the root of the ledger block up
to the root of a personal block, which is the input to the PoSW.
Because we assume that no collisions can be found for the
hash function underlying our Merkle trees, the query to F PoSW

γ
could only come after the ledger block was created. This al-
lows the ledger chain to borrow the proof-of-sequential-work
from the personal chains.

The Consensus algorithm must wait until the threshold of
participants submit their blocks. We require the threshold to
be at more than half the players to allow for external verifica-
tion. After that, it waits for an random amount of time before
outputting a block to all participants, containing all the blocks
for the round that it received. Note that if the block is not
correctly formatted, does not contain a pointer to the latest
block Consensus created or the signature is not valid, then it
is not added to the block.

As we did for SingleLipwig, we will define a (γ, ε)-
MultiLipwig-verifier to verify chains output by MultiLipwig in
Algorithm 6. This verifier will certify the ledger chain (found
encoded in the personal chain) and call the SingleLipwig-
verifier on the personal chain.

Theorem 4.1. (1) If there are at least Thr honest parties,
then the output of any P j running MultiLipwig with PoSW-
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Algorithm 5: MultiLipwig
Setting: Let P j running this algorithm in a network of n

parties P1, . . . ,Pn with corresponding public
keys pk1, . . . , pkn. Assume each has the same
PoSW-rate γ and PoSW-interrupt time ε.

1 P j starts running SingleLipwig;
2 Retrieve (block j

0, t
j
1)← SingleLipwig(record,⊥);

3 Set C j ← ((block j
0, t

j
1)), CL = ∅;

4 for i = 1, . . . do
5 Call Consensus(CL,C j) to obtain (blockL

i , sigL
i, j);

6 Call SingleLipwig(record, (blockL
i , sigL

i, j)) to obtain
(block j

i , t
j
i+1);

7 Append blockL
i to CL;

8 Append (block j
i , t

j
i+1) to C j;

9 Output (block j
i , t

j
i+1);

10 end

Algorithm 6: (γ, ε)-MultiLipwig-verifier
Input: An MultiLipwig sequence

C j = ((block j
0, t

j
1), . . . , (block j

l+1, t
j
l+2))

Output: ⊥ or a sequence (msg0, age0), . . . , (msgl, agel)
1 Call (γ, ε)-SingleLipwig-verifier for C j;
2 if Verifier outputs(

((blockL
1 , sigL

1, j), age1), . . . , ((blockL
l+1, sigL

l+1, j), agel+1)
)

then
3 Output ⊥ if not all blockL

i are correctly formed:
blockL

i =
(
pkH, i, previ, {Bk

i | k ∈ Pi},msgi

)
where

pkH = MT.root(pk1, . . . , pkn), prev1 = pkH,
previ + 1 = MT.root(blockL

i ), |Pi| ≥ Thr and if
j ∈ Pi then B j

i = block j
i−1;

4 Output ⊥ if |sigL
i, j| < Thr for some i;

5 Output ⊥ if there are invalid signatures in some sigL
i, j

There exists s ∈ |sigL
i, j| for some i such that for all

k ∈ [n],Σ.verify(pkk, blockL
i , s) = reject;

6 Output
(
((msg1), age1), . . . , (msgl+1), agel+1)

)
7 else
8 Output ⊥
9 end

rate γ and PoSW-interrupt time ε will be accepted by any
(γ, ε)-MultiLipwig-verifier. Furthermore, the output of any
adversarial party that is accepted by any (γ, ε)-MultiLipwig-
verifier contains the same ledger chain CL as the output of all
honest parties.

(2) If there are less than Thr honest parties but also less than
Thr corrupted parties, then the output of any adversarial party
that is accepted by any (γ, ε)-MultiLipwig-verifier contains a
ledger chain CL

i where each blockL
i is verified and signed by

some honest party. No consensus is guaranteed.

(3) Suppose that Thr parties fall under adversarial control
at time Tcorr. Given an adversary with PoSW-rate γ · α
and PoSW-interrupt time ε/α with α ≥ 1, any sequence
C = ((block0, t1), . . . , (blockl, tl+1)) output by the adversary at
time Toutput that is accepted by any (γ, ε)-MultiLipwig-verifier
satisfies the following properties except with negligible proba-
bility:

1. Let A = Toutput − Tcorr be the time passed since corruption,
then every blockL

i in C of at least A · α time ago is verified
and signed by some P that was honest at that point in time.

2. Any blockL
i created by the adversary has claimed age agei =

tl+1 − ti+1 at most A · α.

3. Any blockL
i created by the adversary at time Ti has claimed

age agei at most (Toutput − Ti) · α.
Proof. Part (1) follows from correctness of consensus and

SingleLipwig. Part (2) follows from the fact at least Thr sig-
natures are required by the MultiLipwig-verifier, requiring par-
ticipation of at least one honest party. Part (3) follows from
Theorem 3.1 and part (2).

Note that while Consensus requires an honest Thr-majority
to ensure agreement, without a corrupted Thr-majority the
adversary still cannot create new ledger blocks without the
verification and signature by some honest party. Thus the
adversary must actually control a Thr-majority of parties to
start rewriting blocks without any verification by an honest
party. But most importantly, even if the adversary completely
corrupts the entire permissioned network then still it is limited
by how many blocks it can rewrite over a period of time that
would be accepted by any external verifier.

Our construction of the verifier assumes that every ledger
block contains a certificate of correctness (the set of signa-
tures) which can be forged the moment the adversary gains
control of enough parties. Different consensus mechanisms
may have different certificates of correctness, like the block
hash in proof-of-work systems. The verifier can be modified
for different consensus mechanisms, but in that case the ad-
versary must not only corrupt enough parties but also be able
to create valid certificates. The need for certificates can be
avoided by requiring the verifier to certify that the personal
blocks contained in each ledger block are correctly constructed
and contain both a signature and a pointer to the previous
ledger block. Signatures in personal blocks can be considered
a commitment to the ledger block that they point to. The
alternative construction implies a higher verification cost in
exchange for a possibly cheaper consensus mechanism.
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APPLICATIONS
We have extended our single party protocol to a permissioned
blockchain. We now briefly present possible applications for
our constructions, including some outside the classical realm
of blockchains.

Semi-private Databases
Advantages of blockchain technology can be also applied to a
centralized setting, in cases where a party is partially trusted.
Assume that an entity (for example a government) maintains
a database of important records (for example, a land registry)
for which temporality is important. This entity is interested in
maintaining the entirety of this database private, while making
entries available to the right parties. In the case of a land
registry, if a party wants to know the particular status of a
piece of land, they can request this information and get a
response. As the database is not public, this party has no direct
way to verify that the information is actually in the registry.
There are ways to prove that the record is in the database, but
it is harder to prove when the record was added.

In parts of Mexico City there are residential areas where land
must only be used for housing unless the land was used for
something other than a house from before this law was passed.
In order to use these residences as commercial units, bureau-
crats are bribed to forge documents that state that the property
has always been used for commercial purposes [18] . Having
a history as a commercial unit allows the owner to “legally”
rent it as a commercial space. If there was a PoSW-secured
database containing these records, it would be possible to
prove that the forged documents are not as old as they claim
to be, preventing this instance of corruption.

Permissionless Blockchains
On the other side of the spectrum, a permissionless blockchain
can also benefit from immutability blockchains created by
SingleLipwig or MultiLipwig, in particular ones without
proofs-of-work.

A non-intrusive method is to use such an immutability
blockchain that collects hashes of blocks from the permis-
sionless blockchain. It can act as a sort of immutability beacon
providing time-lock guarantees about the permissionless chain
to any verifier interacting with the immutability blockchain,
for instance during bootstrapping.

In a more intrusive manner, any permissionless blockchain can
borrow the immutability from the permissioned blockchain
by embedding its blocks into the permissionless blockchain,
much in the same way that the permissioned ledger chain
borrows the immutability from the personal blockchains [16].

In both cases, this requires minimal commitment and trust
of the set of parties executing the immutability blockchain.
As long as this immutability blockchain continues to include
hashes of blocks and correctly compute proofs-of-sequential
work, both easily verifiable, any party can benefit from the
proofs of age provided by it. Moreover, it is easy to start a
new trusted permissioned group that does the same and that
can actually use the entire immutability chain of any previous

group up to that point in time3, making it easy to switch
between immutability blockchains if desired.

In both cases, it can also aid light-weight clients and in fast
bootstrapping, since the immutability chain is significantly
smaller in data size than the permissionless chain and is
quickly verified. Then light-weight and/or bootstrapping par-
ties can more easily rely on the validity of the history and
focus on verification of recent blocks.
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ABSTRACT
Millions of shipping containers �lled with goods move around

the world every day. Before such a container may enter a

trade bloc, the customs agency of the goods’ destination

country must ensure that it does not contain illegal or misla-

beled goods. Due to the high volume of containers, customs

agencies make a selection of containers to audit through

a risk analysis procedure. Customs agencies perform risk

analysis using data sourced from a centralized system that

is potentially vulnerable to manipulation and malpractice.

�erefore we propose an alternative: DEFenD, a decentral-

ized system that stores data about goods and containers in a

secure and privacy-preserving manner. In our system, eco-

nomic operators make claims to the network about goods

they insert into or remove from containers, and encrypt

these claims so that they can only be read by the destina-

tion country’s customs agency. Economic operators also

make unencrypted claims about containers with which they

interact. Unencrypted claims can be validated by the en-

tire network of customs agencies. Our key contribution is a

data partitioning scheme and several protocols that enable

such a system to utilize blockchain and its powerful vali-

dation principle, while also preserving the privacy of the

involved economic operators. Using our protocol, customs

agencies can improve their risk analysis and economic op-

erators can get through customs with less delay. We also

present a reference implementation built with Hyperledger

Fabric and analyze to what extent our implementation meets

the requirements in terms of privacy-preservation, security,

scalability, and decentralization.
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1 INTRODUCTION
In today’s economy, many countries have specialized in pro-

ducing certain goods: the Netherlands grows the most tulips,

China assembles iPhones, and Honduras is the biggest pro-

ducer of co�ee [6]. �ese exports are consumed by people all

over the world, so millions of containers full of goods move

in and out of the world’s ports every day [22].

Before any goods may enter a trade bloc, they must be

cleared by the relevant customs agency. �e customs agency

at the destination country of the goods taxes the goods, and

a�empts to prevent forbidden goods from entering their

trade bloc. However, customs agencies are only able to audit

on the order of 1% of incoming containers due to the high

volume of containers they are processing [24]. �erefore,

customs agencies must determine which small portion of the

containers to examine.

To decide which containers to examine, the customs agen-

cies estimate for each container the risk that it is carrying

illegal or mislabeled goods. Customs agencies audit those

containers with the highest estimated risk. �is risk analysis

depends heavily on the available data and its quality and

reliability.

In a typical scenario, there are two types of parties in-

volved. �e economic operators move goods in and out of

containers and move containers around the world. �e cus-

toms agencies need reliable data on these goods and container

movements for their risk analysis calculations. �e economic

operators create data about their goods and containers, and

customs agencies consume that data. �e transfer of data

from economic operator to customs agency in the current

system is based around a bill of lading.

A bill of lading is an aggregate of information about all

the goods on a single shipment of containers coming into a

port. It is created by the economic operator in charge of that

shipment, and sent to the relevant customs agency at least

24 hours before the ship arrives in the port. �is system has

three major shortcomings:

• �e bill of lading does not tell a customs agency

through which other ports a container of goods may

have traveled.
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• �e bill of lading is an aggregation, so it is not the

original source of data.

• �e bill of lading is only required to be received 24

hours before a ship’s arrival.

�ese shortcomings make it more di�cult for customs

agencies to predict which containers must be audited.

A naive solution to this problem would be to create a cen-

tral trusted authority that collects data from all economic

operators from the various online locations where it is avail-

able [10]. Such a centralized system exist: ConTra�c, a

“web-based geographical information system enabling inter-

active visualization of container movements” collects data

by mining public data repositories of economic operators

[11]. �is centralized approach has several drawbacks. A

central authority could alter the data, and could decide to

exclude or mistreat speci�c economic operators. �erefore,

such a centralized system requires trust, which cannot be

expected of all economic operators and customs agencies in

the world.

�ese security concerns raise the need for a decentralized

system, in which involved parties put their trust into a sys-

tem rather than an organization. �is system should enable

di�erent, mutually untrusted entities to collaborate and be

privacy-preserving, secure, scalable, and decentralized.

We propose a decentralized system named DEFenD: a se-

cure and privacy-preserving DEcentralized system for Freight

Declaration, which enables economic operators and customs

agencies to collaborate in an environment that does not re-

quire centralized trust, also when they do not have a direct

business connection.

In our proposal, economic operators share data about con-

tainers and the goods within them through the network.

When an economic operator inserts or removes goods from

a container, they send this information to the network as an

encrypted claim. �is claim can only be decrypted by the cus-

toms agency at the goods’ country of destination. Whenever

a container changes hands, the involved economic operators

create a signed unencrypted claim specifying the involved

parties, as well as when and where this happened. Any

customs agency can then observe the whole history of the

container in question.

While the entire network can observe the container move-

ments, the package information is only available to the des-

tination agency. �is preserves the privacy of the economic

operators. Any alterations or mismatching data about the

container movements can then easily be detected, result-

ing in a signi�cant increase in the detection of high-risk

containers.

In this paper, to the best of our knowledge, we propose the

�rst decentralized system for freight declaration. �e mecha-

nism currently in use is not reliable, causing signi�cant loss

in container fraud detection accuracy. Our proposal presents

a secure, privacy-aware, scalable system that solves the fun-

damental trust problem in the container shipment industry.

We present the design details of the system using available

blockchain technology, and introduce the key data partition-

ing schema that allows for validation while preserving key

privacy requirements. We believe our proposal will enable

a number of customs agencies and economic operators to

start collaborating in freight declaration without having to

trust any one authority to keep their data secure.

�e rest of the paper is organized as follows. In Section 2,

we present the building blocks of our system; in Section 4,

we describe our proposal; in Section 5 we detail and analyze

our system design; and �nally, we conclude in Section 6.

2 BACKGROUND
A blockchain is o�en referred to as a “shared ledger”, which is

a type of distributed database technology. Many nodes form

a peer-to-peer network that maintains this shared ledger con-

sisting of transactions. �ese nodes use a consensus algorithm

to determine which data may be added to their copy of the

shared ledger.

Nodes in a blockchain network are responsible for main-

taining the data in the shared ledger. In a permissionless

blockchain, such as Bitcoin [19], any internet-connected com-

puter, capable of understanding the blockchain network’s

protocol can participate in the network. In a permissioned

blockchain, only select nodes may participate.

A shared ledger is a distributed append-only database

present on each node. Data is added to the ledger in the

form of blocks. As a new block is added to the ledger, the

nodes synchronize their copies of the shared ledger by apply-

ing the consensus algorithm. In a public blockchain, anyone

can read the data in the shared ledger, while in a private

blockchain, all or some of the data in the shared ledger is

encrypted.

Data is transmi�ed as transactions from one party to an-

other. In Bitcoin, for example, a transaction consists of some

amount of bitcoin being sent from one address to another

[19].

�e consensus algorithm determines how each node adds

blocks of new transactions to its copy of the shared ledger.

Examples of consensus algorithms include Byzantine Fault

Tolerance replication [23] and Proof-of-Work [19] (see Table

1 for more consensus algorithms).

�e key feature of blockchain is that it enables trust without

requiring a central authority, since the truth is determined by
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Table 1: Comparison of blockchain implementations.

Name Maintainer Permission Consensus GitHub
Chain Chain Inc Permissioned Federated Consensus [4] chain/chain

Corda R3 Permissioned (Custom) corda/corda

Ethereum Ethereum Foundation Both Proof-of-Work [19] ethereum/go-ethereum

Hyperledger Fab-

ric

�e Linux Foundation,

IBM

Permissioned (Custom) hyperledger/fabric

Hyperledger

Iroha

�e Linux Foundation Permissioned Byzantine Fault Tolerance [23] hyperledger/iroha

Hyperledger Saw-

tooth lake

�e Linux Foundation,

Intel Corporation

Both Proof of Elapsed Time [3] hyperledger/sawtooth-core

Kadena Kadena LLC Permissioned ScalableBFT [18] (closed source)

MultiChain Coin Sciences Ltd Permissioned Practical BFT [14] multichain/multichain

OpenChain Coinprism Permissioned Partionned Consensus [2] openchain/openchain

�orum JPMorgan Chase & Co. Permissioned Ra� [20] jpmorganchase/quorum

Ripple Ripple Permissioned Ripple [21] ripple/rippled

Tendermint All In Bits, Inc. Permissioned Byzantine Fault Tolerance [23] tendermint/tendermint

an agreed-upon consensus algorithm. As long as the majority

of a network is not collaborating to pollute the blockchain

with incorrect data, its integrity is guaranteed [19].

A�er Bitcoin’s rapid rise in popularity in the past few

years, many di�erent blockchain implementations have emerged;

Table 1 contains a comparison of key aspects of a selection

of such blockchain implementations.

3 RELATEDWORK
In recent years, many companies have explored blockchain

projects and prototypes for their respective industries. �e

container shipping industry is no exception: A.P. Moller��-

Maersk Group (“Maersk” hereina�er) has launched a project

in collaboration with EY (Ernst & Young) and Microso� Cor-

poration to launch a marine insurance blockchain that would

help reduce the market’s ine�ciencies. A prototype of the

platform has been built on Microso� Azure to “make audit-

ing aspects of a shipping supply chain easier, to improve

the tamper-resistance and sharing of data in realtime, and

to enable many di�erent parties to se�le upon the terms

of premiums in a more timely fashion” [15]. �e platform

was to be deployed in January 2018, but no further news has

emerged about it.

4 DEFEND- A DECENTRALIZED SYSTEM FOR
FREIGHT DECLARATION

DEFenD is a secure and privacy-preserving decentralized

system for freight declaration. It is built on a blockchain con-

sisting of a network of certi�ed nodes managed by customs

agencies and economic operators. For DEFenD, we assume

that:

(1) Economic operators trust the customs agency of their

own country. DEFenD must be implemented on a

permissioned blockchain to ensure that only veri�ed

economic operators can submit data; the party that

issues the certi�cates to enable this participation

is the customs agency of the economic operator’s

country of origin; so they must be trusted to not

abuse those certi�cates.

(2) Customs agencies do not trust customs agencies outside

their trade bloc. If there was complete trust between

all customs agencies, a centralized system could be

maintained by one of them; this is not the case.

(3) Packages in the system only move by shipping con-

tainer. We do not consider the movement of packages

by other modes of transportation.

Based upon these assumptions, we aim to achieve the

following goals with DEFenD:

Privacy-preserving. In order to preserve the privacy of eco-

nomic operators DEFenD must support visibility restrictions

on the claims that economic operators post about the goods

chain/chain
corda/corda
ethereum/go-ethereum
hyperledger/fabric
hyperledger/iroha
hyperledger/sawtooth-core
multichain/multichain
openchain/openchain
jpmorganchase/quorum
ripple/rippled
tendermint/tendermint
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Table 2: Fields stored in container and package claims

Field Container
claims Package claims

Container ID
�e ISO 6346 container

identi�cation number [16]

Shipment ID

Concatination of

the ship’s IMO

number [5] and

date of departure

in ISO 8601

format [17]

(N/A)

Package ID (N/A)

�is package’s

identi�cation

number, de�ned

by the shipper

From

Economic

operator who has

this container

(N/A)

To

Economic

operator who

receives this

container

(N/A)

Sender (N/A)

Person /

company who

sends this

package

Receiver (N/A)

Person /

company who

receives this

package

Time
Time of claim submission in ISO [17]

format

Location
Longitude and latitude of the location

at which the claim was made

Weight

Weight of this

container, in

kilograms

Weight of this

package, in

kilograms

Action (N/A)

INSERT if

package was

inserted into

container;

REMOVE if it was

removed”

Contents (N/A)

Description of

this package’s

contents

they are transporting. Most importantly, economic opera-

tors must not have the ability to read the data in each others’

claims. Furthermore, only the customs agencies that are in

the trade bloc that the package is destined for should be able

to read the data in the claims, since economic operators do

not necessarily trust every customs agency.

Secure. Non-repudiation is key to the security of the sys-

tem because we want to make sure an economic operator

can never deny a claim they made. To achieve this DEFenD

must enforce that no economic operator in the system can al-

ter previously submi�ed data. Economic operators can only

submit new data when they have been granted access to the

system by customs agencies. Claims about containers should

only be accepted as long as the economic operators that

submi�ed them are likely interacting with the containers.

Scalable. DEFenD must be able to handle enough transac-

tions to support economic operators submi�ing transactions

at any time. To support a gradual rollout, DEFenD must

be able to track containers and packages even when not all

economic operators in the supply chain participate in the

system.

Decentralized. DEFenD must be decentralized to avoid the

shortcomings of a centralized system, such as the potential

for a central database to be manipulated.

Protocol Overview
To meet these goals given our assumptions, we de�ne DE-

FenD with the following entities:

• Economic operators are companies that either insert

or remove packages from containers or transport

containers. Economic operators submit data about

the goods that they are handling to the blockchain

network in the form of claims.

• Customs agencies process these claims and a�empt

to reach consensus over whether or not to append

submi�ed claims to their shared ledger.

• Containers carry one or multiple packages of goods

in them, and are identi�ed by a container number

that is speci�ed according to the ISO 6346 standard

[16].

• Packages are identi�ed by the combination of con-

tainer number, time and a number identifying them

inside the container.

• Data that is submi�ed to the blockchain network

about containers or packages are referred to as con-

tainer claims and package claims. Claims are data

objects that are signed by an economic operator.

�e DEFenD protocol consists of the following three sub-

protocols:
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Algorithm 1 Validate container claim CX = X
c−→ Y | X by operator X about container c , with validation pool Pc .

procedure Validate(CX , Pc )

T ←qery(c) .�ery blockchain for latest accepted claim about c
if isCustoms(X ) then

accept(CX ) . Start a new trusted chain

else if T exists and T .to = CX.from then
if CY ∈ Pc and CX.from = CY.from and CX.to = CY.to then . If matching claim by Y exists in Pc

accept({CX,CY}) . Accept both claims

Pc ← ∅ . Clear Pc of wrong claims to save memory

else . If matching claim by Y does not (yet) exist in Pc
Pc ← Pc ∪ {CX} . Add CX to Pc

else
reject(CX ) . Only customs agencies may create new trusted chains

(1) �e claim submission protocol (Section 4) speci�es

how economic operators submit data to the blockchain.

It is run on nodes belonging to economic operators.

(2) �e container claim validation protocol (Section 4)

determines whether data submi�ed by economic op-

erators is valid and should be added to the shared

ledger. It is run on nodes belonging to customs agen-

cies.

(3) �e economic operator certi�cation protocol (Section

4) lets customs agencies allow or revoke access to

economic operator in the blockchain network. �e

certi�cation protocol is run on nodes belonging to

customs agencies.

We describe each sub-protocol in detail in the following

sections.

Claim Submission Protocol
Economic operators submit container claims and package

claims to the network. Container claims tell customs agen-

cies how containers are moving around the world, and pack-

age claims tell customs agencies what packages of goods are

inside these containers. �e data �elds in each of these types

of claims are described in Table 2. We depict a container

claim as X
c−→ Y | S , where X is the economic operator that

hands container c to economic operator Y . S is the signer of

this claim and must be the same as either X or Y . In the case

that the next operator does not participate in the system, an

economic operator A should claim A
c−→ ϵ | A. �en, When

an operator B that participates in the system receives c again,

B should claim ϵ
c−→ B | B. Before claims are appended to

the shared ledger, customs agencies will run the validation

protocol on claims. Package claims must be encrypted using

the public key of the destination’s customs agency before

they are submi�ed. Economic operators also add a plain-text

(a) Trusted chain of transactions accepted by the validation algorithm.

(b) Chain of transactions with a new claim waiting for a match in the valida-

tion pool.

(c) Trusted chain of transactions accepted by the validation algorithm with a

new transaction of two claims appended.

Figure 1: Chains of transactions submitted by economic op-
erators, same colors refer to the same transaction but made
by di�erent parties. a→ b→ c shows the process of adding
a new transaction to the chain.

�eld to package-claims to indicate which customs agency

has the private key that can be used to decrypt the claim.

Validation Protocol
Algorithm 1 validates a submi�ed container claim and de-

termines whether it should be added to the shared ledger. It

�rst checks that the economic operator in the from part of

the new claim is actually in possession of the claim. It then

makes sure that both economic operators involved in the
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claim agree on what happened. If both of these conditions

are true, the claims are added to the shared ledger.

Given a container claim CX = X
c−→ Y | X , a previously

accepted transaction of A to X , and container c’s validation

pool Pc , Algorithm 1 �rst queries the blockchain for the latest

claim T about c , as shown in Figure 1a. If T exists and c has

been given to X (which is the case in the example), then the

new claim will be added to the pool of to-be-validated claims

Pc . �is scenario is shown in Figure 1b. �e claimX
c−→ Y | X

will only be accepted whenX
c−→ Y | Y is submi�ed as shown

in Figure 1c. Claims are not required to be submi�ed in the

order of from-operator then to-operator, they are always

added to Pc when no matching claim is found.

If c has not been given to X in the previous transaction,

the new claim can only be accepted if a customs agency has

submi�ed the claim to reset the chain. �is is required when

operators can not con�rm transactions and therefore the

trusted chain is broken.

To save memory in the validation, all claims in the to-be-

validated pool Pc about container c can be cleared when a

claim is accepted for c . Also claims that contain impossible

data can be le� out of the validation pool.

Certification Protocol
When an economic operator is to be added to the network,

the customs agency in its country can certify that operator.

�is is done by generating a digital certi�cate that is signed

by the newly added economic operator to prove that it has

the correct key. When an economic operator misbehaves, the

customs agency in their country can revoke the operator’s

certi�cate to restrict access to the blockchain. A revocation

list is kept by the certi�cate authority, and blockchain nodes

verify that claims have signatures that are generated using

certi�cates that do not occur in the revocation list.

To add or remove customs agencies from the system, the

customs agency nodes participate in a vote to reach consen-

sus.

5 SYSTEM DESIGN AND ANALYSIS
We present a reference implementation for DEFenD, which

implements all the protocols in Sections 4, 4 and 4. As shown

in Figure 2, several nodes exist on the blockchain network.

Such nodes may be customs agency nodes (e.g. nodes run by

customs agencies that follow the customs agencies protocol)

or economic operator nodes (e.g. nodes run by economic

operators that follow the economic operator protocol). �ese

nodes communicate with each other over gRPC
1
. Each node

has its own web server, which wraps its functionality in an

API, with which it communicates over gRPC as well. �e

1
gRPC stands for “gRPC Remote Process Call.” See h�p://www.grpc.io.

Figure 2: System architecture for PassPort.

clients each communicate with the web server via REST over

HTTP.

In the next sections, we describe each component in detail.

System Design
Blockchain. We implement the blockchain component us-

ing Hyperledger Fabric [9]. We compare several blockchain

implementations in Table 1. Hyperledger Fabric is ideal for

our protocol since it o�ers a private permissioned blockchain

that supports at least 1,000 transactions per second (see Sec-

tion 5) and allows for a pluggable custom consensus algo-

rithm.

Client-Server Interaction. For customs agencies and eco-

nomic operators to interact with their peers in the blockchain

network we implement a web server that wraps networking

complexity in a RESTful API. �e server receives API calls

from two GUIs: One for economic operators and one for

customs agencies. �e customs agencies get an overview of

shipments and containers, along with their estimated risk

level. �e GUI for economic operators mainly comprises of

forms that are used to submit claims.

Analysis
In Section 4 we have put forward some goals for DEFenD

that we have addressed in our implementation. We now

evaluate DEFenD in regards to these requirements.

Privacy-preserving. Since package data is encrypted using

asymmetric encryption, only entities that have access to the

private key can read the data. In the case of our protocol only

the customs agency that will receive a package in their port

has access to that private key. �is means that economic

operators can never read package data from others, only

customs agencies that they will de�nitely interact with can.

http://www.grpc.io
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Secure. To ensure that economic operators can only sub-

mit claims if they have been granted access to the blockchain

network, customs agencies run a certi�cate authority node,

which grants the economic operators a key, which is part of

their certi�cate, that they can use to sign their claims. Nodes

in the system will immediately reject claims that are signed

by revoked certi�cates.

We also introduce a protocol that ensures that economic

operators can only make claims about containers they likely

interacted with; economic operators’ claims are in fact trans-

actions. Economic operator X can therefore only make a

claim about container c if there is another economic oper-

ator Y that made a claim saying, Y provided X with c , and

thus con�rms X ’s claim.

Scalable. Because economic operators must have the abil-

ity to make claims to other economic operators that are not

part of the system we introduce an ϵ operator that represents

a hole in the system. �is means that containers can leave

and reenter the system.

For a scalable system we must support su�cient through-

put. We determine the amount of transactions that DEFenD

must support as follows. As of 2012, there are approximately

32.9 million TEU
2

shipping containers globally [1] (order

of magnitude: 10
8
). Because a single voyage takes days or

weeks to complete, we generously estimate that a single con-

tainer may ‘switch hands’ up to 10
2

times per year. Each

time a container ‘switches hands’, this requires a transaction.

We estimate the amount of containers switching hands per

second in Equation 1:

10
8

containers × 10
2 moves

year

3600 × 24 × 365
seconds

year

≈ 317
container moves

second
(1)

�e only nodes that participate in the consensus algorithm

are customs agencies, in the World Customs Organization

182 countries are included[7]. In practice, however, countries

have formed customs unions reducing the need for every

country to run their own node. Currently shipping is domi-

nated by trade between 24 customs unions[8]. �erefore the

system must be able to support a maximum of approximately

24 nodes.

Our system must also consider what goods go into con-

tainers. If containers have a Full Container Load (FCL), this

is one ‘package’ per container per trip, but they have a Less

than Container Load (LCL), this means multiple ‘packages’

per container per trip.

So DEFenD must have a throughput of at least 10
3

trans-

actions per second and be able to support around 24 nodes.

Hyperledger Fabric has been shown to support this through-

put in recent benchmarks and currently supports up to 16

2
Twenty-foot Equivalent Unit, a standard shipping container size

nodes[12]. With the release of Hyperledger Fabric version

1.1 a promise for higher scalability and performance have

been made[13].

Decentralized. Our implementation is decentralized as it

uses a blockchain framework that runs on multiple nodes,

it ensures that no single party controls the data in the sys-

tem. By doing so, we remove trust that is required between

parties.

6 CONCLUSION
�e shipping industry is responsible for the movement of mil-

lions of containers every day. Before these containers may

enter a trade bloc, they must be cleared by the relevant cus-

toms agency. Because of the high volume of containers that

must be processed each day, customs agencies perform risk

analysis to decide which containers to audit. Risk analysis

requires lots of data, which in the current system is poten-

tially vulnerable to manipulation and malpractice because it

is centralized and collected by a single authority.

In this work we have presented DEFenD, a secure and

privacy-preserving decentralized system for freight declara-

tion that does not require the trust between entities that

is required in centralized systems. In DEFenD, economic

operators make claims about the packages of goods and con-

tainers with which they interact, customs agencies validate

those claims. Customs agencies and economic operators par-

ticipate in a blockchain that validates this data and stores

it in a secure and privacy-preserving manner. Our two key

contributions are a data partitioning scheme and several pro-

tocols to enable this, and a reference implementation built

on Hyperledger Fabric.

Firstly, our data partitioning scheme and protocols allow

DEFenD to take advantage of the powerful validation prin-

ciples enabled by blockchain, while hiding certain parts of

the data to preserve the privacy of the involved economic

operators. In our system, claims about the movement of con-

tainers are unencrypted, and can be validated to ensure that

1) the claim �ts in the preceding chain of claims about that

container and that 2) both parties involved in the claim agree

on its contents. Claims about packages are encrypted so that

only the customs agency at the goods’ country of destination

can see them. Hiding this critical link in the data means that

only the appropriate customs agency can recreate the exact

path that goods took to get to their country. �is knowledge

can improve the customs agency’s risk analysis.

Secondly, our reference implementation built on Hyper-

ledger Fabric shows that it is possible to implement DEFenD

on a blockchain that meets our privacy-preservation, secu-

rity, scalability, and decentralization requirements.
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In future work, the combined container claim and package

claim data provided by DEFenD could be used to further

automate customs agencies’ taxation procedures.

REFERENCES
[1] 2013. Global Container Fleet. (2013). h�p://www.worldshipping.org/

about-the-industry/containers/global-container-�eet

[2] 2015. How does it work? (2015). h�ps://www.openchain.org/

[3] 2015. Introduction — Proof of Elapsed Time (PoET). (2015). h�ps:

//intelledger.github.io/introduction.html

[4] 2017. Federated Consensus. (2017). h�ps://chain.com/docs/1.1/

protocol/papers/federated-consensus

[5] 2017. IMO identi�cation number schemes. (2017). h�p://www.imo.org/

en/ourwork/msas/pages/imo-identi�cation-number-scheme.aspx

[6] 2017. �e World Factbook. (2017). h�ps://www.cia.gov/library/

publications/the-world-factbook/

[7] 2017. World Customs Organization - 182 members. (2017).

h�p://www.wcoomd.org/-/media/wco/public/global/pdf/about-us/

wco-members/list-of-members-with-membership-date.pdf

[8] Soamiely Andriamananjara. Customs Unions. h�ps://siteresources.

worldbank.org/INTRANETTRADE/Resources/C5.pdf

[9] Christian Cachin. 2016. Architecture of the Hyperledger blockchain

fabric. In Workshop on Distributed Cryptocurrencies and Consensus

Ledgers. h�ps://www.zurich.ibm.com/dccl/papers/cachin dccl.pdf

[10] Tatyana Dimitrova. 2013. Survey of availbale web services for maritime

tracking. Int. J of Computer and Information Technology 2, 2 (2013).

h�p://ijcit.com/archives/volume2/issue2/Paper020201.pdf

[11] Tatyana Velikova Dimitrova, Aris Tsois, and Elena Camossi. 2013. Vi-

sualization of container movements through a web-based geographical

information system. In Intelligence and Security Informatics Confer-

ence (EISIC), 2013 European. IEEE, 182–185. h�p://ieeexplore.ieee.org/

stamp/stamp.jsp?arnumber=6657150

[12] Tien Tuan Anh Dinh, Ji Wang, Gang Chen, Rui Liu, Beng Chin Ooi,

and Kian-Lee Tan. 2017. BLOCKBENCH: A Framework for Analyzing

Private Blockchains. In Proceedings of the 2017 ACM International

Conference on Management of Data. ACM, 1085–1100. h�p://www.

comp.nus.edu.sg/∼ooibc/blockbench.pdf

[13] Christopher Ferris. Performance and scale improvements for 1.1. (��).

h�ps://jira.hyperledger.org/browse/FAB-6421

[14] G Greenspan. 2015. MultiChain Private Blockchain - White

Paper. (2015). h�p://www.multichain.com/download/

MultiChain-White-Paper.pdf

[15] Robert Hacke�. 2017. Maersk and Microso� Tested a Blockchain for

Shipping Insurance. Fortune (Sep 2017). h�p://fortune.com/2017/09/

05/maersk-blockchain-insurance/

[16] ISO 6346:1995 1995. Freight containers – Coding, identi�cation and

marking. Standard. International Organization for Standardization,

Geneva, CH. h�ps://www.iso.org/standard/20453.html

[17] ISO 8601:2004 2004. Data elements and interchange formats – In-

formation interchange – Representation of dates and times. Stan-

dard. International Organization for Standardization, Geneva, CH.

h�ps://www.iso.org/standard/40874.html

[18] W. Martino. 2016. Kadena - �e �rst scalable, high perfor-

mance private blockchain. (2016 2016). h�p://kadena.io/docs/

Kadena-ConsensusWhitePaper-Aug2016.pdf

[19] Satoshi Nakamoto. 2008. Bitcoin: A peer-to-peer electronic cash

system. (2008). h�ps://bitco.in/pdf/bitcoin.pdf

[20] Diego Ongaro and John K Ousterhout. 2014. In Search of an Under-

standable Consensus Algorithm.. In USENIX Annual Technical Confer-

ence. 305–319. h�ps://www.usenix.org/system/�les/conference/atc14/

atc14-paper-ongaro.pdf

[21] David Schwartz, Noah Youngs, and Arthur Bri�o. 2014. �e Ripple

protocol consensus algorithm. Ripple Labs Inc White Paper 5 (2014).

h�ps://ripple.com/�les/ripple consensus whitepaper.pdf

[22] United Nations Conference on Trade and Development. 2016. Review

of Maritime Transport 2016. United Nations. h�p://unctad.org/en/

PublicationsLibrary/rmt2016 en.pdf
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ABSTRACT
This paper takes an initial step forward in bringing to life the
certification mechanisms according to Art. 42 of the General
Data Protection Regulation (GDPR). These newly established
methods of legal specification act not only as a central vehicle
for overcoming widely articulated and discussed legal chal-
lenges, but also as a sandbox for the much needed close collab-
oration between computer sciences and legal studies. In order
to illustrate, for example, what data protection seals could
look like in the future, the authors propose a methodology for
"translating" legal requirements into technical guidelines: ar-
chitectural blueprints designed using legal requirements. The
purpose of these blueprints is to show developers how their
solutions might comply with the principle of Privacy by De-
sign (Art. 25 GDPR). To demonstrate this methodology, the
authors propose an architectural blueprint that embodies the
legal concept of the data subject’s consent (Art. 6 sec. 1 lit. a
GDPR) and elevates best practice to a high standard of Privacy
by Design. Finally, the authors highlight further legal prob-
lems concerning blockchain technology under the GDPR that
will have to be addressed in order to achieve a comprehensive
certification mechanism for Privacy by Blockchain Design in
the future.
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INTRODUCTION

Handling Personal Data in the digital world and the oppor-
tunities of blockchain technology
The more digitalized our every day life becomes, the more
important it is from a privacy perspective to have control over
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the data we emit. According to the GDPR, the procession of
personal data by any party requires either the consent of the
data subject or a legal basis (Art. 6 GDPR). However, today’s
IT-systems are not capable of providing this functionality in an
ideal sense. Rather, the status quo remains as follows: Personal
data is purported to be stored according to legally binding
security standards in company-owned or cloud-based data
silos, without mutual confirmation between data subject and
recipient that this information is being handled responsibly.

The consent of the data subject is the central vehicle for en-
suring everyone’s right to the protection of personal data (Art.
16 section 1 of the Treaty on the Functioning of the European
Union, TFEU). Consent links the processing of personal data
to the free decision of the data subject–in an ideal sense for
both initial and subsequent processing. However, under the
architecture currently in use, the data subject must have confi-
dence that the recipient of the consent processes his personal
data lawfully and that the data protection authorities other-
wise perform their supervisory function responsibly. However,
given today’s methods of storing and accessing data, the in-
dividual usually cannot directly retrace what happens to his
personal information in the IT-system of the controller. As a
result, the individual is mostly limited to giving his or her con-
sent beforehand, in a way that is based on an abstract clause
(e.g. "... for purposes of health improvement") rather than on
a more transparent case-by-case basis.

Although the supervising bodies of the EU member states
monitor the data market and can sanction infringements, they
underlie the same restrictions as the data subject in order
to detect a unlawful subsequent processing not covered by
consent. Until now, their ability to guarantee a ’consistent and
high level of protection of natural persons’ (Recital 10 GDPR)
has been severely limited–one of the main reasons being the
technical status quo just described.

Despite widespread concern about the safety of the digital
sphere, the Web 3.0 [8], in combination with blockchain-
technology and modern cryptography, can bring personal data
management to a level of privacy and security that prioritizes
individual sovereignty and shared transparency. The semantic
web gives meaning to data in the digital space, allowing it
to be classified and encrypted accordingly. The blockchain
can then act as a tamper-proof ledger to record digital inter-
actions; the data subject can verify where his personal data
is stored and put to (commercial) use. Today, data is present
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in vast multiplicity, with each copy representing the state of
this data at the point in time when it was saved. The Web
3.0 allows us look at this from a new perspective: Instead of
saving copies of the relevant data, which could potentially
become outdated from the second it is stored, users should
keep pointers to the origin of the data, which they know will
always provide the most up-to-date version of the information.
In addition, smart contracts can now be executed completely
automatically on behalf of digital identities, which enables
us to provide personal data to a third party whenever access
to it is required. Third parties can file a request for access,
and a smart contract will check the validity of this request and
handle it accordingly–transparently for all parties involved.

For a GDPR-compliant blockchain solution predefined by the
specific requirements of a certification mechanism, giving and
withdrawing consent will form a necessary base element. In
the experiment documented by this paper, the goal was to
determine what architecture we would end up with if we used
the law as the base requirement for designing a minimal, suf-
ficient architectural blueprint representing the legal concept
of the data subject’s consent. In order to allow the reader to
follow our interdisciplinary journey we will first present the
concept of Privacy by Design according to the GDPR and
explain our methodology of architectural blueprints. Next, to
demonstrate our methodological approach, we will introduce
our own blueprint focusing on the data subject’s consent in a
blockchain-enabled and GDPR-compliant manner. We will
then outline further legal challenges that could not be cov-
ered in this paper, but will play a crucial part in the further
development of certification mechanisms in accordance to the
GDPR. We will conclude with some general thoughts on why
blockchain is an important technology enabling us to rethink
obsolete design models and establish new standards for trust,
transparency and privacy under which personal data could be
handled in the future.

PRIVACY BY DESIGN UNDER THE GDPR AND CERTIFI-
CATION MECHANISMS
The GDPR came into effect within all member states of the
European Union on May 25th, 2018. One of the major re-
quirements when it comes to handling personal data is that
the underlying IT-systems follow the concept of Privacy by
Design (Art. 25 GDPR). In its most basic sense, it asserts that
"privacy should be promoted as a default setting of every new
IT system and should be built into systems from the design
stage" [7]. In the more complex words of Art 25 sect. 1 GDPR,
it obliges the controller to implement "appropriate technical
and organisational measures (...) which are designed to im-
plement data-protection principles (...) in an effective manner
and to integrate the necessary safeguards into the processing
in order to meet the requirements of this Regulation and pro-
tect the rights of data subjects". As a simple example, one
consequence would be that personal data must not be stored
in plaintext on blockchains.

While these legal requirements remain highly abstract and,
thus, open to interpretation, Art. 25 sect. 3 GDPR leaves room
for specifications: "Approved certification mechanisms pur-
suant to Article 42 may be used as an element to demonstrate

compliance with the requirements." The concept of EU-wide
certification mechanisms is new to EU data protection law.
Their purpose is "to enhance transparency and compliance
with this Regulation" and allow "data subjects to quickly as-
sess the level of data protection of relevant products and ser-
vices" (Recital 100 GDPR). Especially for new technologies,
like blockchain, which occupy the margins of the GDPR’s
legal doctrines, the process of certification–which includes
data protection seals and marks–can serve as a means for
legal certainty, as it fulfills the "purpose of demonstrating
compliance with this Regulation" (Art. 42 sec. 1 GDPR).

However, being certified does not guarantee, but rather only
indicates, the legal processing of data. What’s more, it will not
be mandatory for software to be certified. Still, the certifica-
tion mechanisms bear the potential–even as a "voluntary" (Art.
42 sec. 3) measure–to set standards, thereby boosting techno-
logical advancement in the market. It is therefore foreseeable
that certification mechanisms will play a crucial and practical
role in defining compliant ways of processing personal data
under the GDPR [2]. It is likely that the supervisory bodies
and the newly established European Data Protection Board
(Art. 68 ff. GDPR) will take steps in this direction fairly
soon–and they will need scientific help from the blockchain
community. In order to master the herculean task of defining
technology-specific standards, the fields of computer science
and law must align themselves more closely–a perspective that
supplies the impetus for our interdisciplinary work [10] and
[11].

METHODOLOGY: ARCHITECTURAL BLUEPRINTS AS AN
ELEMENT OF CERTIFICATION MECHANISMS
The architectural blueprint introduced in the following section
tries to give a first methodological answer to how the certifi-
cation mechanisms of the GDPR could narrow down specific
standards. As there are no particular specifications in Art. 25
GDPR for how privacy by design should work or which prop-
erties a system inspired by or built on blockchain-technology
should have, this paper aims to provide a general approach for
architectural system designs.

Rather than propose an entire framework for a certification
mechanism (which would go widely beyond the limits of this
paper), we attempt to integrate a single legal requirement into
a blockchain-enabled-architecture that builds upon the ideas
of Privacy by Design.

As a central vehicle to protect personal information in the digi-
tal world (see Introcution), the data subject’s consent (Art. 6
sec. 1 lit. a GDPR) seems like a good starting point. This is so
because, firstly, the legal outlines of the consent have already
undergone a thorough academic and practical discourse. This
makes it relatively simple to model consent in a distributed
architecture in contrast to other more controversial legal re-
quirements, such as an implementation of the Right to Erasure.
Secondly, consent forms a fundamental legal category in order
to justify the processing of personal data under EU legislation.
Therefore, future data protection certificates, seals and marks
will have to cover this aspect as a base element.



Our technical proposal, however, does not stop with defin-
ing solely minimal standards for implementing the concept
of consent into an IT-solution. It rather aims to contribute
to a (potential) data protection seal that marks a high stan-
dard of Privacy by Design. By doing so, we also want to
propose a new generation of systems handling personal data.
Consequently, we utilize an architectural blueprint that both
guarantees compliance with the GDPR concerning consent
and sets new standards that embrace the core ideas nurturing
the concept of Privacy by Design.

TECHNICAL DETAILS
First we start with the "translation" from the legal requirements
about consent to technical requirements.

Broken down to the technical level, consent means that the
data subject, first, shall be asked once for approval when
someone wants to process his or her personal data and, second,
has to be able to withdraw their consent given to a specific
party (Art. 7 sect. 3 GDPR).

In addition to the minimal requirements to be GDPR-
compliant mentioned above, the solution supports and reflects
that data subjects should be given control over and allowed
to reclaim their personal data as they see fit. Therefore data
subjects are notified whenever their personal data is pro-
cessed; changes to access rights are instantaneously reflected
on the endpoint providing the personal data to the controller.

To make a distinction from personal data in a legal sense, the
technical representation of it shall be called Set of Personal
Data (SoPD).

Actors of the Use Case
• Issuing Party: the entity guaranteeing that a particular

SoPD is authentic

• Data Subject: the person to whom a SoPD relates to

• Third Party: the party requesting a SoPD

Explanation of Cryptographic Expressions:
• ∗R Denotes a pointer to a resource R

• H(X) : The hash of a SoPD X

• Enc() : The function of an encryption scheme used to en-
crypt the SoPD in plain text using the public key of the data
subject

• Dec() : The function of an decryption scheme used to de-
crypt the SoPD in cyphertext using the private key of the
data subject

• Enc(P) : The resulting Cyphertext using Enc() on the SoPD
P in plaintext

• Dec(C) : The resulting Plaintext using Dec() on the SoPD
C in cyphertext

The data subject is the only person who should be able to
decrypt the SoPD; therefore we use a suitable asynchronous-
public key encryption scheme, where the issuing party en-
crypts the verified SoPD using the public key of the data

subject, sends the Enc(SoPD) to the data subject, and keeps
only the Hash of the Set of Personal Data H(SoPD).

Issuing Party
The issuing party stores a set of the following information on
their blockchain or blockchain-compatible data storage:

• H(SoPD) : The Hash of the SoPD

• ∗SC(SoPD) : A pointer to the access-point of a smart con-
tract to request the required SoPD

The Hash of the SoPD is stored on a blockchain-compatible
data store of the issuing party in order to allow any third party
to check the validity of the decrypted SoPD that has been
delivered directly by the data subject’s smart contract. The
pointer reveals the access point to a smart contract handling
every request for a SoPD. This ensures that the data subject
is notified every time his or her data is requested in order to
be processed. From the perspective of the self-determination
about one’s personal data, this is an ideal situation: The data
subject can give specific consent case-by-case (or inspect if the
smart contract was applied correctly in each case) rather than
having to declare his or her consent beforehand in an abstract
way without being able to control each processing. In contrast,
from the perspective of a company working with personal data,
this could lead to a higher administrative burden.

Data Subject
The data subject provides a smart contract, allowing third
parties to request a subset of or a full SoPD. This service
allows the data subject to decide on how to react to requests –
and which subsets of personal data he or she wants to share.
The following Figure 1 shows the connection flow and the
underlying interaction between the smart contract provided
by the data subject, the third- and the issuing party. The
interaction parts for the third party requesting the SoPD will
be described in the next subsection.

Smart Contract
The smart contract handles only a single type of SoPD by
one issuing party to be provided to third parties. The third
party initializes contact to the smart contract once, requesting
a certificate for future access to the SoPD. Given that the data
subject gives his consent to the recipient’s request (and does
so "freely" as demanded by Recital 11 GDPR), an up-to-date
SoPD can from now on be requested just in time, when it is
needed for processing. The smart contract will provide the
SoPD immediately as long as the certificate of the third party
is valid. There is now no more need to store the actual personal
data for the third party.

The smart contract has to meet the following minimal require-
ments:

• The smart contract has an interface that can handle the initial
request of a certificate for future requests of an SoPD.

• The smart contract has access to a securely hosted decryp-
tion function, which will provide the function Dec(X) =
Enc(SoPD)−1.



Figure 1. Flow diagram of communication between data subject, issuing
party and third party

The critical part here is the key used for decryption, as security
stands and falls with the secrecy of this private key [6]. In
order to ensure that the data subject is notified whenever a
SoPD is accessed, it would be required that the data subject
is the single source, providing the smart contract capable of
decrypting the SoPD in question. In favor of practicality, this
functionality can be handled by a blockchain functioning as
an immutable access-log as Zyskind and Nathan have shown
in their paper [12].

The following model describes a minimal interface for a smart
contract that allows a third party to request a SoPD ensuring
that the data subject is always notified whenever one of his
SoPD is disclosed to any third party:

• RequestCertificate(ThirdPartyID, ReasonForRequest)

• RequestSoPD(Certificate, RequestedSubsetOfSoPD)

• Access to Oracle for Dec(X), where X is element of
Enc(SoPD)

• CheckValidityOfCertificate(Certificate) Checks if the re-
questing party is allowed to be given access to the SoPD
based on the certificate provided with the request.

It would be unrealistic to expect a service provided by the data
subject to be highly available, or to assume the average user
is capable or willing to set up such a service and maintain
it. However, this is where blochckain comes into play: it is
the missing puzzle piece in achieving high availability while
maintaining full control over one’s personal data. Zyskind et

al. have shown that an architecture using blockchain can solve
this problem quite elegantly [12].

In addition, there are no guarantees that copies of this SoPD
are still up-to-date as soon as the hash of the SoPD H(SoPD)
has changed. This can easily be achieved by modifying a
timestamp in the SoPD whenever it is requested, as changing
only the timestamp without touching the relevant personal data
results in another hash, and forces third parties to file a new
request against the smart contract provided by the data subject
if they want to make sure that they process an up-to-date SoPD.
This would also allow them to identify any processing of an
outdated SoPD by the third party without requesting it for
just-in-time processing. Through this mechanism it is possible
to identify third parties that store personal data without the
data subject’s consent. Changing the hash H(SoPD) in combi-
nation with invalidating the third party’s certificate also can
serve as a tool to withdraw a once given consent (Art. 7 sect.
3 GDPR).

For security reasons, a separate key pair is to be generated
for every smart contract. This allows us to invalidate the
public key in case the private key for this particular SoPD
is compromised. It also minimizes the effort to mitigate the
damage as only the SoPD encrypted with the compromised
key has to be encrypted with a newly generated keypair.

For efficiency reasons, the service of the data subject could
also provide a smart contract informing a third party if a pre-
vious request of a SoPD is still up-to-date. This would not
conflict with the requirement of every request to notify the
data subject, as each inquiry is linked to the recipient by the
Certificate.

FURTHER LEGAL CHALLENGES CONCERNING
BLOCKCHAIN TECHNOLOGY
While the terminological foundation of the GDPR is only
hardly compatible with decentralized database structures like
Distributed Ledger Technology (blockchain in particular), it
also comes with many innovations [9]. Still, legal uncertainty
is one of the main obstacles for a widespread adoption of
blockchain solutions, especially in the common market of the
EU. A closer look at data protection law can, however, show a
way out of the legal deadlock. The academic debate could lead
into additional architectural blueprints which can be used in
the certification processes ensuring Privacy by Design under
the GDPR.

Personal Data
First of all, the scope of the GDPR applies only if personal
data (Art. 4 sect. 1 GDPR) is involved. At first glance,
a blockchain handles no names, addresses, or e-mail IDs -
only hashes and encryption keys. Therefore, especially in
the non-legal debate, blockchain-data is often referred to as
"anonymous" - and since anonymous data is not subject to the
GDPR 1, blockchain could thus per se fall out of the scope of

1According to Recital 26 GDPR information is anonymous if it "does
not relate to an identified or identifiable natural person" or if "personal
data is rendered anonymous in such a manner that the data subject is
not or no longer identifiable"



data protection law and its regulatory corset. However, this is
too simplistic. In many cases, there will be an entity that can
identify the person behind a private key - e. g. when the data
subject is buying an item using a cryptocurrency (and leaves
his address for delivery) or for someone using methods such as
Chainanalysis to mine the data in a public blockchain making
sense out of the usage of a specific private key. Therefore,
many use cases of blockchain are not anonymous [3]; rather,
they are - in the legal sense - examples of pseudonymity. This
is the case if personal data "can no longer be attributed to a
specific data subject without the use of additional information"
(Recital 26 GDPR). In other words: data is pseudonymous
if someone has the possibility to combine it with other avail-
able information and can thus identify a person; and it is
anonymous if this possibility does not exist. Since means of
pseudonymity are still "personal data", the scope of the GDPR
will still apply for a wide range of blockchain-solutions.

However, blockchain-data could, theoretically, fall through
the cracks of data protection law if the person behind the data
cannot be identified directly or indirectly by a person trying to
do so. Data is considered anonymous if the identification of
a person - even if theoretically possible - would need dispro-
portionatly high measures, taking into account "all the means
reasonably likely to be used," including "all objective factors,
such as the costs of and the amount of time required for identi-
fication, taking into consideration the available technology at
the time of the processing and technological developments"
(Recital 26 GDPR). In a legal sense, the GDPR would not
be applicable in such a scenario of anonymity. However, the
"means likely to be used" and "available technology" come
with legal uncertainty for IT-architects. What could be con-
sidered anonymous data today, could be personal data in five
years or some entities could have a high computing power
available to attack the encryption while others don’t. Fur-
thermore, as many blockchain-applications will operate in
use-case scenarios that make it necessary to identify a specific
person, true anonymity would not be a feasible design-decision
there anyway.

From the standpoint of Privacy by Design, we propose as a
groundrule: the more difficult an IT-system renders the option
to identify a person behind blockchain-data and the closer it
comes to anonymity, the more compliant it is with the virtues
of the GDPR. We therefore suggest to develop a design that
clearly appoints certain actors to be able to point (pseudony-
mous) blockchain-data to a specific person by using additional
information while keeping the dataset as unidentifiable as
possible for other actors.

Controller
Apart from many innovative rules that aim to update the law
of data protection from the old Directive 95/46/EC to a legal
framework that reacts to "rapid technological developments
and globalisation" (Recital 8 GDPR), the legal doctrine form-
ing the foundation of the GDPR still reflects a limited tech-
nological understanding–at least when it comes to methods
of decentralized and distributed IT-systems. The GDPR bears
in mind administrators but not Peer-2-Peer-networks. By ad-
dressing mainly the controller as the target of the duties of the

GDPR–defining him as "the natural or legal person (...) which,
(...) determines the purposes and means of the processing of
personal data" (Art. 4 subsection 7)–the regulation focuses
mainly on entities which have the ability to actively control
the data-flow of an IT-system. Blockchain-technology breaks
with this understanding. While, in permissioned blockchains,
the entity who manages the key infrastructure potentially also
determines the purpose and means to a certain degree that
will in most cases make them the controller, in permissionless
blockchains there is no obvious controller: the miners have an
economical interest in the transaction but are not concerned
with the (personal) content of the distributed ledgers, and the
programmers lose their influence after the blockchain is set
into motion. As a result, only each individual node is, legally,
in control [9].

However, the (new) category of joint controllers in Art. 26
GDPR may apply, if the nodes "jointly determine the pur-
poses and means of processing." The provision opens a way
to represent more complex computational relationships with
equal responsibility–and it could even reach out to cover de-
centralized scenarios like blockchain technology. However, it
is not yet clear whether the duty to transparently "determine
their respective responsibilities" in an explicit arrangement (to
make available for the data subject, Art. 26 sec. 2 GDPR)
is the cause of joint controllership or rather its consequence.
In case only those who explicitly agree to be joint controllers
would fall under Art. 26 GDPR, there would be only but a
small incentive to actually make use of the new category in
blockchain scenarios. Determining whether or not to accept
and share a legal responsibility would lie solely in the hands of
the nodes of a decentralized network. Before this background,
it seems rather likely that the law attempts to solidify objective
requirements for joint controllership: the new category would
then cover all (factual) situations of equal influences on the
purposes and means of processing–and require them to make
an arrangement. Every infringement of this duty in Art. 26
GDPR could lead to drastic sanctions (Art. 83 sec. 4 lit. a
GDPR).

But the question of whether a blockchain-network is really a
case of joint control remains hotly contested. Some voices
in academia have argued against it, stating that the rules of
a blockchain-network stem not "from an agreement of the
nodes, but ultimately merely the sum of their independent
behaviour" [4]. Whether a notion of intention to agree is
necessary can surely be questioned, however. The fact that
nodes have equal influence and freedom to choose (or start)
a certain blockchain-network–and can, for example with the
necessary majority or by a Fork, change the rules–rather ar-
gues the opposite. These points make a convincing case for
the interpretation that blockchain-networks should be consid-
ered a subset of joint controllership (Art. 26 GDPR)–with the
result that a transparent agreement about the responsibilities
becomes the prerequisite for a compliant application (and oth-
erwise sanctions may apply). Blockchain developers would
therefore be forced to consider the liability side of data pro-
tection already in the design stage–another layer on top of
(other) privacy questions. However, this could lead to a huge
downfall for the adaption of blockchain-networks and hamper



the innovative potential of decentralization behind blockchain
technology. It would lead to the questionable result, that a
supervisory body could just pick any node of a (permission-
less) blockchain-network and sanction them for the mutual
behaviour with thousand other unknown users.

Since the academic and legal discussion about the question
"who is the controller of a (permissionless) blockchain?" is
still rather in its infancy, certification mechanisms could play
a crucial role in narrowing down architectural decisions while
other questions still remain unsolved.

Right to Erasure
Even if–with some effort of legal interpretation–personal data
is concerned and a controller is found: How can a blockchain-
based system implement the data subject’s rights, such as
"the obligation to erase personal data without undue delay"
put forward in Art. 17 sect. 1 GDPR or even "take reason-
able steps (...) to inform controllers which are processing the
personal data that the data subject has requested the erasure
by such controllers of any links to, or copy or replication
of, those personal data" (Art. 17 sec. 2 GDPR)? While in
permissioned blockchain scenarios technical steps have been
identified to erase data without interrupting the functionality
of the blockchain [1], in permissionless blockchain scenarios
such as Bitcoin, no single node is able to efficiently elimi-
nate a set of personal data requested for erasure or inform the
network about such a request [9]. It’s one of the main chal-
lenges for blockchain developers to comply with "the right
to be forgotten" in Art. 17 GDPR [5]. In an ideal scenario,
the participants of a blockchain-network would agree on an
effective process to (jointly) execute a lawful request to erase
personal data from the decentralized ledgers.

INTERMEDIATE RESULT AND FUTURE WORK
A technical framework based on blockchain technology must
find ways to cope with and implement the manifold legal re-
quirements of the GDPR, while legislators are called upon to
seek new forms of legal doctrine that stay abreast of techno-
logical changes–especially if they (like blockchain) bear the
possibility of decreasing the dangers of uncontrolled, nontrans-
parent, and often unlawful processing of sensitive personal
data.

The certification mechanisms specifiying the Privacy by De-
sign doctrine (Art. 25 sec. 3 GDPR) can serve as a tool to
find a common way between legal requirements and technical
design decisions. They can mark minimal requirements or
high standards for GDPR-compliant IT-solutions. In future
research, we will address additional aspects beyond the data
subject’s consent (as a central vehicle of self-determination) by
"translating" legal requirements into architectural blueprints.

CONCLUSION
This paper has shown that architectural blueprints can serve as
a methodological tool to translate legal into technical require-
ments in a comprehensible way. An architectural blueprint’s
main function is not to be implemented in a specific product,
but rather to give a technical audience–those capable of creat-
ing software for production–an idea of a technical reflection
of legal demands about IT-systems.

Even though blockchain was not the main component of the
proposed architecture, we regard it as a cornerstone in enabling
decentralized, trustworthy transactions between a multitude
of pseudonymous participants and believe it has the potential
to make the digital sphere a safer place for personal data. But
it has to challenge numerous difficulties complying with the
GDPR. The ideas put forward in this paper might serve as a
starting point to substantiate the principle of Privacy by Design
(Art. 25 GDPR) for the practical use of blockchain technology.

There is one more rather political question to consider in dis-
cussing "Privacy by Design." To fully adopt and implement
the paradigm of "Privacy by Design," we must recognize trans-
parency as an important attribute of not only the data itself
but also the code handling the personal data (open-source).
Knowing what a system does with our data is the only way of
allowing educated data subjects to identify risks themselves.
For this reason, we have deliberately chosen to represent the
concept of the data subject’s consent such that the responsibil-
ity of providing personal data lies, both legally and technically,
in his or her own hands. By representing the consent of the
data subject in a smart contract ecosystem, we make the pro-
cessing of personal data a question of control rather than trust.
Additionally, we are proposing the design of Test Suites, which
allow for a technical verification of compliance to the GDPR
of source-code.

The idea proposed in this paper goes beyond a mere reconcep-
tualization of data handling. In times of the emerging Web3.0
and key features of decentralized ledgers, consensus-based
transaction endorsement, and trust through transparency in-
stead of accountability, we want to also introduce a new way
of thinking about how our IT-systems interact with each other
and how we should evaluate data locality and validity. From
a technical perspective, the results of our work bear certain
similarities to those in [12], indicating that the legal require-
ments of the GDPR indeed ask for a reconceptualization of
data handling that could finally become feasible for the main-
stream internet-user. We envision a near-future scenario in
which self-hosting one’s personal data is as routine as logging
in to Facebook. In their paper, [12], Zyskind et. al. showed
how a system might be designed that not only aligns with
our proposed architecture but also manages to track access to
personal data on behalf of the data subjects on a blockchain.
From the perspective of constitutional law, we believe that
blockchain technology can raise the status quo to the ideal of
data self-sovereignty for every citizen in comparison to the cur-
rent design of the digital world. In other words: a high degree
of blockchain-based informational self-determination would
allow our digital Alter Ego to become what it’s supposed to
be: Ours.
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ABSTRACT
Traceability has become an increasingly important aspect of
the supply chain in the last few years due to customer aware-
ness as well as better planning and problem identification.
Unfortunately, technological, legal, and organizational con-
cerns limit the possibility to utilize a centralized system to
achieve traceability. Trust is one of the most important factors
preventing the appliance of a centralized system.

Previous works provided several approaches to create a decen-
tralized traceability system. However, these works do not state
the feasibility of their work and its appliance for the supply
chain. In this paper, we propose a fully transparent and de-
centralized traceability system for the supply chain, namely
T R A D E. The system leverages the actors and supply chain
structure to achieve traceability. Moreover, consumers and
other parties can view all the data in the system and verify the
claims of actors on the products. The latter results in positive
brand reputation and auditability.

Author Keywords
Blockchain; decentralized system; traceability; supply chain;
transparency; auditability.

INTRODUCTION
The supply chain has experienced several highlights in the
traceability aspect throughout the last few decades. Especially
in the food industry, there have been severe experiences where
tracing the product life cycle is crucial such as the mad cow
disease and the Asian bird influenza [11, 7]. Traceability is
increasing in importance every day for the actors in the sup-
ply chain to improve the performance of the business as well
as compliance with (inter)national regulations. Besides the
supply chain actors, other parties such as consumers, Non-
Governmental Organizations (NGOs), governments, suppliers,
and buyers show an increase in demand for information re-
garding their products and materials.

To achieve traceability, a system is required that records and
follows the trail of products [2]. The interconnected nature of
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the supply chain makes it difficult to introduce a centralized
system in control of a third party, requiring a high level of
trust. The limited amount of trust resulted in separate systems,
limiting the possibility to achieve traceability throughout the
entire supply chain.

Blockchain technology, first introduced with Bitcoin in 2009
[18], is rapidly increasing as a key technology to address the
trust aspect by removing the necessity of having a trusted third
party. Blockchain technology has been successfully applied
to several industries throughout the years, such as the energy
[3] and finance sector [20]. For the supply chain, approaches
have been suggested in a theoretical manner without sufficient
analysis [14, 22, 5].

In this paper, we address the trust aspect and propose a trans-
parent, decentralized traceability system for the supply chain.
T R A D E is, to the best of our knowledge, the only system that
provides a fully transparent, analyzed and feasible traceabil-
ity system for the supply chain. This paper is constructed as
follows. First, we discuss previous works in Section 2. We
present our proposed system, T R A D E, in Section 3, wherein
Section 4 we discuss the validation mechanisms used in our
proposed system. In Section 5, we analyze the security and
performance implications of T R A D E, along with experimental
results from a proof-of-concept implementation. Finally, a
discussion and concluding remarks are provided in Section 6.

LITERATURE REVIEW
In 2016, Kim et al. proposed an ontology-based smart con-
tract design of a proof-of-concept traceability system using
blockchain technology for the supply chain [14]. Their work
shows the appliance of ontologies in their setting, rather than
a focus on the blockchain appliance for the supply chain and
its real-world feasibility.

Furthermore, Feng Tian combined RFID tags and blockchain
technology to create a traceability system for the agri-food
supply chain in China [22]. Tian discussed that a decentralized
approach for traceability could solve the issues in a central-
ized approach, namely: trust, fraud, corruption, tampering
and falsifying information. In [22], the analysis discusses the
blockchain technology and traceability as separate aspects.
However, the combination might introduce deficiencies con-
cerning feasibility and performance. The proposed system has
also not been implemented to validate the claims.

Abeyratne et al. provided a broader view of traceability and
transparency in their work [5]. In their work, transparency
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is argued based on the child labor scandal of Nike in 1996,
whereas sustainability of products is built upon the importance
of understanding the product’s life-cycle [6, 8]. Abeyratne et
al. discuss that the characteristics of blockchain technology
can enhance trust through transparency and traceability within
the supply chain. However, their work examines an example,
rather than a practical appliance of blockchain technology in
the supply chain.

TRADE
In this section, we design our proposed system, namely
T R A D E. The goal of the system is to introduce a single sys-
tem for the actors to transfer product data and track products
throughout the supply chain. The minimal trust between the
actors makes a centralized system, in control of one party,
infeasible. Therefore, we use blockchain technology as a com-
munication network. The blockchain is an immutable record
keeping system where data cannot be altered, and a product is
in possession of a single actor. In the system, only authorized
actors can participate and add information to the system. Nev-
ertheless, everyone can view the stored data. The authorization
to the system is handled by a central authority (CA).

This section first describes the preliminaries. Next, the system
model and the accompanying actors are discussed. Lastly, the
structure of transactions and the process per actor is explained.

Preliminaries
Digital signature schemes are mathematical schemes for
demonstrating the authenticity of digital data or documents.
Digital signatures are made possible by public-key crypto-
graphic schemes and provide the following properties: au-
thentication, non-repudiation and integrity. In our proposed
system, we use the Elliptic Curve Digital Signature Algo-
rithm (ECDSA) for the digital signatures [13], which provide
smaller keys and signatures compared to RSA [12]. ECDSA
is a NIST-approved digital signature algorithm [19].

System Model
T R A D E consists of five actors, namely Producers, Trans-
porters, Processors, Distributors, and Retailers. The actor
types are based on the modeled supply chains in [23, 15].
We assume that the actors are distributed across different geo-
graphic locations, and they are willing to cooperate in reducing
costs and improving planning algorithms by deploying a single
system.

We assume that a Producer creates a product and then trans-
ports it via a Transporter to a Processor. A Processor performs
internal processes on the product, which is further transported
to a Distributor via a Transporter. The Distributor then dis-
tributes the end product to its final destination: a Retailer.

The actors in the system create transactions, containing prod-
uct information, that is then broadcasted directly to the nodes
in the network. The entire network validates the broadcasted
transactions. A set of validated transactions is aggregated, by
an arbitrary node, and a block is created, which is validated
afterward. Note that we define a transaction or block as valid
if it fulfills a set of requirements that are described later in
Section 4. We use a public permissioned blockchain, denoted

as BC, as a decentralized solution for T R A D E, where BCgb
denotes the genesis block. Figure 1 depicts a schematic flow
diagram of an exemplary supply chain and the data-flow in
T R A D E.

Figure 1: A schematic flow of T R A D E.

System Procedures
Each transaction in T R A D E is denoted as txh, where h de-
notes the hash value of the transaction. The transaction txh
is a tuple, where txh = 〈a, pid ,k, in,out, in f o, t,Sig(txh)〉. The
transaction structure and its description is shown in Table 1.
We denote x[y] as the element y in x and INRF as “if not, return
false” for our proposed algorithms.

Table 1: Transaction Structure

FI E L D D E S C R I P T I O N

a Actor issuing the transaction.

pid Unique ID for a product.

k Number of products.

in Hash of the previous transaction.

out Receiver of the transaction.

in f o List of additional information.

t Date and time of the transaction.

Siga(txh) The signature, by a, on txh.

Initialization
Each actor in the network performs the key-pair generation
algorithm for ECDSA. We denote a key-pair as (pka,ska),
where a denotes the actor. The public key of each actor is
shared with the CA. The CA is consulted in case an actor
does not hold pka of the actor that signed the transaction.
Furthermore, each actor holds a list PID which contains all
the pid’s. The list is used to check if any newly registered pid
is unique.

Production
A Producer, denoted as PDi ∈ PD, creates a product with a
unique ID pid . Afterwards, the Producer creates the addi-
tional information in f o = {dest}, where dest is the Processor
PSi ∈PS. Since the Producer creates a new product and accom-
panying pid , he is unable to link it to a previous transaction and



thus links it to the genesis block BCgb. The final transaction
is created as txh = 〈PDi,k, pid ,BCgb,Tj, in f o, t,SigPDi(txh)〉,
where out is set as the Transporter Tj ∈ T . Algorithm 1 shows
the validation for a txh by a Producer.

Algorithm 1 Transaction Validation: Producer

1: procedure VALIDATION_PRODUCER(txh)
2: Check in = BCgb; INRF.
3: Check pid < PID; INRF.
4: Check in f o[dest] ∈ (PSi ∈ PS); INRF.
5: return true
6: end procedure

Transportation
The Transporter, denoted as Ti ∈ T , creates a transaction
txh when he places the product in a means of transporta-
tion. He receives a product from a Producer or Processor
and transfers it to a Processor or Distributor, respectively.
He sets in f o = {src,dest,VID,SSCC}, where src is the actor
that provided the product, dest is the destination actor, VID
is the vehicle ID for transportation and SSCC is the Serial
Shipping Container Code in which the product is placed, de-
fined by GS1 [4]. The complete transaction is denoted as
txh = 〈Ti, pid ,k, in,out, in f o, t,SigTi(txh)〉, where out is either
a Processor or a Distributor, based on in. Algorithm 2 shows
the validation for a txh by a Transporter.

Algorithm 2 Transaction Validation: Transporter

1: procedure VALIDATION_TRANSPORTER(tx)
2: Check in f o[src] ∈ {PD,PS}; INRF.
3: Check in f o[dest] ∈ {PS,D}; INRF.
4: Check out = in f o[dest]; INRF.
5: return true
6: end procedure

Processing
A Processor, denoted as PSi ∈ PS, performs internal pro-
cesses on pid , such as combining materials, testing or san-
itizing the product, denoted as IP. The Processor sets
in f o = {dest, IP}, where dest is the final recipient, which
is a Distributor. The complete transaction is denoted as
txh = 〈PSi, pid ,k, in,Tj, in f o, t,SigPSi(txh)〉, where out is set
to the recipient Transporter Tj ∈ T . Algorithm 3 shows the
validation for a txh by a Processor.

Algorithm 3 Transaction Validation: Processor

1: procedure VALIDATION_PROCESSOR(tx)
2: Check in f o[IP] , /0; INRF.
3: Check in f o[dest] ∈ D; INRF.
4: Check out = (Tj ∈ T ); INRF.
5: return true
6: end procedure

Distribution
A Distributor, denoted as Di ∈ D, creates a transaction
upon distribution of pid . The Distributor sets in f o =
{src,VID,SSCC}, where src is the Processor that sent the

product to Di and recall the definition of VID and SSCC
as aforementioned. The complete transaction is set up as
txh = 〈Di, pid ,k, in,out, in f o, t,SigDi(txh)〉, where out is set
to a Retailer R j ∈ R. Algorithm 4 shows the validation for a
txh by a Distributor.

Algorithm 4 Transaction Validation: Distributor

1: procedure VALIDATION_DISTRIBUTOR(tx)
2: Check in f o[src] ∈ PS; INRF.
3: Check out ∈ (R jinR); INRF.
4: return true
5: end procedure

Retailer
The Retailer, denoted as Ri ∈ R, is the end-actor that even-
tually sets the products for sale. This actor does not create
a transaction. Therefore, retailers do not actively participate
in the system, but rather function as an end-station for the
products throughout the supply chain.

VALIDATION

Validation of Transaction Authenticity
Digital signatures are applied to prevent forgery and to proof
the integrity of a transaction in T R A D E. Each transaction
holds a signature, made by the creator a using his private key
ska. Anyone with the public key pka of a can validate the
signature. The creator a is the only party capable of signing
txh since he is the only one in possession of ska. The integrity
of a transaction is held since an altered transaction results in
an invalid digital signature. An invalid signature results in an
invalid transaction.

Validation of Transactions
The validation of a transaction is dependent on the actor that
created the transaction. Recall that a transaction is a tuple
containing multiple fields, as shown in Table 1. Actors, upon
receiving a transaction, need to check each field of the trans-
action. In Algorithm 5, we combine our previous proposed
algorithms in a single algorithm to validate a transaction. Note
that if one of the Check calls returns false, then the execution
aborts and returns false. Therefore, in order to return true at
the end, all of the Check calls must return true. The same
procedure applies for the other validation processes.

Algorithm 5 Transaction Validation

1: procedure VALIDATION_TX(txh)
2: ∀x ∈ txh,x , null; INRF.
3: Timestamp of txh < current timestamp; INRF.
4: Validate digital signature of txh.
5: Check Validation_Producer(txh) = true; INRF.
6: Check Validation_Transporter(txh)) = true; INRF.
7: Check Validation_Processor(txh) = true; INRF.
8: Check Validation_Distributor(txh) = true; INRF.
9: return true.

10: end procedure



Validation of Blocks
A number of transactions are collected and aggregated in a
block, which is broadcasted to the network and requires vali-
dation. Note that the validation of a block is different than the
validation of a transaction. The block structure is similar to
the one described in Bitcoin1. Let b be a block and b[T X ] be
the transaction list in b. We propose an algorithm, described
in Algorithm 6, that validates a block.

Algorithm 6 Validation of a Block

1: procedure BLOCK_VALIDATION(b)
2: Check the syntactic correctness of b.
3: Check that no duplicate of b exists.
4: Check length of b[T X ]> 1; INRF.
5: Validate Merkle root.
6: for each txi ∈ b do
7: Check Validation_TX(txi) = true; INRF.
8: end for
9: Relay block all actors.

10: return true.
11: end procedure

ANALYSES
In this section, T R A D E is analyzed in three dimensions: secu-
rity, performance and experimental results. Firstly, we discuss
the security imposed by the system. Secondly, we provide a
theoretical analysis of the performance of the computational
and communication complexities. Finally, we discuss the mea-
surements obtained from a proof-of-concept implementation
to show the practical performance of the system.

Security Analysis
T R A D E does not allow any unauthorized participation since it
uses a public permissioned blockchain. The consensus model
provides the integrity of the block structure, and the signature
algorithm secures the transactions.

For T R A D E, the consensus model preserves the integrity of
a propagated block. T R A D E does not enforce a specific con-
sensus model. There are several models available that can be
used for our system [16, 24]. The security of the blocks is thus
dependent on the chosen consensus model.

T R A D E uses digital signatures to provide authenticity and
integrity of each transaction, where ECDSA is used as the
digital signature scheme. The security of ECDSA relies on
the elliptic curve discrete logarithm problem (ECDLP), which
is considered to be computationally hard [13]. Therefore, the
security of a digital signature, and thus the transaction, is kept
under the ECDLP assumption.

The source and destination of a transaction are viewable to
everyone. Also, the throughput of an actor can be derived by
using the timestamp in combination with the amount in a trans-
action. Our proposed system does not take privacy concerns
into account and thus is not envisioned to be preserved.

Note that T R A D E do not tackle the problem of proving physi-
cal delivery of the products in the supply chain. We assume
1Bitcoin block structure: https://en.bitcoin.it/wiki/Block

that the delivery can be verified by a tracking item such as
RFID tags. Therefore, an malicious actor cannot claim that a
false delivery or missing delivery of products because of the
proof of the physical delivery mechanism.

Computational Complexity
For the analysis of the computational complexity, we list the
number of operations performed by each actor in three aspects:
(i) the creation of transactions, (ii) validation of transactions
and (iii) the validation of blocks. The amount of performed
operations depends on a number of variables, listed in Table 2.

Recall that a transaction consists of a set of values. The only
computed value is the digital signature. Therefore, we fo-
cus on the computation complexity of the digital signature
scheme. In Table 3, the amortized number of operations for
the aforementioned aspects are listed.

Table 2: Parameters used in the computational analysis.

S Y M B O L D E S C R I P T I O N

N Number of actors in the network.

γ Number of transactions per minute, by an actor.

` Number of transactions in a block.

s Key-size in bits for the elliptic curve.

Transaction Creation
For the creation of a transaction, a digital signature is created.
The digital signature procedure is dependent on the key-size s
for the chosen elliptic curve. The computational complexity,
per transaction, is thus linear in s.

Transaction Validation
The computational complexity of the validation of a transac-
tion depends on the digital signature. The validation procedure
of a digital signature is, equal to the creation, dependent on
the key-size s.

Block Validation
The validation of a block has the highest computational com-
plexity. Firstly, the Merkle root is required to be validated,
which requires multiple hashing operations and is computed
in log(`) [21]. Then, each transaction is validated inside the
block. The verification of ` digital signatures requires s` ver-
ifications per block. Since s`� log(`) for ` > 1, the block
validation procedure is dominated by the validation procedure
of digital signatures. Consequently, the block validation has a
computational complexity of O(s`).

Communication Complexity
To analyze the communication complexity of T R A D E, we
list the number of communications required on the network
for the broadcast of a transaction and a block. The required
communication depends on a number of variables in Table 2.

In the initialization phase, each actor sends their public key
to the CA and requires N communication rounds. This pro-
cedure only re-occurs if an actor updates their key-pair. The

https://en.bitcoin.it/wiki/Block


Table 3: Computational complexity of the operations in T R A D E.

P ROT O C O L AC T O R

Transaction Creation O(s)

Transaction Validation O(s)

Block Validation O(s`)

public keys of the actors are stored locally by each actor to
reduce the communication rounds necessary. Next, each trans-
action is broadcasted to the network, which requires N −1
rounds with the assumption that each actor knows each other
and their addresses on the network allowing a direct connec-
tion. The same applies to the broadcast of blocks. Since
the initialization phase only occurs at the beginning of the
system, the communication complexity is dominated by the
broadcast procedure for transactions and blocks. Therefore,
the communication complexity of T R A D E is O(N ).

Experimental Results
To measure the runtime of T R A D E, we created a proof-of-
concept implementation of the system in Python 2.7 by creat-
ing a simple blockchain implementation based on the work of
Daniel van Flymen2 and the fastecdsa package3. The pid
values are represented as 32-bit fixed-point numbers.

The measures of the runtime were executed on our commodity
hardware, running macOS 10.13 on a dual-core 3rd genera-
tion 2.9GHz Intel® Core i7 processor with 16GB RAM. We
measured the runtime for the transaction and validation of a
transaction. For accurate measurements, we executed 1000
iterations for each procedure. We use the NIST P-curves for
our measurements. Figure 2 shows the impact of s on the
runtime for transaction creation and validation. It is clear that
the procedures grow quadratically based on s. Using s = 256
for an elliptic curve, each actor is able to create approximately

1
2.84·10−3 = 351 transactions per second and validate transac-
tions at a speed of 1

2.28·10−3 = 437 transactions per second.
For the latter, an actor can validate 437/` blocks per second,
depending on `.

Even though our blockchain framework does not rely on a
specific consensus protocol, for the experimental results, we
implemented a naive Proof-of-work consensus protocol [18].
At the same time, there have been several consensus proposals
which achieve 10-100x throughput of the Bitcoin’s proof-of-
work protocol, such as Bitcoin-NG [9], Honey Badger [17]
and Algorand [10]. Therefore, it is important to note that there
are consensus protocols which can securely handle the number
of transactions required in our TRADE framework.

There are approximately 32.9 million shipping containers glob-
ally as of 2013 [1]. Based on the assumption that a container
changes possessor up to 100 times per year, and for each time a

2A simple Blockchain Implementation, https://github.com/dvf/
blockchain
3fastecds: https://pypi.python.org/pypi/fastecdsa
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Figure 2: Average computation time for the creation and validation of a single
transaction, based on s.

transaction is made, approximately 317 transactions are made
per second. The supply chain requires fewer transactions per
second than all containers globally. Given our experimen-
tal results, it is clear that our system achieves the required
performance to be applied in a real-world setting.

DISCUSSION AND CONCLUSIONS
In previous works [14, 22, 5], researchers proposed several
frameworks to achieve a decentralized, traceability system.
The previous works are purely theoretical, and thus do not
provide any implementation. Furthermore, no complexity
of the approaches is given. Therefore, the feasibility of the
previous works is missing.

In this paper, we proposed T R A D E, a fully transparent, decen-
tralized traceability system for the supply chain. Each actor
creates a transaction regarding a product pid containing the
full information on the product. The stored data inside a trans-
action is fully transparent allowing each actor in the network
to view the data. Each transaction is signed by the issuing
actor using a digital signature, providing a proof of authentic-
ity, integrity, and non-repudiation. The valid transactions are
aggregated in a block and broadcasted to the network. Each
transaction regarding a product pid is linked throughout the
supply chain on the blockchain, providing full traceability and
insight for each actor. The insight on the data can be used to
improve planning and scheduling, and faster recalls for the
supply chain. Also, consumers can also view this data and gain
insight into the full life-cycle of products. Standardization is
enforced in T R A D E since each transaction, depending on the
issuing actor, has a corresponding validation procedure.

T R A D E achieves a significant performance to create and vali-
date transactions, as well as the validation of blocks. We show
that it is feasible to apply blockchain technology for the supply
chain to achieve traceability. Moreover, consumers and other
parties can view the data to gain knowledge on the procedures
performed on their product as well as information on the sus-
tainability, if the actors provide it. Actors are in control to
share such information, which is recommended since it aids
the company brand and increases the trust of consumers in the
company. In case actors are willing to share data in a single
system and achieve full traceability, blockchain technology is
shown feasible to accomplish this in a real-world setting for
the supply chain.

https://github.com/dvf/blockchain
https://github.com/dvf/blockchain
https://pypi.python.org/pypi/fastecdsa


Future Work
T R A D E is a generic blockchain framework for traceability
systems. As being said, there are open research questions for
specific use cases. An important open research question is
about privacy: for some supply chain mechanisms, the actors
might be competitors of each other and do not enjoy the trans-
parent system. For these cases, privacy-preserving traceability
system should be designed. Another research question is about
the performance of T R A D E: the naive implementation given
in the paper does not provide the upper limit of the throughput
of T R A D E. It needs more research to investigate the perfor-
mance impact of the parameters like the scripting language,
consensus protocol or the blockchain platform itself. Also,
performance analysis of T R A D E in the existing blockchain
platforms can be explored.
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